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Domestic News 3N EIA

> Regulations Update HHlE %

Central Cyberspace Affairs Commission Issues the National Informatization Plan
for the 15th Five-Year Plan Period

On 23 October 2026, the Central Cyberspace Affairs Commission (Commission) issued
the National Informatization Plan for the 15th Five-Year Plan Period (Plan). The Plan
states that it is necessary to improve the agile governance mechanism for artificial
intelligence and strengthen the development of the cryptographic protection system for
artificial intelligence. It is necessary to optimize the filing mechanism for generative
artificial intelligence, establish a security risk assessment system for the application of
Al in key fields, and improve the assessment and filing of new forms such as Al agents,
on-device large models, and anthropomorphic interactive services. It is necessary to
advance the research, development and application of large model-based vulnerability
discovery and protection technologies, strengthen the prevention of cybersecurity risks
for satellite internet, and enhance the capability to respond to security risks of intelligent
connected vehicles. The Plan clarifies that it is necessary to strengthen the classified
and graded management of data in key industries, deepen the application of
technologies such as blockchain and privacy-preserving computing in data circulation
and trading, and strengthen cryptographic protection of data security. It is necessary to
promote and regulate the cross-border flow of data, and efficiently implement systems
such as data export security assessment, the standard contract for the cross-border
transfer of personal information, and personal information protection certification. It is
necessary to promote the national public service for online identity authentication,
facilitate the interoperability and mutual recognition of distributed digital identities,
strengthen the testing and assessment of personal information protection of smart
devices, and reinforce the technical application management of biometric information.

(More)
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MIIT Issues the Requirements for Automotive Data Security (Draft for Comment)

On 20 October 2026, the Ministry of Industry and Information Technology (MIIT)
issued the mandatory national standard Requirements for Automotive Data Security
(Draft for Comment) (Requirements) for public comment, with the deadline for
feedback being 19 December 2026. The Requirements prescribe the safeguards, basic
requirements, technical requirements, and same-type determination for automotive data
security, and describe the corresponding inspection and test methods. The
Requirements apply to M-category and N-category vehicles, and do not apply to special
purpose vehicles modified from type-2 chassis or complete vehicles that have already
obtained type approval. The Requirements clarify that a vehicle shall not refuse to
provide functions that do not require the processing of personal information or that can
be realized only by processing the vehicle identification number within the vehicle -
such as starting, braking, the wiper system, and light control - on the grounds that the
personal information subject does not consent to the collection of his or her personal
information or withdraws consent. The Requirements state that a vehicle shall not
directly transmit data overseas, except for user-initiated behaviors such as users
accessing overseas websites through browsers, sending messages to overseas parties
through communication software, and installing third-party applications on their own

initiative that may lead to the cross-border transfer of data. (More)
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Ministry of Commerce and Ministry of Science and Technology Solicit Public
Comments on the Revision of the Catalogue of Technologies Prohibited or
Restricted from Export in China

On 16 October 2026, the Ministry of Commerce and the Ministry of Science and
Technology solicited public comments on the revision of the Catalogue of
Technologies Prohibited or Restricted from Export in China (Catalogue), with the
deadline for feedback being 15 November 2026. The revision of the Catalogue involves
40 technologies in three fields: artificial intelligence, biomedicine, and photovoltaics.
The artificial intelligence field includes 23 technologies related to large models, Al
agents, computing power clusters, and information processing, which are distinguished
between prohibited export technologies and restricted export technologies according to
different control points. Technologies that have entered the public domain through
means such as open source or publication of academic papers are not included within
the scope of management. Before the Catalogue is formally revised and implemented,
technology export operators shall register on the relevant platform of the Ministry of
Commerce before exporting technologies listed in the Catalogue. Exports that have

been commenced but not yet completed fall within the scope of registration. (More)
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Central Committee of the Communist Party of China and the State Council issued
the Opinions on Developing New Quality Productive Forces

On 9 October 2026, the Central Committee of the Communist Party of China and the
State Council issued the Opinions on Developing New Quality Productive Forces
(Opinions). The main contents include but are not limited to: (1) Promoting the deep
integration of the real economy and the digital economy: improving the systems for the
determination of data property rights attribution, market trading, distribution of rights
and interests, and protection of interests; implementing pilot and demonstration projects
related to data factors; and fully unleashing the potential of data factors. (2)
Comprehensively implementing the “Artificial Intelligence Plus” action: advancing the
transformation of traditional industries by artificial intelligence, and accelerating the
scenario-based application of a new generation of smart terminals such as intelligent
connected new energy vehicles, Al-enabled mobile phones and computers, and
humanoid robots. (3) Improving the market regulation system: strengthening
governance in fields such as artificial intelligence and biology; intensifying cross-
departmental joint supervision, innovating supervision methods, reducing the number
of on-site inspections, and exploring a supervision model of “decision-making with
data and management with data.” (4) Allocating advanced production factors globally:
establishing an efficient, convenient, and secure mechanism for cross-border data flows.

(More)
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Department of Tourism, Culture, Radio, Television and Sports of Hainan
Province Issues the Guidelines on the Security of Cross-Border Data Transfers of
Hainan Tourism, Culture, Radio, Television and Sports Data (Trial)

On 21 October 2026, the Department of Tourism, Culture, Radio, Television and Sports
of Hainan Province issued the Guidelines on the Security of Cross-Border Data
Transfers of Hainan Tourism, Culture, Radio, Television and Sports Data (Trial)
(Guidelines), which shall take effect from the date of issuance and remain valid for two
years. Tourism, culture, radio, television and sports data processors (organizations or
individuals engaged in data processing activities in the fields of tourism, culture, radio,
television and sports within the administrative area of Hainan Province) shall conduct
cross-border data transfer activities in accordance with the Guidelines. Hainan tourism,
culture, radio, television and sports data as referred to in the Guidelines means data
generated and collected in the course of providing tourism, culture, radio, television
and sports services in the Hainan Free Trade Port, including personal data and important
data. The Guidelines clarify that the circumstances under which a data processor may
be exempted from filing a data export security assessment, filing the standard contract
for the cross-border transfer of personal information, or obtaining personal information
protection certification include but are not limited to: (1) personal data falling outside
the scope specified under “IV. Tourism” of the Data Export Administration List
(Negative List) of the Hainan Free Trade Port; (2) where, due to the needs of outbound
tourism, culture, radio, television and sports project development, marketing, academic
research cooperation and other activities, a data processor needs to provide Hainan
tourism, culture, radio, television and sports data overseas that does not contain
personal data or important data; and (3) where, as a party to a transaction, an individual,
within the administrative area of Hainan Province, genuinely needs to provide personal
information overseas for activities such as outbound tourism or participation in
international sports events and cultural and artistic performances, for example, flight

and hotel booking, visa application, and cross-border shopping. (More)
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Shanghai Cyberspace Administration and Shanghai Municipal Data Bureau Issue
Several Measures on Promoting High-Level Opening Up and Facilitating Cross-
Border Data Flows

On 16 October 2026, the Shanghai Cyberspace Administration and the Shanghai
Municipal Data Bureau publicly issued the Several Measures of Shanghai Municipality
on Promoting High-Level Opening Up and Facilitating Cross-Border Data Flows,
proposing ten measures, including: (1) Strengthening the implementation and
alignment of the systems for data export; (2) Deepening the negative list management
model for data export; (3) Improving the management measures and operational
guidelines for data export; (4) Innovating the mechanism of convenient online services;
(5) Enhancing the service capability for cross-border data transfers; (6) Empowering
cross-border data application scenarios in key industries; (7) Improving the
infrastructure for cross-border data flows; (8) Supporting market platforms in serving
cross-border data flows; (9) Cultivating a full-chain service ecosystem for cross-border
data transfers; and (10) Promoting regional dialogue and standards cooperation on

cross-border data flows. (More)
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> Regulatory Actions 4173l

Quality Supervision and Inspection Center for Computer Information System
Security Products of the Ministry of Public Security Detects 35 Mobile
Applications That Illegally Collect and Use Personal Information

On 30 October 2026, the Quality Supervision and Inspection Center for Computer
Information System Security Products of the Ministry of Public Security detected 35
mobile applications that illegally collect and use personal information. The issues
identified include: (1) Collecting and using personal information without the use’s
consent. (2) Failing to completely and accurately inform users of the collection and use
of personal information, or the stated purposes, methods, and scope of the collection
and use of personal information being inconsistent with the actual collection and use.
(3) Failing to specify the categories, purposes, and methods of providing personal
information to third parties, as well as the names and contact information of the
recipients. (4) Failing to inform users of the purposes at the same time when applying
to open permissions that may collect personal information or applying to collect users’
personal sensitive information such as user profiles. (5) Forcing users to consent to the
collection of non-necessary personal information. (6) Collecting and using personal
information beyond the necessary scope, collecting personal information such as
location, contacts, and SMS messages in unrelated scenarios. (7) Failing to provide an
effective function for users to cancel their accounts. (8) Failing to provide users with
convenient channels to exercise their rights such as correcting, deleting, and refusing
to process personal information, with the relevant functions being incomplete and

unsound. (More)
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CAC Carries Out the Determination of Internet Platform Service Providers with
a Huge Number of Minor Users or with Significant Influence on the Minor
Population
On 19 October 2026, the Cyberspace Administration of China (CAC) announced that
it would carry out the determination of internet platform service providers with a huge
number of minor users or with significant influence on the minor population, and
concurrently issued relevant work guidelines. The work guidelines clarify that internet
platform service providers shall, in accordance with the Measures for the
Determination of Internet Platform Service Providers with a Huge Number of Minor
Users or with Significant Influence on the Minor Population, determine whether they
fall within the category of internet platform service providers with a huge number of
minor users or internet platform service providers with significant influence on the
minor population. Where the corresponding conditions are met, the internet platform
service provider shall proactively and promptly submit its determination application
materials, by way of delivering written materials accompanied by an electronic version,
within 20 working days from the date of issuance of the notice. The work guidelines
prescribe the application materials to be submitted by internet platform service

providers and the requirements for such application materials. (More)
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MIIT Reports 17 Apps (SDKs) with Acts Infringing Upon Users’ Rights and
Interests

On 15 October 2026, following spot checks organized with third-party testing
institutions, the MIIT reported 17 Apps (SDKs) with acts infringing upon users’ rights
and interests. The issues identified include: (1) information windows that cannot be
closed; (2) random redirection upon clicking information windows; (3) redirection
upon sliding information windows; (4) illegal collection of personal information; (5)
collection of personal information beyond the permitted scope; (6) illegal use of
personal information; (7) inadequate disclosure of SDK information; (8) Apps
frequently self-starting and associated-starting; (9) Apps forcibly, frequently, and
excessively requesting permissions; (10) forcing users to use targeted push notification
functions; and (11) inadequate display of App information on application distribution
platforms. The aforementioned Apps (SDKs) shall carry out rectification in accordance
with the relevant provisions. Where rectification is not properly implemented, the MIIT
will, in accordance with laws and regulations, organize and carry out relevant

disposition work. (More)
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Shanghai Cyberspace Administration Reports SDKs with Issues Concerning the
Collection and Use of Personal Information

On 10 October 2026, the Shanghai Cyberspace Administration reported local Apps with
issues concerning the collection and use of personal information. The issues identified
include: (1) the stated purposes, methods, and scope of the collection and use of
personal information being inconsistent with the actual collection and use; (2)
continuing to collect personal information after the user has explicitly expressed non-
consent; (3) failing to provide an opt-out function for personalized push notifications;
(4) collecting and using personal information beyond the necessary scope; and (5) the
committed time limit for responding to complaints and reports exceeding the statutory
ceiling. The relevant operators shall complete rectification within 15 working days from
the date of issuance of the report, and report the rectification status to the Shanghai
Cyberspace Administration, which will, together with the relevant departments, carry
out verification and, in light of the rectification status, conduct disposition and penalties

in accordance with laws and regulations. (More)
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Hunan Cyberspace Administration Conducts Centralized Interviews with Four
Large Model Operation Enterprises

On 9 October 2026, the Hunan Cyberspace Administration issued an announcement
stating that, in response to the failure of certain large model operation entities to fully
perform their responsibilities, it had conducted centralized interviews with four large
model operation enterprises within Hunan Province. The interviews pointed out that the
interviewed enterprises failed to comprehensively fulfill their primary responsibilities,
with weak links in the algorithm design of large models, training data management, and

the security prevention and control of generated content, and that their technical
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measures for cybersecurity and data security were not properly implemented, posing
hidden risks such as information content security, Al attacks, and data poisoning. In
response to the issues identified, the Hunan Cyberspace Administration put forward
clear rectification requirements: (1) Comprehensively investigate vulnerabilities and
hidden dangers, focusing on the three dimensions of institutions, technology, and
management, sort out the weak links one by one, establish a problem ledger, and
achieve closed-loop rectification. (2) Improve the security prevention and control
system, upgrade technical capabilities such as Al content identification, risk
interception, and anomaly monitoring, and carry out routine self-inspection and self-
correction of risks. (3) Operate strictly in compliance with laws and regulations,
complete the procedures for the filing of generative artificial intelligence services and
algorithm filing in accordance with the law, standardize service operation practices, and
ensure complete qualifications and standardized operations. (More)
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Overseas News B4 sI3S

> Regulations Update H1 %

EU: EDPS Publishes FAQ on Data Breach Notification

On 28 October 2026, the European Data Protection Supervisor (EDPS) published a
FAQ on data breach notification, clarifying 12 key operational issues concerning the

performance of notification obligations by data controllers. With respect to risk
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assessment, the EDPS clarifies that a controller shall commence the assessment as soon
as it becomes aware, with a reasonable degree of certainty, that a personal data breach
has occurred. The assessment shall consider factors such as the type and sensitivity of
the data, the quality of the data, the categories of affected data subjects, the processing
activities involved, the volume of data, the breach-specific characteristics, and the
security measures in place, and shall comprehensively evaluate the likelihood and
severity of adverse effects, with results classified into three tiers: unlikely risk, risk, and
high risk. Where the risk falls below the notification threshold, no notification to the
EDPS is required, but the breach must still be documented internally. With respect to
notification operations, phased notifications and supplementary information shall in all
cases be submitted through the dedicated notification form, and informal emails are not
accepted. Where new information becomes available after a conclusive notification has
been submitted, the controller shall reassess the breach and, where necessary, submit a
new conclusive notification. Where a single incident affects multiple processing
operations, the controller may either group them into a single notification or submit
individual notifications; a grouped notification shall specify item by item the data
controller, the data processor, the affected data subjects, and the data categories, and
shall still include a risk analysis for each combination. With respect to the “residual
number,” data subjects who could not be reached through direct communication shall
be ensured to become aware of the breach through fallback solutions such as public
notices on websites. In addition, where a subsequent investigation confirms that the
incident does not constitute a breach, the controller may withdraw the original
notification by submitting a comprehensive conclusive notification stating the reasons.
(More)
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EU: Council Agrees Position on Simplifying Data Protection, Privacy, and Cyber
Reporting Rules

On 21 October 2026, the Council of the EU recently agreed its negotiating position on
the proposal to simplify rules on data protection, privacy, and cybersecurity, aiming to
make the EU’s digital rulebook clearer and easier to apply for businesses, public
administrations, and citizens, so as to support competitiveness, while maintaining
strong levels of protection for personal data. With respect to the GDPR: the current
definition of personal data is maintained, and a new provision on pseudonymization
and the identification of a natural person is introduced; compliance obligations are
simplified in relation to unfounded or excessive requests and specific low-risk
circumstances; a principle-based definition of “scientific research” is introduced, with
targeted exemptions granted to research organizations; safeguards are added to the
newly proposed derogation allowing for the processing of sensitive data for the purpose
of biometric verification and in the context of the development and operation of Al
systems; the extension of the deadline for the notification of personal data breaches is
supported, and a single list at EU level of categories of processing likely to result in a
high risk for individuals, as well as common templates, are established. With respect to
the consolidation of data rules: the rules on data altruism and data intermediation
services are streamlined; public sector bodies are allowed to set different conditions
and charge higher fees for the re-use by very large enterprises and, in particular,
undertakings designated as gatekeepers; and safeguards against the risk of trade secret
leaks are strengthened, requiring that trade secrets be disclosed only once the data
holder and the user have taken all necessary measures to preserve their confidentiality.
With respect to cookies: the rules under the e-Privacy Directive are maintained, with

clearer and additional purposes for which consent will not be required (such as
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necessary for the provision of a service, audience measurement, and ensuring the
security of the user’s device), thereby reducing cookie banners. With respect to incident
reporting: the proposed single entry point at EU level is replaced by the establishment
of a national entry point in each Member State, and the establishment of an incident
reporting information point at EU level, as well as a harmonized framework for incident

notification and cross-border incident notifications, is proposed. (More)
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Canada: Privacy Commissioner of Canada Launches the Children’s Privacy Code

On 20 October 2026, the Privacy Commissioner of Canada announced the launch of
Canada’s first Children’s Privacy Code (Code), aimed at creating a safer and more
transparent online environment for children and teens. The Code establishes clear,
practical compliance expectations for organizations that handle children’s personal
information, including: (1) obtaining meaningful consent for the collection, use, and
disclosure of children’s personal information (with parental consent required for those
under 13), and adopting an opt-in mechanism for non-essential data uses; (2)
communicating privacy information in a clear, accessible, and age-appropriate manner;
(3) providing children with a means of correcting inaccurate or incomplete personal

information and the option to delete their personal information entirely, so as to
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accommodate changes in their views as they grow and evolve; (4) avoiding profiling
children for marketing purposes (including targeted or behavioral advertising) or for
the purposes of Al-driven decision-making; and (5) promoting privacy by default, with
settings such as location tracking, profile visibility, and third-party data sharing turned
off by default. The Code also clarifies improper data use practices that are
fundamentally incompatible with children’s best interests: websites and mobile
applications shall not use deceptive design practices to influence, manipulate, or coerce
children into providing more personal information than necessary, nor use children’s

information to exploit their vulnerabilities. (More)
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EU: EDPB Adopts Statement on the Data Protection Challenges of Smart Glasses

On 13 October 2026, the European Data Protection Board (EDPB) adopted a statement
on smart glasses and published a related expert report. The statement points out that,
although smart glasses create opportunities for communication, assistance, and
innovation, their increasing prevalence poses significant challenges to the protection of
personal data and to individuals’ rights and freedoms. The statement provides
preliminary guidance to users, manufacturers, and service providers. With respect to
the allocation of responsibility, whether a user constitutes a data controller under the
GDPR depends on the manner of use. For example, if a user shares photos or videos on

a public social media account, or uses the device for official, professional, or political
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activities, the user will be considered a data controller. However, if the use is limited to
personal activities such as filming family members or friends, or using the device for
translation in a private context, the household exemption applies and the GDPR does
not apply, although the user may still be subject to criminal, civil, and labor law, as
well as other sector-specific rules. Manufacturers and the providers of linked
applications or services, as data controllers, shall not transfer their obligations to users;
they must comply with data protection law and ensure that any new processing remains
compatible with the original purpose of collection. The EDPB emphasizes that smart
glasses should make their recording obvious through bright LED lights, audio signals,
voice activation cues, privacy-friendly smartphone notifications, or unique designs, and
that such warnings need to be reliable, hard to ignore, and always up to date. The
statement also encourages the development of industry standards and the

implementation of awareness-raising measures. (More)
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> Regulatory Actions B 1T3)

UK: ICO Secures Data Protection Improvements from Ten AI Developers and
Launches Call for Evidence on Agentic AI

On 8 October 2026, the Information Commissioner’s Office (ICO) published a new

report announcing that it had secured or secured commitments to data protection
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improvements from ten of the world's largest Al foundation model developers operating
in the UK. The improvements include providing clearer transparency information,
strengthening mechanisms for individuals to exercise their rights, and conducting
stricter assessments of safeguards. The report also sets out the ICO’s regulatory
positions on key issues, including the lawful use of special category data and whether
foundation models themselves may contain personal data, and acknowledges that
current model training practices present technical challenges when it comes to
complying with UK data protection law and the principle of data protection by design.
As foundation models underpin a new wave of Al agents capable of autonomously
completing tasks, using tools, and interacting with websites, data protection risks are
extending from the training stage to their independent behavior once deployed. The
ICO has launched a six-week call for evidence, seeking views from developers,
deployers, and others on the governance of risks posed by agentic Al, and has recently
made enquiries with OpenAl and others concerning recent agentic Al testing and

deployment. (More)
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Italy: Garante Fines IQVIA €7 Million for Unlawfully Processing Patients’ Health
Information

On 2 October 2026, the Italian data protection authority (Garante) imposed a fine of €7
million on IQVIA for unlawfully processing the health data of approximately one
million patients, rejecting the company’s claim that the relevant records had been

anonymized. The database at issue aggregated information provided by approximately
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800 general practitioners and was used for research on medical treatments and related
health outcomes, including studies commissioned by pharmaceutical companies. The
Garante found that each patient was assigned a persistent code that allowed their
successive records to be linked over time, and that the database simultaneously
contained detailed information such as year of birth, sex, diagnoses, symptoms,
prescriptions, medical tests, vaccinations, and location data. This combination was
sufficient to single out and re-identify patients using reasonably available means, and
therefore the records could not be treated as anonymous simply because conventional
identifiers had been replaced with codes. The Garante found that IQVIA bore
responsibility as the data controller from the point at which it collected information
from doctors. Its violations included: processing health data without an appropriate
legal basis, failing to adequately inform patients about how their data was used, failing
to set defined retention periods (with records dating back to 2001), failing to complete
a data protection impact assessment, and failing to implement adequate security
measures. IQVIA must satisfy the rectification requirements within 120 days of
notification if it intends to continue the processing activity. Alternatively, doctors must

independently anonymize the information before providing it. (More)
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