Db

= 1!/ NEWSLETTER

"] Eﬂi LIFANG & PARTNERS NRE0Ed _ i

STEERENS
N 310

2022.08

4 EE AR
Weekly News By Lifang & Partners
NO.50

I F 4 AR Weekly Competition Law News
. BB, ERGARGATINREAEE ET A ZEZEBRENFEN A&

Beijing, Shaanxi and Chongqing Authorities Respectively Issue the Announcement on Conducting
Merger Review of Simple Cases

ExRZWRE: YECSXE. RKEAFIHLRZARZHEEEX

State Anti-Monopoly Bureau: China Listed as the One of the Three Major Anti-Monopoly Jurisdic-
tions in the World Along with the U.S. and the EU

Ao — FEE R AL B 35 R 3K 17 22 BT P AL ST K947 T

A Beijing English Education Institution Fined CNY 940,000 for Reaching and Implementing a Vertical
Monopoly Agreement

wEE: B ERENRFRNEEEE, FFPR—NTIEERT

SPC: Issue Anti-monopoly Civil Litigation Interpretation in Due Time and Maintain a Unified Market
Competition Order

W — 2 B A KBRS 2 BT, B3T2077 T

A Hainan Pharmaceutical Company Fined CNY 200,000 for Reaching But Not Implementing A Verti-
cal Monopoly Agreement

X EBR A A 7 % 7 2 F KE 1 Metadx VR 22 5] Within

FTC Seeks to Block Meta’s Acquisition of VR Company Within

BB AR B A R Z2 W7 B AL $T 34907 % T

Russian Anti-monopoly Regulator Hits Google with USD 34.9 Million Fine
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W 4% %2 2 5 ¥ $#E A #H Cybersecurity and Data Protection

WE ik XRERG—NEATEETT, & EAKERR

Supreme People’s Court: Support the Establishment of a Unified Technology and Data Market and Se-
verely Punish Big Data-enabled Price Discrimination

EHAEE R AT # & % 5007 K WAPPTT R B AT 3l

Shanghai Communication Administration: Launch Actions on APPs Downloaded or Installed More
Than 5 Million Times

OB P 2 R & AT = AR EAT BOAL 51 Z A

Cybersecurity Bureau of the MPS Issues Three Cases of Administrative Penalties Relating to the Per-
sonal Information Protection Law

Bl Rt H AR B A AL 0 K I T APPW S A8 36 B R & A AR K

The CVERC Identified 17 APPs Suspected of Collecting Personal Privacy Information Beyond the
Scope

Lig 5 E BB R 20224F & —#hiz FF P A AT A APP

Shanghai Communication Administration Notifies the First Batch of Apps Infringing Users’ Rights and
Interests in 2022

AEHAEE B AT ZLAPP

Beijing Communication Administration Identifies 7 Problematic APPs
8 E PE AR A3 B AR T ALAPP

Hainan CAC Interviews 3 APPs for Data Violation According to Law
FMFTRZEEAT RENZIWKEFER (BiER2E) £

Guangzhou PSB Issues the First Case Applying the Data Security Law across Guangdong Public Secu-
rity Organs

el BB A AR (R F 0

Alibaba Terminate the Data Sharing Agreement with Ant Group

RATBFHRAFARTK: “BFARTERLERA, FaEELIMNL” Wik *

Director of Digital Currency Research Institute of PBC: Claims that “Digital RMB Infringes on Privacy
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and Can’t Be Used to Buy Gold and Foreign Exchange” Are Not True
*ESWRERME OLEFRFLFELRRABRIE) ot JLEEL LA E)

US Senate Committee Approves Children and Teens’ Online Privacy Protection Act and Kids Online
Safety Act

% EINISTE ¥ i RBE L 2 H AT ERE L

NIST Updates Guidance for Health Care Cybersecurity and Solicites Comments Publicly

# EICOE #BCRsiE &

UK ICO Updates BCRs Guidance

B4 EHIE E I (DAA) ¥ T10A3H £3%

The First British-American Data Access Agreement (DAA) will Come Into Effect on 3 October
UBEEQO INTERNATIONAL [ &40 f 7 F& A5 4% 7 B CNIL 3 2 17.577 BL T

UBEEQO INTERNATIONAL Fined EUR 175,000 by French CNIL for Violating Users’ Privacy
T-Mobile¥f X 13.512 % 70 i LAk f 048 it 55 S 1R 1 A0 i

T-Mobile to Pay USD 350 Million to Reach Settlement on Data Breach Class Action

3R = X Intellectual Property
AR FARER LA (A TLEETER, BARRNARTHENS W L EWELE)

Beijing IP Court will adopt online case filing for trademark and patent administrative cases from Sep-
tember 1, 2022

X 8 R T R R AN G o %5 A 7= o 1 A7 55 808 B 09 T2 BB E A 2
SPC determined the amount of damages when the patented product was used as a spare part
HEERRAGETERFeEELRUNGEEMNARECEMEEENM LN

SPC ruling on whether the software download platform spreading free software constituted infringe-
ment of the right of information network dissemination

CBA /5] A2 Vs e e 8 {2 JUCBA 38 3 R AX
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CBA company sued bilibili for infringing the copyright of CBA game video

S REBEMVANSHATE, ERAME27IG AT

Awarded compensation of more than RMB 2.71 million: Malicious infringement of VANS trademark
* [E & & % I X E Teva5 GSKE A Z A E LIF H

The U.S. Supreme Court accepted the patent infringement appeal of Teva and GSK

* [E 7 g B & H 1z J0Sonos & REH F 7 & A

The US court ruled that Google infringed Sonos wireless multi-Room audio system patent
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X, BE. ERQPARTARTFREELEER TR B REREHFENAE

20267A T A, kAT REERER (“REEATWRE” D | AETEEEEER (‘A
RWHHER”) MEXTHHEEEER (“ERTHTRRE” ) 2AAG T XTHREEEL &
FEZEHRZHEFEN NE. ZHNERBT B202298A1H8L, BBETRSE, KX w
BERMERTTRAXZXAAELELZETHAZEZHCREHFTFENRXSE, URZXZRFEEN
WEHFFERF. BN, IEEAMALAHHAEZHCEEBFEEN LHETLAT. (EEE
%)

Beijing, Shaanxi and Chongqing Authorities Respectively Issue the Announcement
on Conducting Merger Review of Simple Cases

In late July, 2022, Shaanxi Provincial Administration for Market Regulation (“Shaanxi AMR”), Bei-
jing Municipal Administration for Market Regulation (“Beijing AMR”) and Chongqing Municipal Ad-
ministration for Market Regulation (“Chongqing AMR”) respectively issued the announcement on
conducting merger review of simple cases. The three announcements clarify the areas where Beijing,
Shaanxi and Chongqing AMR are entrusted with the merger review of simple cases since August 1,
2022, as well as the conditions and review procedures of entrusted cases. At that time, the filing infor-
mation and unconditionally approved cases will be publicized on the official website. (More)

ExRKZWR: PEEEXE. REFFIALRZARZH A EEX

202247FH28FH, BRWHREEELR (“THHERRE” ) BlEK. ERXRREWMBERKHER
HEFEAL S, iR r Tk REERZWEATERGETEARR. $—, EX & HE,
TRT A (REWZE) RAMEAEZNBITTEE; =, EHRETE, REELZHZH794
B, FHEAEEEEREIIRNMG; =, EAMERFE, T GHKE, A2 T wHEE
BR; W, 2% 4bErm, G35NERXRMMREE T AEXH. AEeFEHLE S5 £
. RAHIHARK AR ZHWE EER, (EEES)

State Anti-Monopoly Bureau: China Listed as the One of the Three Major Anti-
Monopoly Jurisdictions in the World Along with the U.S. and the EU

On July 28, 2022, Gan Lin, deputy director of the State Administration for Market Regulation
(“SAMR”) and director of the State Anti-Monopoly Bureau, attended a press conference. She said that
in the past decade, China has made great achievements in anti-monopoly law. Firstly, in terms of legis-
lation, the Anti-Monopoly Law and its supporting regulations have been revised and improved. Second-
ly, in terms of law enforcement, the authority has investigated and handled 794 monopoly cases in ac-
cordance with law, and concluded 3,822 merger filing cases. Thirdly, in terms of institutional construc-
tion, institutional reform was carried out, and the SAMR was established. Fourthly, in terms of global
competition governance, Chinese government has signed cooperation documents with 35 countries and
regions. Now, China has been listed as one of the three major anti-monopoly jurisdictions in the world
along with the U.S. and the EU. (More)
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202247H27H, TR ERRA AT AR TR R AN R mR AR TREARLE ( “In
HE” ) 2HBNEEHOTHRAT AT S, 28, 20145 F20214, YIBHTELEEEN
H5H G AR IA R EHE R F RN 2N, HiR, RATTZEEF, fFTHER
Ma, BB mATEFFER L, EXEME ZEFREETARERNEARK. FHRA,
ELEAEZHREFHARIE. AEERHERTZWERZ, txTThATAYEAFL
HIEATH, FHR2020F EHEFI%H MK, NitARTM4TT. (EEFEL)

A Beijing English Education Institution Fined CNY 940,000 for Reaching and Im-
plementing a Vertical Monopoly Agreement

On July 27, 2022, the SAMR issued the administrative penalty decision made by Beijing AMR on the
monopoly agreement case of Beijing Kairui Alliance Education Technology Co., Ltd. (“Kairui Educa-
tion”). According to investigation, from 2014 to 2021, Kairui Education reached and implemented a
vertical monopoly agreement with its brand franchisees on fixing nationwide tuition fees, which exclud-
ed and restricted market competition and harmed the interests of consumers. During the investigation,
Kairui Education had applied for exemption, but was rejected. Considering the long duration and severe
influence of the case, and that the party actively cooperated and promised to rectify and eliminate the
influence in the later stage of the investigation, Beijing AMR ordered Kairui Education to stop the ille-
gal acts and imposed a fine of 3% of the sales in 2020, which is about CNY 940,000. (More)

wEak: B EHER2ZHREFFLAEHE, EFR—WTITREHKFT

202247H25H, mEmARER (“REE” ) #TRM2, RAT7 (ATHREELAES—
ATHRETERSFFAREBEHEL) (“A(BAY 7)) REEAAZF. (ERL) A#H, E
ERFPGE—HTIEEHRT, KETHEEZHALELS R STH, A BUEAER 2R TE
LHEF; mrNFeb 2w EAF, HEFeZ2WmEATFY K TEXRFFHERA
AN, EHdeREHRERNEERE. (BEEES)

SPC: Issue Anti-monopoly Civil Litigation Interpretation in Due Time and Main-
tain a Unified Market Competition Order

On July 25, 2022, the Supreme People’s Court (“SPC”) held a press conference and issued the Opinions
on Providing Judicial Services and Guarantees for Accelerating the Construction of a Unified National
Market (“Opinions’) and supporting typical cases. The Opinions clarifies that it is necessary to earnest-
ly safeguard a unified market competition order and crack down on monopoly and unfair competition
acts in accordance with law, including: (1) strengthen judicial anti-monopoly and anti-unfair competi-
tion regulation; (2) strengthen the judicial regulation of platform enterprise monopoly to prevent plat-
form monopoly and disorderly expansion of capital; (3) improve the adjudication rules of competition
cases, and issue judicial anti-monopoly civil litigation interpretations in due time. (More)

BE AR RERE A 2RI, #2007 T
02247A2E, THEFARANTERATHEEEER (“EHATER" ) HiEH

17 I
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A Hainan Pharmaceutical Company Fined CNY 200,000 for Reaching But Not Im-
plementing A Vertical Monopoly Agreement

On July 22, 2022, the SAMR issued the administrative penalty decision made by Hainan Provincial
Administration for Market Regulation (“Hainan AMR”) on the vertical monopoly agreement case of
Hainan Yishun Pharmaceutical Co., Ltd (“the party”). According to the investigation, from 2019 to
2020, the party reached but not implemented a vertical monopoly agreement with some counterparties
to limit the minimum resale price in the nationwide drug retail market, which excluded and restricted
the market competition and harmed the interests of consumers. Given the fact that the party cooperated
with the investigation, actively provided important evidence and made rectification, the Hainan AMR
ordered the party to stop illegal acts and imposed a fine of CNY 200,000. (More)

FEBAH 2 Z R 2T KHEIEMetadx Jf VR /A & Within

202247 A27H, =EEFAK FHZE R 4 (Federal Trade Commission, “FTC”) X i+, #E
] vk P AR, oK L b AN 52 B Sk Meta K 2 B R # CEOL ¢, « 4L w184 (Mark Zucker-
berg) X Within Unlimited /2 & F H & T 74T #9 5 A FL 52 6 & A7 A Supernatural. FTCZE A& 5 4k
FiEH, MetaZ B @SN AT BEHENE, AEREHERNEE O E MR E N
F T A Z AR AT RS . Meta R ML ¥F N X — 347, &% HF Y Supernatural, X ¥ R ] 74
HHEWBEE, ME xRN FRAESL, BNFTCEAMABREMIR IR ERRERLT BEE
I ZR R FRFANERFEE, (BEESL)

FTC Seeks to Block Meta’s Acquisition of VR Company Within

On July 27, 2022, the Federal Trade Commission (“FTC”) stated that it has sued to the court, seeking
to block virtual reality giant Meta and its controlling shareholder and CEO Mark Zuckerberg from ac-
quiring Within Unlimited and its popular virtual reality dedicated fitness app, Supernatural. The com-
plaint alleges that Meta is a potential entrant in the virtual reality dedicated fitness app market with the
required resources and a reasonable probability of building its own virtual reality app to compete in the
space. Meta’s independent entry would increase consumer choice, increase innovation, spur additional
competition to attract the best employees, and yield other competitive benefits. But instead of entering,
it chose to try buying Supernatural, which would eliminate the prospect of such entry, dampening fu-
ture innovation and competitive rivalry. At present, FTC has submitted a complaint and a preliminary
relief application to the Northern District Court of California to halt the transaction. (More)

BB T B R 2T I AL T K34907 % 7T

2022487 H26H, HEPEHBARZY B ( “FAS?) %o, HERAHERREZHEWTAES
AR . 20225F2F , & EBPSOA K F O R, A8 YouTube £ X 44 2 4K 7 7
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Russian Anti-monopoly Regulator Hits Google with USD 34.9 Million Fine

On July 26, 2022, the Russian Federal Antimonopoly Service (“FAS”) stated that it has fined Google
on Google’s violation of the anti-monopoly law. In February 2022, according to the complaint of the
Regional Public Center of Internet Technologies, Google suddenly blocked and deleted the accounts
and user content on YouTube. Then FAS launched an investigation on Google. In the end, FAS found
that Google abused its dominant position in the video hosting service market by adopting biased, non-
transparent rules for blocking accounts and content on YouTube, so it imposed a fine of about USD
34.9 million (about CNY 236 million). At the same time, FAS required the company to pay it within
two months from the date when the document that levies the fine goes into legal effect. (More)

W 4% 22 & 5% 3 A H Cybersecurity and Data Protection

REE: XRBERE—WEARKETT, FHEAHERR

2025 7A25H, mEamARERFTHFHELA 2, KA T AXTAHAWMRRRLES — AT 7R ¢
BAERFMEREHEL) C“CERLY 7)) . (BN F=M2H#A, IHAERL —WEAM
BETT, BEREHE: RERFPHEERFNAMSEZER ., LB, Rua%eENa, UAHEE
AW EHRU A B W EA B & £ R BE N R AT R BB - R i A R, % & FE AR
Rz BETITELRFTFENEREN, ARATHER. BREE., HEF. AF
RENBEEZTREEERIE, PEEESNEE. B, WE. A BEXAZTNAFE
BEAFR, whTERESNEERFAN BB HAHA, EmxdF el 2lmEx
Ml BEE LA FHEE, Tk, SAFEEFFAAR., RAATFTH, KETERF “Zik
=7 AEERR. KRNOE. BREESHALNT RS, WATHHRFTA, HiLTFELH
FERTTFY e (BEES)

Supreme People’s Court: Support the Establishment of a Unified Technology and
Data Market and Severely Punish Big Data-enabled Price Discrimination

On 25 July 2022, the Supreme People’s Court (the “SPC”) held a press conference and issued the Opin-
ions on Providing Judicial Services and Guarantees for Accelerating the Establishment of a National
Unified Market (the “Opinions”). The third part of the Opinions makes it clear that it supports the estab-
lishment of a unified technology and data market, specifically including: protect the legitimate rights
and interests of data right holders regarding control of data, data processing and related profits, as well
as the property rights and interests of data products developed by data element market entities on the
basis of data legally collected and generated; properly handle all kinds of cases arising from data trans-
actions and unfair competition in the data market, and provide judicial guarantee for the cultivation of
data factor markets that are data-driven, cross-border integration, jointly developing and sharing and
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fair competition; strengthen the research on legal issues such as the attribute, form, ownership and pub-
lic data sharing mechanism of data property rights, and speed up the improvement of judicial protec-
ion rules of data property rights. The sixth part makes it clear that it is necessary to strengthen the ju-
dicial regulation of the monopoly of platform companies, promptly stop using data, algorithms and
technical means to exclude and restrict competitive behaviors, severely punish behaviors that under-
mine fair competition and disrupt market order, such as forced “either-or choice”, big data-enabled
price discrimination against existing customers, low-price dumping and forced tying, and prevent plat-
form monopoly and the disorderly expansion of capital. (More)

LETEER: 4 TREILEKAS0T KWAPPT RE RT3

20224 7H29H, LETREEEERR (“LETEER” ) KA T (X THRE LB KO
ERMFRmBEFAATHNEE) “ (@) 7 ) (HEAm) Am, LETEEFHRZENERL
220224 10A J&, £ LBETHHELHRMNABI)RELE LB EMEF BRI ATH. WRATENH
EAMNERAEEAE-—NATIA THE/ZKELS5007 KL EWAPP (&b R F fu /N2 7 %
FMRAMES) « ERESHEARE: RURABKMRIREAR BTN HHUAPPT F#E LR
THA; BAINMAGERY “WER” ; BRAAPPREAERNAGRRIF ST RA LM
BN F. (EEEZ)

Shanghai Communication Administration: Launch Actions on APPs Downloaded
or Installed More Than 5 Million Times

On 29 July 2022, Shanghai Communication Administration (“Shanghai CA”) issued the Notice on
Deepening the Promotion of Information Service Perception in the Internet Field (the “Notice”). The
Notice specifies that the Shanghai CA decided to deepen the promotion of information service percep-
tion in the field of mobile Internet in Shanghai from now on to the end of October 2022. The key tar-
gets of this action are the APPs downloaded or installed more than 5 million times in a single domestic
application market (including new application forms such as fast applications and applets). The key
tasks include: optimize the privacy policy and the display mode of permission calls; optimize the infor-
mation display mode of APP pop-up window; establish a “double list” of personal information protec-
tion; improve the personal information protection ability of APP’s key responsibility chain; improve
the response capabilities of customer service hotlines, etc. (More)

NZHW 2R ZA Z AR EAT B R A

2022F7A29H, NEZHWZR ARG T LARNENRNZHITRE (PABEERFPE) EAW
“RABER. TESRERANMABEHKEEATAENAGEN TR, HERREFHIR;
EFE®. TR MAERRNBREFAREEMAXRLENZ LB AER; REMABERE
HAMRMAARHTBEANABRZERF X G AAXTHECEXENEZE MAEE;
MHAEHNARNMAGERXBARLAWE ., A RMERZEEAREE; AN HEERE
FREABETA. &L, PEQALAFENLZHITAUTRESEF T ARAKE. (EFEE
%)

Cybersecurity Bureau of the MPS Issues Three Cases of Administrative Penalties
Relating to the Personal Information Protection Law
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On 29 July 2022, the Cybersecurity Bureau of the Ministry of Public Security (“MPS”) issued three
typical cases investigated and punished by the cybersecurity department of Jiangsu public security au-
horities in accordance with the Personal Information Protection Law. The cases mainly involve: fail-
ing to expressly notify subjects from whom personal information was collected the manner, category
and retention period of processing personal information; failing to take necessary security technical
measures when storing and transmitting sensitive personal information such as personal genetic test re-
ports; failing to inform and obtain consent from individuals and to fulfill obligations of personal infor-
mation security protection when processing personal information; collecting personal information of
apartment buyers in public places beyond the scope; failing to take the corresponding encryption, de-
identification and other technical security measures with respect to the collected personal information.
Finally, the companies involved were issued administrative warnings by the cyber security department
and ordered to make corrections within a prescribed time period. (More)

ER T ENRENRLE F QLI THAPPY H A EHRENM AR ER

2022487 F22H, REFEAEFARSRE, ©#, BRTENFENLLLQE PR T T EHN
BENAZIVTHBEHAPPEEL &MAT A, R (M R2%) (MABERFE) A,
AKTE, TEWHSH A eMTHN: AMAFPEHMAGRAEEZNENAZFLLIRA T
X, RAENPAGREME, REHR; AW F ATF RN SHRAMNR; wEMADTAEE
NREZRHFEEALBNNIAGEN, KROPMAEHBERTHNEARRELL, RAFX. LEE
B, REBEFAMNAGROMNE, EEBAFPEARHRATHERENMNAGL; RERFTHAWE
IE. MEMAGEIEHAF KT IR, REHAFKTRETELF; REKRIMAEGE
ABBENMAWEREAR; RETHTEEASY RARFEANAGEEN, RFARZLTHNMAREEALE
AN, (EEEZ)

The CVERC Identified 17 APPs Suspected of Collecting Personal Privacy Infor-
mation Beyond the Scope

On 22 July 2022, according to the official public account of Xinhua News Agency, through recent In-
ternet monitoring, the National Computer Virus Emergency Response Center (“CVERC”) found that 17
mobile apps had non-compliance behaviors, violating the relevant provisions of the Network Security
Law and the Personal Information Protection Law. Specifically, there are eight types of non-
compliance behaviors: failing to inform the users of the name or contact information of the personal
information processors, or the type and retention period of the personal information processed; failing
to expressly notify users all the privacy rights applied for; failing to inform individuals of the name,
contact information, processing purpose, processing method and types of personal information of the
receivers when providing processed personal information to other personal information processors; col-
lecting personal information before obtaining the user’s consent; failing to provide effective functions
of correcting, deleting personal information and canceling accounts, or setting unreasonable conditions
for canceling accounts; handling sensitive personal information without individual consent; failing to
obtain the individual’s separate consent in handling sensitive personal information; and failing to set
forthspecial rules for handling personal information of minors under the age of 14. (More)

LT EERBEMR20224FF —HEEH P ARKETHAPP
2022F7HA26H, rETEERAHA T XTEERFPKEAT HAPPHER (202245 % —#t
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Shanghai Communication Administration Notifies the First Batch of Apps Infring-
ing Users’ Rights and Interests in 2022

On 26 July 2022, the Shanghai CA issued the Notification on APPs Infringing on Users’ Rights and
Interests (the first batch in 2022) (the “Notification™). The Notification indicates that recently, Shang-
hai CA organized third-party testing organizations to inspect the infringement of users’ rights and inter-
ests by APPs in Shanghai. The inspection found that 51 APPs have problems such as illegally collect-
ing personal information , illegally using personal information and requesting for authority coercively,
frequently and excessively. Shanghai CA has informed relevant operating enterprises and urged them to
take rectification measures. As of the publication date of the notification, there were still 26 APPs that
had not completed the rectification as required, which are listed in the annex by Shanghai CA. These
APPs are required to implement the rectification work before 2 August; or they will be dealt with in
accordance with the law. (More)

AL W15 B R BT ] FRAPP

20224 7A22H, AxwREEERR (“AURFTEER” ) XM T X T73 0 AAAPPH & 4}t . &
WL, AR TAEE R AT E20224F A R X APPL 4 76 3 £ AT s A, 2E46 Il % 21202K APP
FEREAPREML2REFM, HAHCTREREN, BERBRLAA H, HHTHAPPKRE
REKRTRER, EFIRCHTUTERE; 6 XERTEM, MEELEERFEM, Lxm
BE RN X EAPPR AW EA T UATR, TEEAHE: RZAFPRAEREEANAGEERE; ME
HEDNMARKED:; FEMNZZERA; FEMAREELRENNRE, (EEES)
Beijing Communication Administration Identifies 7 Problematic APPs

On 22 July 2022, Beijing Communication Administration (“Beijing CA”) issued a notification regard-
ing 7 problematic APPs. According to the notification, when the Beijing CA launched the special action
of comprehensive management of APPs in Beijing in 2022, it has found 20 APPs that infringed on us-
ers’ rights and interests and posed security risks. All of them have been issued rectification notices. As
of the publication date of the notification, there were still 7 APPs that had not completed the rectifica-
tion as required, of which one had been removed from the shelves; 6 had not been completely rectified
and still had different types of problems. Beijing CA publicized these APPs and the problems involved,
mainly including: collecting and using personal information without users’ consent; self-starting and
associated starting frequently; having network security vulnerabilities; having risk of arbitrary backup
of application data, etc. (More)
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Hainan CAC Interviews 3 APPs for Data Violation According to Law

On 26 July 2022, according to the news from Cyberspace Administration of Hainan Province
(“Hainan CAC”), Hainan CAC found that the operators of three APPs, namely “All-round Cleaning
Housekeeper”, “Salad Russian” and “Morning and Evening Weather”, refused to provide services
because users did not agree to provide unnecessary personal information or give unnecessary permis-
sions, which violated the relevant provisions of the Cyber Security Law, the Personal Information
Protection Law and the Provisions on the Scope of Necessary Personal Information of Common Mo-
bile Internet Applications. The 3 APPs were not rectified in time after being notified by Hainan CAC,
and now they have been removed from the APP store of the whole network. Recently, the Hainan
CAC interviewed the responsible persons of the operators of the 3 APPs according to law, and or-
dered them to rectify the relevant issues within a time limit, seriously deal with the responsible per-
sons, improve and perfect the personal information protection mechanism, and strengthen the study of
laws and regulations. (More)

JNTARZRER RERZIKREFER (BHELLE) R
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Guangzhou PSB Issues the First Case Applying the Data Security Law across
Guangdong Public Security Organs

On 26 July 2022, the Guangzhou Municipal Public Security Bureau (“Guangzhou PSB”) issued the
first case applying the Data Security Law across Guangdong public security organs. In this case, the
“driving training platform” developed by a company in Guangzhou stores more than 10.7 million
pieces of information such as the names, ID numbers, mobile phone numbers and personal photos of
driving school trainees. However, the company has not established a data security management sys-
tem and operating procedures, and the personal information of driving school trainees collected in
daily business activities has not been de-identified and encrypted. There are serious data security risks
such as unauthorized access vulnerabilities in the system. According to the relevant provisions of the
Data Security Law, Guangzhou PSB issued a warning and fined CNY 50,000 for the company’s ille-
gal behavior of failing to fulfill its data security protection obligations. (More)
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Alibaba Terminate the Data Sharing Agreement with Ant Group

On 26 July 2022, Alibaba released its annual report for fiscal year 2022. The annual report shows that
Alibaba and Ant Group further revised the Equity and Asset Purchase Agreement and Alipay Com-
mercial Agreement, and these amendments will take effect on 13 August 2022. According to the
agreements, on 25 July, Alibaba agreed to terminate the Data Sharing Agreement with Ant Group,
and said that it would negotiate with Ant Group the terms of the arrangement on a case-by-case basis
and in accordance with applicable laws and regulations according to the necessary limits as required
by the scope of services provided by each party f to their respective customers. (More)

ROEFRUFEFK: “BFARTERLRA. THIXESML” RES
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BER, RPHRERAD; F—7H, PRELBELFUATALS FRENLELE. B
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Director of Digital Currency Research Institute of PBC: Claims that “Digital
RMB Infringes on Privacy and Can’t Be Used to Buy Gold and Foreign Ex-
change” Are Not True

On 24 July 2022, Mu Changchun, director of the Digital Currency Research Institute of the People’s
Bank of China (the “PBC”), made it clear at the Digital RMB Industry Development Sub-forum of
the 5th Digital China Construction Summit that the claims that digital RMB infringes on users’ priva-
cy and that digital RMB cannot be used to buy gold and foreign exchange are untrue. Mu said that
digital RMB is positioned as digital cash, and its design should meet the reasonable needs of anony-
mous transactions of individuals and protect consumers’ privacy. On the other hand, it will provide
soil for criminality if the degree of anonymity is set too high. Therefore, he stressed that in order to
ensure the effective implementation of the controlled anonymity requirement for digital RMB, it is
necessary to establish an information isolation mechanism; clarify the legal conditions for digital wal-
let inquiries, freezing and deductions; establish a corresponding penalty mechanism; and improve the
regulatory system for anti-money laundering and anti-terrorist financing of digital RMB. (More)

13/22


https://baijiahao.baidu.com/s?id=1739384714578677877&wfr=spider&for=pc
https://baijiahao.baidu.com/s?id=1739384714578677877&wfr=spider&for=pc
https://baijiahao.baidu.com/s?id=1739384714578677877&wfr=spider&for=pc
https://mp.weixin.qq.com/s/Q-CI9iyX01p6wW6WttbMuA?scene=25#wechat_redirect
https://mp.weixin.qq.com/s/Q-CI9iyX01p6wW6WttbMuA?scene=25

2022.08 NO.310

4

=z LIFANG & PARTNERS
Sl z 5 2w E 5

XESWRER2#E LEMFD>EELRARFE) 1 JLEEAZZ LK)

0224 7A27H, xELSWIREL., HFMXBZRLMUET HIRFILENE D FAELRAD
HE: (LEMEL>FEFELRAGRIFE)  LEELR2#) « (LEFMFL>FLLRARK
FEY BTT OLEELRARFE) , K TRACARARFIILEFRREIAELCY; F
ERARZABEILER KA NS & ARTURERRFAMILENAGEHER, FEXK
KA RFRHATMBRANABE. ULEELR2E) B “REFA” TXA16Z RUTHAA,
ARGEEMBFeNIAERZFEX RS MERKERAPH “ZEMNR” TF, EXFEHR
HREZEURFARBRFARENABE. ZEZLREREXFELNED FF LA NTR
&, WHAMKREATHLIRE. (EEEZL)

US Senate Committee Approves Children and Teens’ Online Privacy Protection Act
and Kids Online Safety Act

On 27 July 2022, the US Senate Committee on Commerce, Science, and Transportation approved two
bipartisan bills to protect children online: the Children and Teens’ Online Privacy Protection Act and
the Kids Online Safety Act. The Children and Teens’ Online Privacy Protection Act amends the Chil-
dren’s Online Privacy Protection Act, raising the age of children who are given special online privacy
protection to 16 years old; prohibiting the company from placing targeted advertisements to children
without consent; stipulating the requirements for collecting personal information of minors and chil-
dren; and requiring the companies to allow them to delete their personal information. The Children’s
Online Privacy Protection Act defines a “minor” as an individual aged 16 and under, stipulates that the
covered platforms should act in the “best interests” of the minor users who use their products or ser-
vices, and requires the covered platforms to provide safeguard measures to protect minors and their per-
sonal data. The bill also requires covered platforms to publish public reports at least annually, stating
the foreseeable risks to minors. (More)
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NIST Updates Guidance for Health Care Cybersecurity and Solicites Comments
Publicly

On 21 July 2022, the US National Institute of Standards and Technology (“NIST”) issued the Imple-
menting the Health Insurance Portability and Accountability Act (HIPAA) Security Rule: A Cybersecu-
rity Resource Guide, and solicites comments publicly until 21 September 2022. This new edition of the
guidelines updates the previous edition, placing greater emphasis on the assessment and management of
electronic protected health information (“ePHI”) risks, and is designed to help the industry maintain the
confidentiality, integrity and availability of ePHI. The term covers a wide range of patient data, includ-
ing prescriptions, lab results, and records of hospital visits and vaccinations. (More)
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UK ICO Updates BCRs Guidance

On 25 July 2022, the UK Information Commissioner’s Office (“ICO”) issued the latest guide on the
Binding Corporate Rules (“BCRs”), which replaced all previous guides and related documents. BCRs
are intended for use by multinational corporate groups, groups of undertakings or a group of enterpris-
es engaged in a joint economic activity such as franchises, joint ventures or professional partnerships.
After approval, the enterprise group can transmit personal data within the group. The update focuses
on simplifying the approval procedure of BCRs in the UK, that is, only one certification document and
commitment are required. At the same time, the contents of the enterprise application form and refer-
ence table have been modified, which mainly reflects the understanding and compliance of enterprises
with the content of Article 47 of GDPR in the UK. (More)
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The First British-American Data Access Agreement (DAA) will Come Into Effect
on 3 October

On 21 July 2022, the US Department of Justice (“DOJ”) and the UK Home Office jointly issued the
Joint Statement by the United States and the United Kingdom on Data Access Agreement (the “Joint
Statement”). The Joint Statement indicates that they intend to bring into force the Agreement between
the Government of the United States of America and the Government of the United Kingdom of Great
Britain and Northern Ireland on Access to Electronic Data for the Purpose of Countering Serious
Crime (“DAA”), which was signed in 2019, on 3 October 2022. It is reported that this agreement is the
first data access agreement signed by the UK and the US to combat serious crimes, which will allow
law enforcement agencies in the US and the UK to obtain users’ Internet data from each other for com-
bating serious crimes. (More)

UBEEQO INTERNATIONAL FE &40 A 7 F& b 3% 3% B CNIL{T & 17.55F K G
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UBEEQO INTERNATIONAL Fined EUR 175,000 by French CNIL for Violating
Users’ Privacy

On 21 July 2022, UBEEQO INTERNATIONAL, a short-term vehicle rental company, was punished by
the French National Commission for Information and Freedom (“CNIL”) for violating users’ privacy.
According to the investigation, the CNIL found that, when a vehicle was hired by a private individual,
the company collected data relating to the geolocation of the rented vehicle every 500 meters when the
vehicle was moving, when the engine was switched on and off, or when the doors were opened and
closed. In addition, the company kept records of some of the geolocation data collected, for an exces-
sive amount of time. CNIL believed that these behaviors violated the provisions of GDPR, such as fail-
ing to comply with the obligation to ensure data minimisation, to define and respect a proportionate da-
ta retention period, and to inform individuals. Therefore, the CNIL decided to impose a fine of EUR
175,000 (about CNY 1.21 million) on UBEEQO INTERNATIONAL. (More)
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FITHM G RN EANE, WKEELNEZERT. (EEESL)

T-Mobile to Pay USD 350 Million to Reach Settlement on Data Breach Class Action

On 25 July 2022, according to CNN, T-Mobile has agreed to pay USD 350 million to settle multiple
class-action suits stemming from a data breach disclosed last year. It was reported that more than 76
million US residents were affected by the breach. According to the proposed settlement, T-Mobile’s
USD 350 million will go into a fund covering payments to class members, as well as legal and adminis-
trative fees, and an extra USD 150 million will be paid on cybersecurity through the end of 2023. T-
Mobile said in a statement that over the past year, it has doubled down on the extensive cybersecurity
program, created a “cybersecurity transformation office”, and hired a cybersecurity firm as well as con-
sulting firms to improve its cybersecurity posture. (More)
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Beijing IP Court will adopt online case filing for trademark and patent administra-
tive cases from September 1, 2022

On July 25th, Beijing Intellectual Property Court(BIPC) issued a notice announcing: From September
Ist, 2022, where an agent (including but not limited to lawyers and patent agents) is entrusted to partici-
pate in the litigation in administrative cases of patent and trademark authorization and confirmation, in
principle, an online filing application is made through a designated platform, and the filing court will no
longer accept paper filing materials. At the same time, BIPC also set up a "transitional guiding period"
for filing cases to collect questions and suggestions.

Source: BIPC
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SPC determined the amount of damages when the patented product was used as a
spare part

Recently, the Supreme People's Court (SPC) made a second-instance judgment on the case of infringe-
ment of utility model patent rights, and upheld the judgment of the first instance ordering the defendant
to stop the infringement, destroy the infringing products and compensate for the losses.

SPC held that the mechanism involved in the patent was only a component of the precision optical
equipment of the accused infringing product, and the mechanism’s value was not high. Based on the
technological innovation degree, technical contribution of the patent involved and the value factors of
the patented product as a component, and considering the nature of the infringing act involved, the op-
erating scale of the defendant, the form of infringement and other factors, the economic loss of 900,000
yuan determined by the court of first instance was not obviously improper. Therefore, the final judg-
ment upheld the first-instance judgment.

Source: SPC
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SPC ruling on whether the software download platform spreading free software
constituted infringement of the right of information network dissemination

Recently, SPC made a second-instance judgment on a case of computer software copyright
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infringement and unfair competition, and ordered the defendant to compensate the two plaintiffs for
economic losses of RMB200,000.

PC held that the economic interests of free software copyright owners come from the direct profit
from commercial advertisement placement in the software operation process, the later value-added ser-
vices, etc., as well as the diversion of free software users to other high-profit paid software products or
services of the software copyright owner, etc. indirect profit. Therefore, the copyright owner of free
software not only does not control the dissemination of the software, but also strives to promote the dis-
semination of its software through various means such as free use and rewarding user points.

In this case, the driver wizard software involved is free software, which downloaded and installed

through the defendant's website, which is completely consistent with the software of the official web-

site operated by the plaintiff. The defendant's dissemination behavior did not cause prejudice to the eco-
nomic interests of the plaintiffs, nor did it infringe the right of information network dissemination of the
software involved.

However, the defendant modified the software installation interface without authorization, removed the
software installation and network service options originally "bundled" by the plaintiffs, and replaced
them with "bundled" software installation and network service options operated by the defendant,
which constituted unfair competition.

Source: Supreme People’s Court
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CBA company sued bilibili for infringing the copyright of CBA game video

Recently, (CBA) filed a lawsuit with BIPC, claiming that the operator of the Bilibili platform, the fa-

mous short video website, infringed its right to disseminate information on the CBA competition net-
work, and claimed RMB 406 million.

The defendant filed a jurisdiction objection, arguing that the claimed amount of damages in the case
exceeded the limit of the damages claimed under the jurisdiction of BIPC, and it was a first-instance
intellectual property civil case with great influence, the jurisdiction shall be transferred to Beijing High
People's Court. BIPC ruled that the jurisdictional objection was rejected. Recently, Beijing High Peo-
ple's Court made a final ruling on the case, rejected the appeal request of the defendant, and determined
that BIPC had jurisdiction.

Source: BIPC
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Awarded compensation of more than RMB 2.71 million: Malicious infringement of
VANS trademark

Recently, Wenzhou Intermediate People's Court made a second-instance judgment on the trademark
infringement dispute and upheld the first-instance judgment. Previously, in the first instance, it was de-
cided that the defendants compensated VANS for more than RMB 2.71 million.

The court found that the defendants kept selling the infringing products, which infringed the exclusive
right to use the trademark of Vance Company. In addition, one of the defendants continued to infringe
after raided by the local administration for Market Regulation on January 17, 2020 and July 25, 2021
respectively. Taking into account the malice of the defendant and the seriousness of the infringement,
The court ruled in favor of VANS's claim for the application of triple punitive damages.

Source: Wenzhou Intermediate People's Court
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Sk JE: supremecourt.gov

The U.S. Supreme Court accepted the patent infringement appeal of Teva and GSK

On July 11th, Teva Pharmaceuticals (TEVA) filed an appeal with The U.S. Supreme Court, requesting
to overturn the ruling of the Court of Appeals for the Federal Circuit, and finding that its act of selling
generic carvedilol did not constitute an infringement of the patent right of GSK, the original research
enterprise. Previously, in 2021, the Court of Appeals for the Federal Circuit decided that Teva had to
pay GSK more than USD260 million in compensation for patent infringement.

Source: supremecourt.gov
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S JBE: lawstreetmedia.com

The US court ruled that Google infringed Sonos wireless multi-Room audio system
patent

Judge William Alsup issued a patent infringement opinion on Thursday, finding in favor of Sonos Inc.
in its suit against Google LLC over the infringement of patent Nos. 10,848,885 and 9,967,615. The or-
der focused solely on the first patent and not only upheld its validity but also found that Google’s “Cast
-enabled apps” infringe a contested claim of the asserted patent.

Google argued no infringement because the accused products allow users to make speaker groups that
are not bound by a thematic name, and can instead use an abstract name such as “A, B, or C.” “This
only shows, however, that Google’s products have capabilities in addition to those recited by the
claim,” the court opined.

In addition, the court declined arguments of invalidity. Neither contentions that the claim was directed
toward an abstract idea nor ones contending that the patent did not disclose the claim held water with
Judge Alsup. The court said it would soon issue an order on the parties’ cross-motions for summary
judgment as to the 9,967,615 patent.

Source: lawstreetmedia.com
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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