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The National Information Security Standardization Technical Committee Solicits Public Comments for
the Safety Specification of E-government Mobile Office System
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Three Ministries Jointly Issues the Opinions on Further Regulating the Profitable Behavior of Online
Live Broadcasting to Promote the Healthy Development of the Industry
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CSRC Solicits Public Comments for the Provisions on Strengthening the Confidentiality and Archives
Management in Relation with Securities Issuing and Listing Abroad of Domestic Companies

(ERTHELG) GERTELBAAFTZLE =T 2R WERREL

The Chongqing Data Regulations Approved by Voting on the 33rd Meeting of the Standing Commit-
tee of the Fifth People's Congress of Chongqing
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CBIRC Punishes 21 Banking Institutions for Violations of Laws and Regulations on Data Quality Su-
pervision

FEMSCCs: FEANARKEHRE W LEER LN

UK SCCs: UK Releases Legislative Framework for International Transfers of Personal Data
[ ICOFCMA TR & 8 5 71 7 ¥ & 1F 15 1]

UK ICO and CMA Set Out Blueprint for Collaboration in Digital Markets
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US House of Representatives Issues the Electronic Currency and Secure Hardware Act
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The European Commission Seeks Views on Possible Measures on Access to In-vehicle Data
FmEHE LR (ERE L HIEE)

Singapore publishes Basic Anonymization Guidelines
EESBRINE SRR TRER

U.S. Established Cyberspace and Digital Policy Bureau
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U.S. Congress Approved Better Cybercrime Metrics Act

R =X Intellectual Property
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Beijing Intellectual Property Protection Regulations to be Effective on July 1, 2022
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Tianjin Court Issues China’s First Criminal Judgment on Mis-appropriation of Trade Secret that Affirm
Losses of Victim based on Reasonable Licensing Fees
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Beijing I[P Court Clarifies Judgment of Patent Inventiveness in the Telecommunication Field

“ERLT ERRMBIRE TS, EIRAHWEE AR
Trademark v. Tradename Two-Way Lawsuits Concluded, The Court Clarified the Principles of Good
Faith Defense

XERFHa: SIMRET A ERF 35S T4 K
MPA: Google’s Delisting of Thousands of Pirate Sites Works

& B B20224F5 A 1 B A KPCT# A Bl X B 8 AR
Germany Extends Period for PCT Applications to Enter the National Phase, from May 2022
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The National Information Security Standardization Technical Committee Solicits
Public Comments for the Safety Specification of E-government Mobile Office System

On 28 March 2022, the National Information Security Standardization Technical Committee solicits
public comments for the Safety Specification of E-government Mobile Office System (Exposure Draft).
The Exposure Draft proposes the security technical framework of the e-government mobile office sys-
tem, specifies the technical requirements for mobile terminal security, mobile communication security,
mobile access security, server security and security management center, as well as methods of testing
and evaluating.

The Exposure Draft stipulates that the e-government mobile office system is mainly composed of four
parts: mobile terminal, communication network, mobile access area and server. It also states that the
main security risks faced by the e-government mobile office system exist in mobile terminals, commu-
nication networks, mobile access areas and servers. Based on the security risk analysis of the e-
government mobile office system, the security technology framework of the e-government mobile of-
fice system should include five parts: mobile terminal security, mobile communication security, mobile
access security, server security and security management center. (More)

ZHITRAHR (KTH—FAERAEERE AT HREATLREX SRR
202243A31H, BERABRNEAALAE. BEKRFLA. BEXTHREERLABRANE (%
TH—SARNSEHEATHRETLRELRAEL) C (ERL) ) o & (BN A
HEHIIHREE KB, wRASEHEATHAENI R, HHXFENSEERE A
G, RAMSEETHRRTP AR, AEFLE. (BL) BAALASEET o EH4H K
. EXTERTERNS, AHAHTARPEEFEAENE. (BEF 5

3/20



https://www.tc260.org.cn/front/postDetail.html?id=20220328155021
https://www.tc260.org.cn/front/postDetail.html?id=20220328155021
http://www.gov.cn/xinwen/2022-03/31/content_5682632.htm
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Three Ministries Jointly Issues the Opinions on Further Regulating the Profitable
ehavior of Online Live Broadcasting to Promote the Healthy Development of the In-
dustry

On 31 March 2022, the Cyberspace Administration of China, the State Taxation Administration and the
State Administration for Market Regulation jointly issued the Opinions on Further Regulating the Prof-
itable Behavior of Online Live Broadcasting to Promote the Healthy Development of the Industry ("the
Opinions"). The Opinions focuses on building a mechanism for long-term cross-departmental collabora-
tive supervision, to strengthen the normative guidance and encourage compliant business activities in
the field of online live broadcasting. The Opinions emphasizes the responsibilities of online live broad-
casting platforms, as well as their legitimate rights and interests to be protected. (More)
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CSRC Solicits Public Comments for the Provisions on Strengthening the Confidenti-
ality and Archives Management in Relation with Securities Issuing and Listing Abroad
of Domestic Companies

On 2 April 2022, the China Securities Regulatory Commission (“CSRC”), the Ministry of Finance of
the People’s Republic of China (“PRC”), the National Administration of State Secrets Protection and
the National Achieves Administration of China amended the Provisions on Strengthening Confidentiali-
ty and Archives Administration of Overseas Issuance and Listing of Securities (Exposure Draft) issued

by CSRC, which is numbered as “CSRC Announcement (2009) 29”. The amended draft is named as

the Regulations on Strengthening Confidentiality and Archives Administration of Overseas Issuance and
Listing of Securities by Domestic Enterprises (Exposure Draft). (“the Provisions) It aims to support
companies with compliant listing, to improve the standardization of confidentiality and file manage-
ment, and to promote international regulatory cooperation.

Main adjustments include: enhanced the legal basis; adjusted the application scope to be in line with the
Regulations on Strengthening Confidentiality and Archives Administration of Overseas Issuance and
Listing of Securities by Domestic Enterprises (Exposure Draft); clarified the application scope of the
Provisions as applying to direct and indirect listing; clarified the security responsibilities of companies
so that clearer and more specific guidelines in aspects of confidentiality and archives management for
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related businesses is provided; and improved international regulatory cooperation arrangements.
(More)
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The Chongqing Data Regulations Approved by Voting on the 33rd Meeting of the
Standing Committee of the Fifth People's Congress of Chongqing

On 30 March 2022, the Chongging Data Regulations (“the Regulations”) were approved by voting on
the 33rd Meeting of the Standing Committee of the Fifth People's Congress of Chongqing, and will
come into force on 1 July 2022. In 2021, the Standing Committee of the National People's Congress
successively promulgated the Data Security Law and the Personal Information Protection Law to reg-
ulate data security and personal information protection. As the fundamental regulations in the data
field of Chongqing, the Regulations is not only a implementation of higher-level laws and policies, but
also a powerful measure to promote the high-quality economic and social development of Chonggqing.
The Regulations clarifies that data security is the bottom line of data management. Under the frame-
work of higher-level laws, such as the Data Security Law, the Regulations establishes and improves
data processing rules and data security systems in accordance with the actual situation of Chongqing.
The Regulations aims to, based on the actual situations in Chongqing, solve the main problems of data
management, focus on the specification of public data resources, play a leading role in demonstration,
and promote the effective circulation of data resources. (More)
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http://www.ccpc.cq.cn/article?id=272492498141253
http://www.ccpc.cq.cn/article?id=272492498141253
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CBIRC Punishes 21 Banking Institutions for Violations of Laws and Regulations on
Data Quality Supervision

On 25 March 2022, the China Banking and Insurance Regulatory Commission (“CBIRC”) dealt with a
number of cases of violations in the field of data quality of Examination and Analysis System Technol-

ogy (EAST). CBIRC fined in a total of 21 banking institutions including policy banks, large state-
owned banks, and joint-stock banks. The total amount is 87.6 million yuan.

In recent years, CBIRC has attached great importance to the level of overall governance and quality
control mechanism of regulatory data, and has organized special inspections on the EAST data quality
of 21 national Chinese banking institutions. For data quality violations such as omissions and misre-
porting of EAST data and deviations in cross-checking of some data found in inspections, CBIRC se-
verely imposed administrative penalties in accordance with the law. In the meanwhile, CBIRC urged
banking institutions to seriously pursue accountability, dig deep into the root causes of imperfect gov-
ernance and imperfect mechanisms behind data quality violations, adhere to the combination of current
reform and long-term establishment, improve mechanism defects, and make up for system loopholes.

(More)

FEEMSCCs: EEMKEZRERLEERRA

202243 F 21 H, ERHKELHT ( “IDTA” ) A%, HORETEFH IDTASE X, EEEE
BTN ALER, 5% E GDPR F465KF—%., IDTA FMtF X EE FTHEENMALE
P E i — TR B9 R

REFRZRAANE (“IC0” ) EAKE GDPR AHWiEE T, BT A TERERHZRN
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UK SCCs: UK Releases Legislative Framework for International Transfers of Per-
sonal Data

On 21 March 2022, the International Data Transfer Agreement (“IDTA”) came into force. Exporters
will be able to use the IDTA or the Addendum as a transfer tool to comply with Article 46 of the UK
GDPR when making restricted transfers. The IDTA and Addendum form part of the wider UK package
to assist international transfers. This includes independently supporting the Government’s approach to
adequacy assessments of third countries.

In Guide issued by the Information Commissioner’s Office(“ICO”) for UK GDPR, they added clarifica-
tion as to what is a restricted transfer. Furthermore, the ICO is developing additional tools to provide
support and guidance to organizations. (More)
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http://www.cbirc.gov.cn/cn/view/pages/ItemDetail.html?docId=1044195&itemId=915&generaltype=0
http://www.cbirc.gov.cn/cn/view/pages/ItemDetail.html?docId=1044195&itemId=915&generaltype=0
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/international-transfers-after-uk-exit/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/international-transfers-after-uk-exit/
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UK ICO and CMA Set Out Blueprint for Collaboration in Digital Markets

On 25 March 2022, the Competition and Markets Authority (“CMA”) and the Information Commis-
sioner’s Office (“ICO”) have published a joint statement that sets out their shared views on the rela-
tionship between competition and data protection in the digital economy. The content of the statement
includes: the important role that data — including personal data — plays within the digital economy; the
strong synergies that exist between the aims of competition and data protection; the ways that the two
regulators will work collaboratively together to overcome any perceived Tensions between their objec-
tives; practical examples of how the two organizations are already working together to deliver positive
outcomes for consumers. (More)
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US House of Representatives Issues the Electronic Currency and Secure Hardware
Act

On 28 March 2022, U.S. Representative Stephen F. Lynch, Chairman of the Task Force on Financial
Technology, introduced H.R. 7231, the Electronic Currency and Secure Hardware (“ECASH”) Act,
which would develop an electronic version of the U.S. Dollar for use by the American public. This
innovative legislation would promote greater financial inclusion, maximize consumer protection and
data privacy, and advance U.S. efforts to develop and regulate digital assets. U.S. Representatives
Jestis G. “Chuy” Garcia, Rashida Tlaib, Ayanna Pressley and Alma Adams of the Committee on Fi-
nancial Services are original cosponsors of the bill. (More)
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https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2021/05/ico-and-cma-set-out-blueprint-for-cooperation-in-digital-markets/
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2021/05/ico-and-cma-set-out-blueprint-for-cooperation-in-digital-markets/
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2021/05/ico-and-cma-set-out-blueprint-for-cooperation-in-digital-markets/
https://lynch.house.gov/press-releases?id=5A0DA9DE-8884-4E06-AC0A-BCA08850F05E
https://lynch.house.gov/press-releases?id=5A0DA9DE-8884-4E06-AC0A-BCA08850F05E
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The European Commission Seeks Views on Possible Measures on Access to In-
vehicle Data

On 30 March 2022, the European Commission published a call for evidence, accompanied by an open
public consultation on a proposal on access to vehicle data, functions, and resources, which would com-
plement the proposal for Data Act published in February 2022. In particular, the Commission noted
that, with the call for evidence, they invite interested parties to express views on the understanding of
the problem, the need for EU intervention, and on the preliminary range of possible options and their
expected impact. In addition, the Commission stated that with the public consultation, they seek to col-
lect information on the experience with access to vehicle data, functions, and resources today. Further-
more, the Commission mentioned that it also seeks to gather views on the possible impact of a range of
possible measures, notably on competition, innovation, privacy, safety, security, etc. (More)
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Singapore publishes Basic Anonymization Guidelines

On 31 March 2022, the Personal Data Protection Commission (“PDPC”) has published a new Guide on
Basic Anonymization to provide more practical guidance for businesses on how to appropriately per-
form basic anonymization and de-identification of various datasets through a simple 5-step anonymiza-
tion process. In particular, the guide outlines basic anonymization concepts and use cases and sets out a
five-step process which involves:

knowing the personal data records being held, particularly the data attributes and the varying degrees of
identifiability and sensitivity to an individual; de-identifying personal data by removing direct identifi-
ers and assigning pseudonyms; applying anonymization techniques such as record suppression, attribute
suppression, character masking, generalization, and data perturbation; computing the risk of re-
identification, particularly in relation to long-term data retention and internal and external data sharing;
and managing re-identification and disclosure risks by implementing technical and process controls,
incorporating such risks into incident management plans, and adopting legal controls. (More)
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https://ec.europa.eu/commission/presscorner/detail/en/MEX_22_2183
https://ec.europa.eu/commission/presscorner/detail/en/MEX_22_2183
https://www.pdpc.gov.sg/news-and-events/announcements/2022/03/guide-to-basic-anonymisation-now-available
https://www.pdpc.gov.sg/news-and-events/announcements/2022/03/guide-to-basic-anonymisation-now-available
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U.S. Established Cyberspace and Digital Policy Bureau

On 4 April 2022, the Department announced that the Bureau of Cyberspace and Digital Policy (“CDP”)
began operations today. A key piece of Secretary Blinken’s modernization agenda, the CDP bureau will
address the national security challenges, economic opportunities, and implications for U.S. values asso-
ciated with cyberspace, digital technologies, and digital policy.

The CDP bureau includes three policy units: International Cyberspace Security, International Infor-
mation and Communications Policy, and Digital Freedom. Ultimately, the bureau will be led by a Sen-
ate-confirmed Ambassador-at-Large. (More)
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U.S. Congress Approved Better Cybercrime Metrics Act

On 6 April 2022, U.S Senator Thom Tillis, Co-Chair of the Senate Cybersecurity Caucus, Brian Schatz,
John Cornyn, and Richard Blumenthal introduced new legislation to fight cybercrime and help keep
Americans safe from online scams. The bipartisan Better Cybercrime Metrics Act will improve data
collection on cybercrimes, giving law enforcement and policy makers more tools to understand the size
and scope of cybercrime in the United States. (More)
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https://www.state.gov/establishment-of-the-bureau-of-cyberspace-and-digital-policy/
https://www.state.gov/establishment-of-the-bureau-of-cyberspace-and-digital-policy/
#:~:text=The%20Better%20Cybercrime%20Metrics%20Act%20will%20give%20law,all%20the%20types%20of%20crime%20that%20Americans%20face#:~:text=The%20Better%20Cybercrime%20Metrics%20Act%20will%20give%20law,all%20the%20types%20of%20crime%20that%20Americans%20face
#:~:text=The%20Better%20Cybercrime%20Metrics%20Act%20will%20give%20law,all%20the%20types%20of%20crime%20that%20Americans%20face#:~:text=The%20Better%20Cybercrime%20Metrics%20Act%20will%20give%20law,all%20the%20types%20of%20crime%20that%20Americans%20face
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Beijing Intellectual Property Protection Regulations to be Effective on July 1, 2022

On March 31, 2022, the Thirty-eighth Meeting of the Standing Committee of the 15th Beijing Munic-
ipal People's Congress voted to adopt the Beijing Intellectual Property Protection Regulations
(Regulations). The Regulations, which shall be effect on July 1, 2022, contain seven chapters and fif-
ty-seven articles, covering four aspects: administrative and judicial protection of IP, protection of IP
in key emerging areas, construction of public services, and mediation of IP disputes. The Regulations
mainly cover the following:

1) Clarifying the IP protection responsibilities of municipal and district governments, administration
department concerned and judicial authorities

2) Establishing a mechanism for rapid coordination and investigation of infringement , a review

mechanism for IP foreign transfers, and a mechanism for the convergence of administrative and judi-
cial protection;

3) Punishing IPR crimes;

4) Establishing systems for patent navigation, IP finance, IP analysis and evaluation of major eco-
nomic and scientific activities, and IP personnel training;

5) Establishing an intellectual property public service system and a public information service plat-
form, for promoting the development of the intellectual property service industry.

Source: The Beijing News
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Tianjin Court Issues China’s First Criminal Judgment on Mis-appropriation of
Trade Secret that Affirm Losses of Victim based on Reasonable Licensing Fees

On March 31, the Tianjin IP Tribunal held a public hearing and made a criminal judgement on the
case of Zhao 's mis-appropriation on trade secrets, which was the first case in China to affirm the
amount of trade secret losses based on reasonable licensing fees, after the implementation of the In-
terpretation on Several Issues Concerning the Specific Application of Law in Handling of Criminal
Cases of Intellectual Property Infringement (IIl) by the Supreme People's Court and Supreme Peo-
ple's Procuratorate of China.

The Defendant in the case, Mr. Zhao, formerly an employee of the sales department of a WFOE, and
stored a large number of company documents in the mobile hard disk of him during his employment,
and keep it after leaving the company. The hard drive was identified as having high economic value,
as it recorded tolerance parameters in the design drawings, which were technical information not
known to the public. The company took protective measures, including the signing of labor contracts,
employee manuals, sending e-mails, set computer boot reminders, and other ways to protect compa-
ny's trade secrets. Subsequently, the Defendant was arrested. After the trial, the court issued judg-
ment, sentencing imprisonment of ten months and a criminal fine of RMB 60,000. The Defendant did
not appeal.

Source: IP Economy
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Beijing IP Court Clarifies Judgment of Patent Inventiveness in the Telecommuni-
cation Field

Recently, the Beijing Intellectual Property Court issued a patent case that clarifies the judgment of
patent inventiveness in the communication field. The case pointed out that in an administrative case
over the invalidation of patent rights for inventions, the patentee claimed that the specific features of
the claims had a different way of obtaining or achieving a particular technical effect compared with
the prior art, but the patentee was unable to specify the differences and the specification did not rec-
ord the above claim, instead, multiple parallel technical features were recorded for the aformentioned
specific features. In this case the specific features and the multiple parallel features are based on the
improvement of the same background technology and achieve the same technical effect, the specific
features do not reflect special features compared with other parallel technical features, therefore the
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claim of the patentee cannot be used as the basis for evaluating the inventiveness of the patent in ques-
tion.

Source: Beijing Intellectual Property Court
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Trademark v. Tradename Two-Way Lawsuits Concluded, The Court Clarified the
Principles of Good Faith Defense

Beijing Intellectual Property Court issued a second instance judgment on the disputes over unfair com-
petition and trademark rights between Jingtianhong (Beijing) Catering Co., Ltd (Jingtianhong Compa-
ny) and Liu and Tiger's Taste Bud (Beijing) Catering Management Co., Ltd. Both appeals were rejected
and the original judgments were upheld. Previously, the court of first instance ruled that Jingtianhong
Company did not constitute trademark infringement, found that Liu and Tiger's Taste Buds constituted
unfair competition, and awarded compensation for economic loss of RMB 600,000 and reasonable ex-
penses of RMB 150,000.

The case was a mutual lawsuit involving the conflict between the prior company name right and the
subsequent trademark right of "Jingtianhong" fried cake, and the court clarified the principles of hones-
ty and trustworthiness in intellectual property litigation.
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The court of second instance held that the trademark right cannot be an obstacle to unfair competition.
If a trademark owner, as a competitor in the same industry within the same geographical area, applies
or the registration of a trademark which is same with prior company name and prior used mark, when
it shall know the use and popularity of the prior company name or prior used mark of others, its behav-
ior can hardly be considered legitimate. The trademark owner's use and authorization of other parties
to use the trademark on the same goods has the subjective malice of use the reputation of prior inter-
ests party, its conduct is likely to mislead people to believe the existence of a specific connection and
constitutes unfair competition. make people believe that the specific connection with the prior inter-
ests, which constitutes an act of unfair competition.

In addition, although the trademark owner is entitled with exclusive right, the alleged infringing party
shall not be deemed to have infringed when the following circumstances are met: 1. the trademark
owner's registered trademark contains multiple trademarks similar to other well-known trademarks; 2.
the trademark owner cannot prove that the registration of the trademark with a real intention to use; 3.
the evidence submitted by the trademark owner is insufficient to prove that it has made real commer-
cial use of the trademark before the alleged infringing party; 4. The evidence submitted by the trade-
mark owner is not sufficient to prove that the trademark was used for real commercial purposes before
the party of the alleged infringement.

Source: Beijing Intellectual Property Court
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% B : Torrentfreak

MPA: Google’s Delisting of Thousands of Pirate Sites Works

The Motion Picture Association (MPA) has teamed up with Google to remove pirate site domain
names from search results in countries where these are already blocked by ISPs. No court has ordered
Google to take action but the company is voluntarily complying with "no-fault" ISP injunctions. In ad-
dition to praising Google’s efforts, the MPA also takes the opportunity to show how effective blocking
orders can be. This is important, as these are available in dozens of countries around the world, but not
in the U.S. “And we know from empirical research and real-world testing with our partners at Google
that delisting adjudicated piracy sites from search results makes this already effective legal tool even
more potent,” MPA CEO Charles Rivkin concludes.

Source: Torrentfreak
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%k & : European IP

Germany Extends Period for PCT Applications to Enter the National Phase, from
May 2022

There has been an extension to the period for PCT applications to enter the national phase in Germany,
to 31 months which will come into force from 1 May 2022.

The Second act to Simplify and Modernise patent law in Germany (Second Patent Law Modernisation
Act — Patentrechtsmodernisierungsgesetz) was promulgated in the Federal Law Gazette (BGBI. 1
p.3490) on 17 August 2021. The Act on Further Duties of the German Patent and Trade Mark Office
and to Revise the Patent Costs Act were promulgated in the Federal Law Gazette (BGBI. 1 p.4074) on 7
September 2021.

The purpose of the Second Patent Law Modernisation Act is to simplify and modernise the Patent Act
(Patentgesetz) and other IP laws in Germany. The amendments relevant to the procedures before the
German Patent and Trade Mark Office (DPMA) are contained in several articles. They concern over-
arching issues in the IP Acts and in the Ordinance Concerning the DPMA as well as provisions in indi-
vidual acts and ordinances and in the Act on International Patent Conventions.

The omnibus act came into force on 18 August 2021. Those amendments that require adjustments to the
IT systems of the DPMA will enter into force on 1 May 2022.

The period for PCT applications to enter the national phase will be extended from 30 to 31 months from
the filing date or priority date, as the case may be.

In future, applicants will have one more month to pay the fee for entry into the national phase at the
DPMA and, if applicable, to submit the German translation of the application.

Source: European IP
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.

The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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