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Federal Court of Australia Finds Google Misled Consumers about the Collection and Use of Location Data
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ENISA Releases an Online Tool to Facilitate the Use of the Procurement Guidelines for Cybersecurity in Hospitals
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MIIT Releases 5 National Standards and 22 Industry Standards in the Communica-
tions Industry for Public Comment

On April 16, 2021, the Ministry of Industry and Information Technology (“MIIT”) announced that it
had released 5 national standards, including the Management Requirements of IPv6 Address in Intelli-
gent Manufacturing Environments, and 22 industry standards, including the TD-LTE Digital Cellular
Mobile Communication Network — Test Method of Home eNodeB Base Station Equipment, for public
comments. The above standards were formulated and revised by relevant standardization organizations.
Among them, many set security functional requirements or safety monitoring methods for equipment in
terms of identification security, redundant backup recovery and abnormal detection, vulnerability and
defect management, user identification and authentication security, access control security, communica-
tion security and data security, etc. The deadline for public comments is May 16. (More)
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MIIT Initiates a Special Action for Providing Elder-Friendly Internet Applications

On April 12, 2021, MIIT issued a notice requiring all local communications administrations, China Mo-
bile Communications Group Co., Ltd., China United Network Communications Group Co., Ltd., China
Telecom Group Co., Ltd., China Academy of Information and Communications Technology
(“CAICT”), China Internet Association, and related units and enterprises to comply with the standards
such as the General Design Specifications for Elder-friendly Internet Websites and the General Design
Specifications for Elder-friendly Mobile Internet Applications (APPs) to carry out special actions for
conducting elder-friendly adjustment on relevant Internet websites and apps. After completing the trans-
formation, relevant Internet websites and apps can apply for evaluation to the China Internet Associa-
tion or CAICT respectively. The websites and apps that pass the evaluation will get an Information Ac-
cessibility Mark valid for two years. At the same time, in accordance with the evaluation results and the
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https://www.miit.gov.cn/zwgk/wjgs/art/2021/art_414f0e05ec42499aaa1869b2a838ecec.html
https://www.miit.gov.cn/zwgk/wjgs/art/2021/art_414f0e05ec42499aaa1869b2a838ecec.html
https://www.miit.gov.cn/jgsj/xgj/gzdt/art/2021/art_eddf498ded1b44829644bf20d28c9f6f.html

1| LiFANG & PARTNERS 2021.03 NO.231
B = » # m = 5

NI
=

status of the Mark granted, MIIT and local communications administrations will give bonus points of
enterprise credit to those with outstanding performance. (More)
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TC260 Releases 5 Recommended Standards for Public Comments

On April 12, 2021, the National Information Security Standardization Technical Committee (“TC260”)
announced that it had released the following 5 recommended national standards for public comments,
namely: Information Security Technology — Baseline and Implementation Guide of IPSec VPN Secur-
ing Access, Information Security technology — Techniques Requirements for Edge Computing Security,
Information security technology — Gradation and evaluation for the effect of personal information de-
identification, Information security technology —Testing and evaluation requirements for information
system cryptography application, and Information security technology —Technical specifications for
Government network security monitoring platform. The deadline for public comments is June 11.
(More)
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The First Instance Criminal Judgment of Hangzhou 91Moxie Company Published

Recently, according to report, Hangzhou Xihu People’s Court has made the first instance criminal judg-
ment on the case of Hangzhou 91Moxie Data Technology Co., Ltd. (“91Moxie”), Zhou XX and Yuan X
infringing citizens’ personal information. It is reported that in the Data Collection Service Agreement
signed with personal borrower users, 91Moxie specifically informed the users that it would “not save
users’ accounts and passwords and it will require the users’ separate authorization each time it needs to
collect information”. However, in fact, 91Moxie used technical means to store users’ various accounts
and passwords for a long time on the Alibaba Cloud server it rented, without the users’ permission. The
legal representative Zhou XX knew that the company had been storing the user accounts and pa rds,
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but did not fulfill his management duties. Yuan X was responsible for writing the gateway program with
the function of saving user accounts and passwords. The first instance judgment held that 91Moxie was
uilty of infringing citizens’ personal information, fined the company CNY 30 million and confiscated
its CNY 30 million illegal income. Both Zhou and Yuan were sentenced to three years in prison. (More)
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Federal Court of Australia Finds Google Misled Consumers about the Collection
and Use of Location Data

On April 16, 2021, the Federal Court of Australia has found that Google LLC and Google Australia Pty
Ltd (together called “Google”) misled consumers about personal location data collected through An-
droid mobile devices between January 2017 and December 2018. The court found that when consumers
created a new Google Account during the initial set-up process of their Android device, Google misrep-
resented the data collection notice and secretly collected user data through an unotified setting. The
Court also found that when consumers later accessed the ‘Location History’ setting on their Android
device during the same time period to turn that setting off, they were also misled because Google did
not inform them that by leaving the ‘Web & App Activity’ setting switched on, Google would continue
to collect, store and use their personally identifiable location data. (More)
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ENISA Releases an Online Tool to Facilitate the Use of the Procurement Guidelines
for Cybersecurity in Hospitals

On April 7, 2021, to facilitate the use of the Procurement Guidelines for Cybersecurity in Hospitals
published in 2020, the European Union Agency for Cybersecurity (“ENISA”) released an onli
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https://www.accc.gov.au/media-release/google-misled-consumers-about-the-collection-and-use-of-location-data
https://www.enisa.europa.eu/news/enisa-news/procurement-guidelines-for-cybersecurity-in-hospitals-new-online-tool-for-a-customised-experience
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support the healthcare sector in identifying procurement good practices to meet cybersecurity objectives
when procuring products or services. The online tool is developed as a complement to the Procurement
uidelines for Cybersecurity in Hospitals. Its purposes are to help healthcare organisations to quickly
identify the guidelines that are most relevant to their procurement context such as assets procured or re-
lated threats, and to promote the importance of a good procurement process to ensure appropriate secu-
rity measures. (More)

5/6
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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