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Chinese Police Investigate over 3100 Criminal Cases of Personal Information Infringement in 2020
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Chinese Police Investigate over 3100 Criminal Cases of Personal Information In-
fringement in 2020

On December 29, 2020, the Ministry of Public Security released that as of December 20, more than
3,100 criminal cases of infringement of citizens’ personal information had been investigated and more
than 9,700 suspects were arrested in 2020, effectively cracking down on criminal activities infringing
citizens’ personal information and effectively safeguarding the order of cyberspace and the legitimate
rights and interests of the people. According to the release, national public security organs cracked 50
cases of stealing and selling personal information of minors and the elderly, arrested over 500 suspects
involved in key industries, uncovered over 90 criminal cases involving the use of the “dark web” and
other crimes of infringing on citizens’ personal information, cracked more than 20 cases of stealing and
selling facial data. (More)
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Shenzhen to Introduce Interim Regulations on Data

On December 28, 2020, the draft Interim Regulations on Data of Shenzhen Special Economic Zone was
submitted to the Shenzhen Municipal People’s Congress Standing Committee for deliberation. This is
the first comprehensive specialized legislation in the field of data in China. The draft Interim Regula-
tions stipulates that natural persons, legal persons and unincorporated organizations shall enjoy data
rights and interests, such as independent determination, control, processing, gains, and compensation for
damages. This is also the first time to propose the protection of “data rights and interests” in Chinese
legislation. In response to consumers’ strong concern for price discrimination with big data, the draft
Interim Regulations also stipulates that market entities who operate data elements shall not impose un-
fair trading conditions on commodities or services by analyzing consumers’ personal information, con-
sumption records, preferences and other data, thus infringing consumers’ legitimate rights and interests.
(More)
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https://app.mps.gov.cn/gdnps/pc/content.jsp?id=7603218
https://app.mps.gov.cn/gdnps/pc/content.jsp?id=7603218
http://www.szrd.gov.cn/szrd_dtxx/szrd_dtxx_rdhy/cwhhy/202012/t20201229_19375105.htm
http://www.szrd.gov.cn/szrd_dtxx/szrd_dtxx_rdhy/cwhhy/202012/t20201229_19375105.htm
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Chinese Regulators Order Ant Group to Protect Personal Data and Privacy

On December 26, 2020, the People’s Bank of China ( “PBC”), China Banking and Insurance Regulato-

ry Commission, China Securities Regulatory Commission, the State Administration of Foreign Ex-
change and other Chinese financial regulatory authorities jointly convened a meeting with Ant Group.
Gongsheng PAN, deputy governor of the PBC, introduced that the financial regulators have put forward
rectification requirements for key business areas of Ant Group, including requiring Ant Group to con-
duct personal credit business in accordance with the law and legal license, and to protect personal data
and privacy. (More)
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MIIT Publishes Guidelines on Data Security Standard System Construction

On December 25, 2020, the Ministry of Industry and Information Technology (“MIIT”) published the
Guidelines on Data Security Standard System Construction in the Telecommunications and Internet In-
dustry. The Guidelines outlines the main systems of data security standards for the telecommunications
and internet industries, including standards in basic commonality, key technologies, security manage-
ment and key areas. The Guidelines puts forward that the goal of national standardization work is to de-
velop more than 20 data security industry standards by 2021, and to develop more than 50 standards by
2023. (More)
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http://www.xinhuanet.com/2020-12/27/c_1126912928.htm
http://www.xinhuanet.com/2020-12/27/c_1126912928.htm
https://www.miit.gov.cn/jgsj/kjs/jscx/bzgf/art/2020/art_05443293fbb3406bb70be70f660faddf.html
https://www.miit.gov.cn/jgsj/kjs/jscx/bzgf/art/2020/art_05443293fbb3406bb70be70f660faddf.html
https://www.ncsc.gov.uk/news/secure-second-hand-devices
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UK Publishes Buying and Selling Second-Hand Devices Guidance

On December 28, 2020, UK’s National Cyber Security Centre (“NCSC”) published the Buying and
Selling Second-Hand Devices guidance to protect the public from having valuable data such as bank
details stolen by cyber criminals. According to NCSC, this is the first guidance for consumers buying or
selling second-hand internet connected devices. The guidance outlines the steps people can take to pro-
tect their personal data when buying or selling used tech, including tips on what to do before you erase
the data on your device, how to erase the data on your device, etc. (More)
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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