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MIIT to Formulate Interim Regulations on App Personal Information Protection

On December 24, 2020, at the press conference held by China’s State Council Information Office, Ku
WEN, spokesperson of the Ministry of Industry and Information Technology (“MIIT”) said that the
MIIT will continue to promote app users’ personal information protection. In the next step, the MIIT
will formulate interim provisions on the personal information protection, promote the formulation of
industry standards, improve the functions of technology system for app detection, carry out special rec-
tification action on apps infringement of users’ rights and interests, and resolutely ensure national data
security and strengthen personal information protection. (More)
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Beijing Releases Pilot Project on Cross-border Data Flows Security Management

On December 24, 2020, Beijing Daily reported that a matchmaking meeting on Beijing’s pilot policy for
cross-border data flows security management was held recently. According to the meeting, Beijing’s
pilot program will mainly focus on key areas such as artificial intelligence, biomedicine, industrial inter-
net and cross-border e-commerce. Based on the actual demand for cross-border data flow for enterpris-
es, Beijing will carry out pilot trials such as policy innovation, management upgrading and service opti-
mization on the basis of ensuring security. Under the guidance of relevant state departments, starting
from the personal information exit security assessment, enterprise data protection capability certifica-
tion, etc., the pilot work will be implemented step-by-step in orderly progress. (More)

BEELE, MERRPEHFIINEEAAHEREZHNE KLETHE
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http://www.scio.gov.cn/xwfbh/xwbfbh/wqfbh/42311/44607/index.htm
http://www.scio.gov.cn/xwfbh/xwbfbh/wqfbh/42311/44607/index.htm
https://bjrbdzb.bjd.com.cn/bjrb/mobile/2020/20201224/20201224_001/content_20201224_001_2.htm#page0?digital:newspaperBjcsfzxb:AP5fe3a043e4b02f6bb40a6e5b
https://bjrbdzb.bjd.com.cn/bjrb/mobile/2020/20201224/20201224_001/content_20201224_001_2.htm#page0?digital:newspaperBjcsfzxb:AP5fe3a043e4b02f6bb40a6e5b
http://www.china.com.cn/zhibo/content_77033450.htm
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Data Security Law and Personal Information Protection Law Listed as Priorities
for China’s Top Legislator in 2021

On December 21, 2020, Zhongming YUE, spokesperson of the Legislative Affairs Committee of the
National People’s Congress of China (“NPC”) Standing Committee and director of the Legislative
Planning Office, introduced at a press conference that the legislative work plan for 2021 has been adopt-
ed at the 78th Chairman’s Meeting of the 13th NPC Standing Committee. The data security law and per-
sonal information protection law are listed in the key legislative work scheduled for next year. In addi-
tion, YUE summarized the public comments on the Personal Information Protection Law (Draft).
(More)
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MIIT Reports 63 Apps for Infringing Users’ Rights and Interests

On December 21, 2020, the MIIT released the Report on Apps Infringing Users’ Rights and Interests
(2020 Issue 7). According to the Report, the MIIT recently organized third-party testing organizations to
inspect on mobile phone apps and urged the non-compliant companies to make rectifications in accord-
ance with the Cybersecurity Law, Telecommunications Regulations and Regulations on the Protection
of Personal Information of Telecommunications and Internet Users and relevant laws and regulations,
and the work deployment stipulated in the Notice of the Special Rectification Action on Apps Infringe-
ment of Users’ Rights and Interests. As of December 21, there are still 63 apps that have not completed
rectification, and MIIT requires them to complete the rectification by December 28. (More)

6T N4 LA E R BERILKA

2020 12H21H, 2EGERZAMEMBEAZ RS (“BRHE” ) KA EAK, RIE20204F
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g KA HEEANED) FOMERMEERNL S, BRELWT:

3/6



http://www.china.com.cn/zhibo/content_77033450.htm
https://www.miit.gov.cn/xwdt/gxdt/sjdt/art/2020/art_fb7c796f64304c0d8a5c9c3e45e714f8.html
https://www.miit.gov.cn/xwdt/gxdt/sjdt/art/2020/art_fb7c796f64304c0d8a5c9c3e45e714f8.html
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SAMR and SAC Jointly Release 6 Standards on Cybersecurity

On December 21, 2020, the National Information Security Standardization Technical Committee
(“TC260”) announced that according to the National Standards Announcement ([2020] No. 28) issued
by the State Administration for Market Regulation (“SAMR”) and the Standardization Administration
of China (“SAC”) on December 14, 2020, 6 national standards developed by TC260, including the In-
formation technology—Security techniques—~Message authentication codes—Part 1: Mechanisms using
a block cipher (GB/T 15852.1-2020), were officially released. The 6 standards are listed as follows:

No.

No. of Standards

GB/T 15852.1-2020

Name of Standards

Information  technology—Security  tech-
niques—Message  authentication codes—
Part 1: Mechanisms using a block cipher

Replacement

GB/T 15852.1-2008

Implementa-
tion Date

2021-07-01

GB/T 20985.2-2020

Information  technology—Security  tech-
niques—Information security incident man-
agement—Part 2: Guidelines to plan and
prepare for incident response

2021-07-01

GB/T 28450-2020

Information  technology—Security  tech-
niques—Guidelines for information security
management systems auditing

GB/T 28450-2012

2021-07-01

GB/T 39680-2020

Information security technology—Technique
requirements and evaluation criteria for
server security

GB/T 25063-2010

GB/T 21028-2007,

2021-07-01

GB/T 39720-2020

Information security technology—Security
technical requirements and test evaluation
approaches for smart mobile terminal

2021-07-01

GB/T 39725-2020

Information security technology—Guide for
health data security

2021-07-01

(More)
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https://www.tc260.org.cn/front/postDetail.html?id=20201221085249
https://www.tc260.org.cn/front/postDetail.html?id=20201221085249
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20204512 A22H, #[EEZ W% % 2+ .0 (National Cyber Security Centre, “NCSC”) #Fu3k [F K
REEEAAT (RRWNEGZ2HEE) , UHB#RR LTSN L L2, NCSCH, HENFH
AERVFHNEHER, ZXHEANERAXLERREFONE L2, ¥ AHRRBKE
HEHRFNIEMELR, URFHEZE NN ERNEG. STERHENERE, (EFEL)

UK Publishes First-ever Cyber Security Guidance for Farmers

On December 22, 2020, UK’s National Cyber Security Centre (“NCSC”) and National Farmers’ Union
published the Cyber Security for Farmers guidance to help agricultural sector stay secure in cyberspace.
According to NCSC, this is the first tailor-made cyber security advice for farmers in the UK in response
to the growing use of technology in the agriculture sector. The guidance will provide the farming com-
munity with the tools and information it needs to protect itself from the most common cyber attacks,
including scam emails and malicious software, as NCSC said. (More)
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https://www.ncsc.gov.uk/news/cyber-security-advice-for-farmers
https://www.ncsc.gov.uk/news/cyber-security-advice-for-farmers
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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