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MIIT Holds National Regulatory Conference on App Personal Information Protection
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133 Companies Sign Network Data Security Self-Discipline Convention
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TAF Issues Series of Standards for App Collection and Use of Personal Information and App User Rights Protection
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SAMR and SAC Jointly Release 11 Standards on Cybersecurity
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88 Apps Criticized for Data Security and Personal Info Protection Issues
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European Commission Proposes New Rules on Data Governance

Facebook | K 4 7 & 4 F | 7 15 B AE #h 4 AL LL6T1L 8 70 311 3K
South Korea Watchdog Fines Facebook KRW 6.7bn For Sharing Users’ Info without Consent
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French Watchdog Fines Carrefour EUR 3m for GDPR Violations
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EHHATF2EAPPMARGEGFEES

202011 H27H, TV 5 E4# ( “TR#M” ) ERARET2EHAPPMAGRE R KT
2. ITEHERECGEERNBTAPPM AGRERIFHERIERL, HHEAS L FENERE.
WEHBEER., RLERABMEEAH#TT EBR. AT, BR. ZHFZL. 360, Mk, #E.
b, wergeeE R, MR, BESUREBENACVREZFEATAREGMEAFAEA
W, BEREIAPPEIVA PR FBATEGTIE, REAFAENE. (EEES)

MIIT Holds National Regulatory Conference on App Personal Information Protec-
tion

On November 27, 2020, China’s Ministry of Industry and Information Technology (“MIIT”) held the
National Regulatory Conference on App Personal Information Protection in Beijing. The MIIT updated
the status of the work related to app personal information protection and reprimanded some companies
for prevarication, deliberate delay in rectification, and inadequate implementation of rectification. The
representatives of 11 internet companies, including Suning, Ant Financial, iQiyi, 360, Xiaomi, Sina,
Kwai, bilibili, Didi, Alibaba and Baidu, made a solemn and public promise to the society that they
would strictly implement the rectification work of apps infringing users’ rights and interests and protect
users’ legitimate rights and interests. (More)

13B3R AV FE (REMTRFNTLREHELL ERELA)

2020611 A26H, TEHLAFAK, TEHALSZLERR[RFFEAIRND 25 L4 T
(BEREIRFATLREHELTLEREAL) (“ (ERAA) 7). (BEAA) EEE
T EMSHEEZLFELNEIXRER: —RAREEREH], ARERFENL, —£
MEREEBLEFREMS XN RER; ZRRMNERBETL AW T WRREAKS
B GERLEE; ARATZER P FREZENS. £H, PELRMH2ZRTAR
PEEE. PESY. PERE. MR BN, BE. XK. 360, ZFLEIBREREEDL
VYRELTHRALVEET (BEAH) . (BEES)

133 Companies Sign Network Data Security Self-Discipline Convention

On November 26, 2020, MIIT announced that it has instructed the Internet Society of China (“ISC” ) to
formulate and release the Network Data Security Self-Discipline Convention for Telecom and Internet
Industry (“Convention”). The Convention mainly includes five requirements for companies’ responsi-
bility on network data security: (1) clarify the management department and formulate management sys-
tem specifications, (i1) strengthen the classification and hierarchical management of network data assets,
(i11) deepen the supervision and evaluation of network data security compliance, (iv) regulate the securi-
ty management of external data cooperation lawfully, and (v) establish and improve the report and ac-
ceptance mechanism for users. Recently, the ISC has organized a total of 133 basic telecommunication
companies and major internet companies, such as China Telecom, China Mobile, China Unicom, Aliba-
ba, Tencent, Baidu, JD, 360 and iQiyi, to sign the Convention. (More)
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https://www.miit.gov.cn/xwdt/gxdt/ldhd/art/2020/art_8d791bfa781842b78ec532343628a84f.html
https://www.miit.gov.cn/xwdt/gxdt/ldhd/art/2020/art_8d791bfa781842b78ec532343628a84f.html
https://www.miit.gov.cn/xwdt/gxdt/sjdt/art/2020/art_b035202ad17944afa77e0efff643f3b0.html
https://www.miit.gov.cn/xwdt/gxdt/sjdt/art/2020/art_b035202ad17944afa77e0efff643f3b0.html
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2020411 A26 F, B4R L& X% T (APPHUERE A A AL & R/NSEFHEHE) 85 HE
fhATEA (APPR P AaE R I ALE) 10T A HATE. BEEEDT:

eSS P4 R SZH H #
T/TAF 077.1-2020 APPY BN AE R R/DNSETFEAT BN 2020-11-26
T/TAF 077.2-2020 APPREFFANMAFERERNLEFEAT LERFR 2020-11-26
T/TAF 077.3-2020 APPREFFANMAFERERNLEFEAT BHHER 2020-11-26
T/TAF 077.4-2020 APPY B I AR B /NS EWFEAE Loom @K 2020-11-26
T/TAF 077.5-2020 APPREFFANMAFEERNLEFEAT RERFR 2020-11-26
T/TAF 077.6-2020 APPR BN AfE R RN ETFEAT HHH & 2020-11-26
T/TAF 077.7-2020 APPREFFANAEERNLEFEAT AR R 2020-11-26
T/TAF 077.8-2020 APPREFEFANAERERNLEFEAT FRER 2020-11-26
T/TAF 078.1-2020 APPR| P A G RAPIAT AL E BEEUEMAE R 2020-11-26
T/TAF 078.2-2020 APPF| F A g (R AP MAF AL 2 1A HE % 2020-11-26
T/TAF 078.3-2020 APPH P Mz R P M IFATE A RRIATH 2020-11-26
T/TAF 078.4-2020 APP Ji| P A R AP UAF AL AR R BUAT A 2020-11-26
T/TAF 078.5-2020 APPF| P A a2 (R AP AT ML TG & A0 LA A & 2020-11-26
T/TAF 078.6-2020 APPR] P A G (RAF AT S AU EM A R 2020-11-26
T/TAF 078.7-2020 APPH P A RAPMIITHLE TR KATH 2020-11-26
T/TAF 078.8-2020 APPH P M R MIFATE BN ALK& EHE 2020-11-26
T/TAF 078.9-2020 APP i P A4 tR 4P MAE AL o) Ll 0 & F & 15 & &ox | 2020-11-26
T/TAF 078.10-2020 APPR P AGE RPN B B s kBB FAT A 2020-11-26

(EEEL)

TAF Issues Series of Standards for App Collection and Use of Personal Information
and App User Rights Protection

On November 26, 2020, the Telecommunications Terminal Industry Forum Association (“TAF”) issued
8 standards within the Application Software User Personal Information Collection and Usage Minimi-

zation and Necessity Evaluation Specification and 10 standards within the Application Software User
Rights Protection Evaluation Specification. The standards are listed as follows:
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Name of Standards
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Implementa-
tion Date

T/TAF 077.1-2020 Application software user personal information collection and usage min-
R . . . . o 2020-11-26
imization and necessity evaluation specification - General principle
T/TAF 077.2-2020 Application software user personal information collection and usage min-
R . . . , X 2020-11-26
imization and necessity evaluation specification - Location
T/TAF 077.3-2020 Application software user personal information collection and usage min-
R . . . . 2020-11-26
imization and necessity evaluation specification - Image file
T/TAF 077.4-2020 Application software user personal information collection and usage min-
imization and necessity evaluation specification - User contact infor- | 2020-11-26
mation on terminal
T/TAF 077.5-2020 Application software user personal information collection and usage min-
R . . . . o ‘ 2020-11-26
imization and necessity evaluation specification - Device information
T/TAF 077.6-2020 Application software user personal information collection and usage min-
imization and necessity evaluation specification - Application software | 2020-11-26
list
T/TAF 077.7-2020 Application software user personal information collection and usage min-
L . . . ) . ) 2020-11-26
imization and necessity evaluation specification - Face information
T/TAF 077.8-2020 Application software user personal information collection and usage min-
L . . . . . X . 2020-11-26
imization and necessity evaluation specification - Video information
T/TAF 078.1-2020 | Application software user rights protection evaluation specification -
. . . 2020-11-26
Over collection of personal information
T/TAF 078.2-2020 Application software user rights protection evaluation specification - Di- 2020-11-26
rectional push
T/TAF 078.3-2020 Application software user rights protection evaluation specification - Per-
; ; L . 2020-11-26
sonal information acquisition behavior
T/TAF 078.4-2020 Application software user rights protection evaluation specification - Au-
. . 2020-11-26
thority management behavior
T/TAF 078.5-2020 Application software user rights protection evaluation specification - Ille-
: > 2020-11-26
gal use of personal information
T/TAF 078.6-2020 Application software user rights protection evaluation specification - Ille-
. . . 2020-11-26
gal collection of personal information
T/TAF 078.7-2020 Application software user rights protection evaluation specification -
At . 2020-11-26
Download distribution behavior
T/TAF 078.8-2020 Application software user rights protection evaluation specification - Dis-
o 2020-11-26
tribution platform management
T/TAF 078.9-2020 Application software user rights protection evaluation specification - In-
. ) e 2020-11-26
formation display of distribution platform
T/TAF 078.10-2020 | Application sofiware user rights protection evaluation specification - Self
: . ; 2020-11-26
-starting and associated startup behavior

(More)

(EREZLHEA WEFRFMRFRLEAER) ST HERLERTERIER
il

202011 A25H, 2EGERZAMEMNBEAZ RS ( “BRHE” ) KA EAK, RIE20204F
NAVHERT R EERLA. BEXFEMERZRGRAAHNFEARLHEERFELNE
(20204 %265 ) , 12 ZAFZE )T 0 HGB/T 392762020 (5 & ZA KA WL~ & fu ik 4 % 41
FEX) SFUNTEETEIR AT, EEREFEEWT:

4/9



http://www.taf.net.cn/StdQuery.aspx?type=TAF

1| LiFANG & PARTNERS 2020.12 NO.194
Wil » &2 m % 5 "

NI
=

FREZEBR WMBFaMREs2ei

1. | GB/T 39276-2020 e 2021-06-01
= H A /\ = E/

2. | GB/T 39335-2020 j;@ REHA PABEE LYW 2021-06-01
=]

3. | GB/T 39412-2020 B AR A RERA T 2021-06-01
= /\ = H 27 N

4. | GB/T 39477-2020 1;%;‘2&7‘{ RHERAT BEZSE 2021-06-01
é‘/é\%/\ \ /\é‘ '_\"/\ £ fe \jﬁ/ﬂ

5. | GB/T 20261-2020 j;#%;f&* REZETR RARF GB/T 20261-2006 2021-06-01
> =®=
B A A B & B AN

6. | GB/T 25061-2020 1—%%” ffi HA XMLET & &85 5 4 GB/T 25061-2010 2021-06-01

SR

ERA ZaBA HELL FIH
: %L%‘jﬁ%@
= A A ZeBA WEZ4L F23

7. | GB/T 25068.1-2020 ;i
&
o Héﬁﬁ?Mﬁiﬁnﬁﬂ%ﬁﬁ
FR
%

GB/T 25068.1-2012 | 2021-06-01

8. | GB/T 25068.2-2020 GB/T 25068.2-2012 | 2021-06-01

9. | GB/T 28458-2020 GB/T 28458-2012 2021-06-01

10. | GB/T 30276-2020 FRZEHA WEZrRBEEEMNE | GB/T30276-2013 2021-06-01
= B 22 A 4 A

11 | BT 302792000 | FEFETA MERERES XS | GBIT 302792013, | 3001_06-01
By GB/T 33561-2017

(EEEZ%)

SAMR and SAC Jointly Release 11 Standards on Cybersecurity

On November 25, 2020, the National Information Security Standardization Technical Committee
(“TC260”) announced that according to the National Standards Announcement ([2020] No. 26) issued
by the State Administration for Market Regulation (“SAMR”) and the Standardization Administration
of China (“SAC”) on November 19, 2020, 11 national standards developed by TC260, including the
Information Security Technology—General Security Requirements of Network Products and Services
(GB/T 39276-2020), were officially released. The 11 standards are listed as follows:
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Information security technology—General
security requirements of network products
and services

2020.12 NO.194

Replacement

Implemen-
tation Date

2021-06-01

GB/T 39335-2020

Information security technology—Guidance
for personal information security impact as-
sessment

2021-06-01

GB/T 39412-2020

Information security technology—Code secu-
rity audit specification

2021-06-01

GB/T 39477-2020

Information security technology—
Government information sharing—Data se-
curity technology requirements

2021-06-01

GB/T 20261-2020

Information  security  technology—System
security  engineering—capability maturity
model

GB/T 20261-2006

2021-06-01

GB/T 25061-2020

Information security technology—XML digi-
tal signature syntax and processing specifica-
tion

GB/T 25061-2010

2021-06-01

GB/T
2020

25068.1-

Information  technology—security — tech-
niques—Network security—Part 1: Overview
and concepts

GB/T 25068.1-2012

2021-06-01

GB/T
2020

25068.2-

Information  technology—security  tech-
niques—Network security—Part 2: Guide-
lines for the design and implementation of
network security

GB/T 25068.2-2012

2021-06-01

GB/T 28458-2020

Information security technology—
Cybersecurity vulnerability identification and
description specification

GB/T 28458-2012

2021-06-01

10.

GB/T 30276-2020

Information security technology—
Vulnerability management criterion specifi-
cation

GB/T 30276-2013

2021-06-01

1.

GB/T 30279-2020

Information security technology—Guidelines
for the category and classification of cyberse-
curity vulnerability

GB/T 30279-2013,
GB/T 33561-2017

2021-06-01

(More)

JHREBGEERBERBRFERELZ L. MAR R EAPP

20204F11FA23H, T RAA B EEEFEBER T 74 7 7L 88K

L APP, # & 4 HWAPPH £ 7 T |

A, —RAPPREGEMFEFAE “HXFMEL” “RFE" “SQLEN” FHEZLRE
Ay, —mERAPAAGBRERFAR, AF “KRoFATREAN” “BRILAEFERA W
W7 “RIAFEASDKEEREER” “HEHKT. MBERMAGRRERER” “KREAF

AREFALAE =7 FEILAFPFHE

LA RAEFT A A ENR,

RN, 2F. EAXIMRIAXEEL, EETLAFRNRAUEAFRE

%)

HREMR, ARER&/NLE
T4

(EEE

88 Apps Criticized for Data Security and Personal Info Protection Issues

On November 23, 2020, the Guangdong Communications Administration reported 88 apps with prob-
lems in two aspects. One is that apps and their back-end servers have hidden data security problems
such as plaintext storage of passwords, decompilation, and SQL injection. The other is the violation of
personal information protection regulations, including failure to disclose and express collectiog rules,
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https://www.tc260.org.cn/front/postDetail.html?id=20201125153418
https://gdca.miit.gov.cn/gdcmsnet/gdcms/content/staticView?path=/54/8599.html
https://gdca.miit.gov.cn/gdcmsnet/gdcms/content/staticView?path=/54/8599.html
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pre-checked consent boxes for privacy agreement, failure to disclose integrated SDK and information
collection, barriers to closing account and deleting personal information, share with third parties without
sers’ consent and other compulsory behaviors which infringe users’ right to know and decide on the
processing of their personal information, and violate minimum necessary evaluation standards to seek
permission or collect information in advance, over demand or frequency, even prohibit to use without
necessary permissions. (More)

WA A Overseas News

KEZR2RHUBKFEREFAER

20206011 A25H, RBEZ A2 H T A AHKELENHAER, UEEREHORIMNERTE
FHANF T EROEERE T KEZ R 22T, REAHRAEANKE KA & R ZH e
HF, NTIAL2GENE, FRAAMLAINEKENERMEE, FAZTEERFEHEK
EREZERRE 7 —FRMNEX. (EFEES)

European Commission Proposes New Rules on Data Governance

On November 25, 2020, the European Commission (“EC”’) proposed new rules on data governance to
better exploit the potential of ever-growing data in a trustworthy European framework. The EC said the
Regulation would facilitate data sharing across the EU and between sectors to create wealth for society,
increase control and trust of both citizens and companies regarding their data, and offer an alternative
European model to data handling practice of major tech platforms. (More)

Facebook B R £ F B4 F A F & R EHH A U672 T %

20204F11 A25H, & E A E R4 (Yonhap) R, #HEAN AGEEKIZ R4 (Personal In-
formation Protection Commission, “PIPC”) E. % Facebookif & & [E > A 15 BRI ik HI AT 1 AL LA
6712 % 7T 71 %, J& B ZFacebook H201245 A £20184F6 A R A AR EMA v A A R EHE Y
H.180077 I 7 & £ 03307 Fl P AN AfE . B8, XAEPIPCH A 48H & L M %k X Facebook
HE E A . Ah, PIPCR R 218201245 F 201846 A |8 41 5t Facebook # [E 12 & %
%-HiFacebook Ireland Ltd. FT # | = F| fi A 540 77, (BEHEE L)

South Korea Watchdog Fines Facebook KRW 6.7bn For Sharing Users’ Info with-
out Consent

On November 25, 2020, Yonhap reported that South Korea’s Personal Information Protection Commis-
sion (“PIPC”) had fined Facebook KRW 6.7 billion for violating the country’s personal information
law by providing personal information of at least 3.3 million of the country’s total 18 million local users
from May 2012 to June 2018 to other companies without their consent. It marked the PIPC’s first pun-
ishment against Facebook since it was launched in August this year. The PIPC said it would refer Face-
book Ireland Ltd. -- which was in charge of Facebook operations in South Korea from May 2012 to
June 2018 -- to the prosecution for a criminal investigation. (More)
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https://gdca.miit.gov.cn/gdcmsnet/gdcms/content/staticView?path=/54/8599.html
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_2102
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_2102
https://en.yna.co.kr/view/AEN20201125006551320
https://en.yna.co.kr/view/AEN20201125006551320
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KR8 H 3 X GDPRAY % B I & #1449 4L BL300 77 BK TG 5 2K

020F11A26H, #EHHEERF EENIEH——EXRELESEHZ R2 (Commission nationale de
l'informatique et des libertés, “CNIL”) & # 3 CARREFOUR FRANCE (% €& b %) fu
CARREFOUR BANQUE (44T %) & & (i F204E R 47 % 1) (General Data Protection Regu-
lation, “GDPR”) HIAT 4 4 A 4 LL22577 BX T F180 7 BX L MY §1 2. CNIL#R, HIE R B R R4 L
MHBEAEA, AAREMAHINENEATHANAN, BUARAENRSBL L EA
(EEE %)

French Watchdog Fines Carrefour EUR 3m for GDPR Violations

On November 26, 2020, French data protection watchdog, Commission nationale de l'informatique et
des libertés (“CNIL”), announced that it has fined CARREFOUR FRANCE (retail sector) and CARRE-
FOUR BANQUE (banking sector) EUR 2.25 million and 800,000 respectively for breaches of the Gen-
eral Data Protection Regulation (“GDPR”). The CNIL said that it did not issue an injunction when it
noted that significant efforts had made it possible to bring all the breaches identified into compliance.
(More)
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https://www.cnil.fr/fr/sanctions-2250000-euros-et-800000-euros-pour-carrefour-france-carrefour-banque
https://www.cnil.fr/fr/sanctions-2250000-euros-et-800000-euros-pour-carrefour-france-carrefour-banque
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NHEFESFRE (LAWT) WENRAWEEF Ko T R EERAESHETAS LR, i
AARGRTUBREREZRIEFNEER D RERKRE, LRANERESH,

This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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