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PBC released the Draft Amended Law on the People's Bank of China for Public
Comments

On October 23, 2020, the People’s Bank of China (“PBC”) released the Amended Law of the People's
Republic of China on the People's Bank of China (Exposure Draft) for public comments. According the
Exposure Draft, PBC is responsible for taking charge of the financial standardization and fintech-related
work, guiding the work relating to cybersecurity and informatization in the financial industry, directing
and supervising the security protection of the critical information infrastructure in the financial industry,
and formulating basic rules for financial data security supervision. Besides, PBC is also responsible for
projecting security plans for and identifying critical information infrastructure in the financial industry,
facilitating the formulation of industry standards, establishing the cybersecurity monitoring and early
warning notification and emergency work system, organizing risk assessment and emergency response
drills. The deadline for submitting comments is November 23, 2020. (More)
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The Draft Personal Information Protection Law Released for Public Comments

On October 21, 2020, the Personal Information Protection Law (Draft) was released for public com-
ments. The Draft is consisted of 79 articles, which are divided in to eight chapters, i.e. the General Pro-
visions, Rules for Processing Personal Information, Rules for Processing Sensitive Personal Infor-
mation, Rights of Individuals in Activities of Processing Personal Information, Obligations of Personal
Information Processors, Departments Performing Duties of personal information protection, Legal Lia-
bility, and Supplementary Provisions. According to the Draft, where the processing of seriously violated
the Law, the departments performing duties of personal information protection shall order the processor
to make rectification, confiscate its illegal gains and impose a fine of not more than RMB 50m or not
more than 5% of its turnover of the previous year on the processor. The deadline for submitting com-
ments is November 19, 2020. (More)
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PBC Heavily Fined Several Banks more than RMB 40m for Violating Consumer’s
Personal Information Rights

On October 21, 2020, it was reported that, recently, several branches of PBC has investigated into some
finical institutions for infringing upon the customers’ financial information security, and according to
Consumer Protection Law and the Anti-money Laundering Law, gave warnings and imposed fines (over
RMB 40m in total) on the relevant six branches of Agricultural Bank of China, Bank of China and Chi-
na Construction Bank as well as the corresponding persons direct in charge. (More)
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CAC Releases Third Quarter Law Enforcement Overview

On October 19, 2020, the Cyberspace Administration of China (“CAC”) reported that, in the third quar-
ter of 2020, the Chinese national and local cyberspace administrations have investigated into various
online behaviors violating the relevant cybersecurity laws and regulations. During the investigation,
CAC has in total made inquiries on 1211 websites, given warnings to 954 websites, and paused the up-
date of 489 websites. CAC also worked with other competent authorities to revoke the license or filing
of and shut down 8868 websites, as well as informed the judicial authorities of potential 1569 cases. Al-
so0, in the third quarter, about 63000 user accounts and user groups were shut down for violating rele-
vant user service agreements of specific websites. (More)
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Newly Amended Law on Minors Protection to Take Effect on Next June

On October 17, 2020, the amended Law on the Protection of Minors was adopted with a vote at the
2nd Session of the Standing Committee of the 13th National People's Congress, which is consisted 132
articles divided into nine chapters. Compared to the previous version, two news chapters, “Chapter V
International Protection” and “Chapter VI Governmental Protection”, are added. According to the
amendment, when dealing with matters involving minors, the privacy rights and personal information of
the minors shall be protected; when processing the personal information of minors under the age of 14,
the consents of the minors’ parents or other guardians shall be obtained, except as otherwise provided
by laws or administrative regulations. (More)
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EDPB Adopts the Guidelines on Data Protection by Design & Default

On October 21, 2020, the European Data Protection Board (“EDPB”) announced that it has adopted a
final version of the Guidelines on Data Protection by Design & Default. The guidelines focus on the
obligation of Data Protection by Design and by Default as set forth in Art. 25 GDPR. The core obliga-
tion enshrined in Art.25 is the effective implementation of the data protection principles and data sub-
jects’ rights and freedoms by design and by default. This means that controllers have to implement ap-
propriate technical and organisational measures and the necessary safeguards, designed to ascertain data
protection principles in practice and to protect the rights and freedoms of data subjects. In addition, con-
trollers should be able to demonstrate that the implemented measures are effective. (More)
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UK’s ICO Fines British Airways GBP 20m for Data Breach

On October 16, 2020, the UK’s Information Commissioner’s Office (“ICO”) announced that it has
fined British Airways (“BA”) GBP 20m for failing to protect the personal and financial details
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than 400,000 of its customers. An ICO investigation found the airline was processing a significant
amount of personal data without adequate security measures in place. This failure broke data protection
w and, subsequently, BA was the subject of a cyber-attack during 2018, which it did not detect for
more than two months. Because the BA breach happened in June 2018, before the UK left the EU, the
ICO investigated on behalf of all EU authorities as lead supervisory authority under the GDPR. The
penalty and action have been approved by the other EU DPAs through the GDPR’s cooperation process.
(More)
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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