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MPS to Implement Cybersecurity Classified Protection System and Crucial Information Infrastructure Security Pro-
tection System

FERELAMZMAT MAERRFHNE LA ELERIEH
TC260 Releases Three Practice Guidelines for Cybersecurity Standards Concerning Personal Information Protection
FEARBATEAN (AREFEEN SR ZHEAE)

PBC Releases Implementation Measures for Protection of Financial Consumer Rights and Interests Involving Protec-
tion of Consumer Financial Information
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Task Force Against Apps Releases Notice on Issues of Collection and Use of Personal Information in 81 Apps
#HNEN A Overseas News
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Finnish DPO Fine a Company for Sending Electronic Direct Marketing Messages Without Prior Consent
FARZFFEEHATEFTFILEEE, — I =4 5160, 0008 7T

Spanish DPA Fines a Company for Infringing GDPR
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MPS to Implement Cybersecurity Classified Protection System and Crucial Infor-
mation Infrastructure Security Protection System

On September 22, 2020, the Ministry of Public Security (“MPS”) released the Guiding Opinions on Im-
plementing the Cybersecurity Classified Protection System and Crucial Information Infrastructure Se-
curity Protection System (“Guiding Opinions”). According to the Guiding Opinions, an operator of a
cyberspace at Grade III or above shall entrust a cybersecurity grade assessment agency established ac-
cording to the relevant laws and regulations to conduct cybersecurity grade assessment on it on a yearly
basis, and promptly filed the assessment report to the relevant competent authorities for record. Besides,
for a newly established cyberspace at Grade I1I or above, a cybersecurity grade assessment shall be con-
ducted before its operation. An operator shall enter into non-disclosure agreement and supervise the as-
sessment process when entrusting cybersecurity grade assessment agencies.(More)
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TC260 Releases Three Practice Guidelines for Cybersecurity Standards Concerning
Personal Information Protection

On September 20, 2020, the National Information Security Technical Standardization Committee
(“TC260”) released three practice guidelines for cybersecurity standards. The Practice Guidelines for
Cybersecurity Standards - Security Guidance for Third-party Software Development Kits (SDKs) in Mo-
bile Internet Apps (Exposure Draft) is designed to help App providers and third-party SDK providers
decrease the number of security and privacy issues in the use of third-party SDKs. The deadline for sub-
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https://www.mps.gov.cn/n6557558/c7369310/content.html
https://www.mps.gov.cn/n6557558/c7369310/content.html
https://www.tc260.org.cn/front/hydtList.html?start=0&length=10&postType=2
https://www.tc260.org.cn/front/hydtList.html?start=0&length=10&postType=2
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mitting comments is October 4, 2020. The Practice Guidelines for Cybersecurity Standards - Guide-
lines for Common Issues of Personal Information Protection and Relevant Disposal in Mobile Internet
(pps and the Practice Guidelines for Cybersecurity Standards - Guidelines for Applying and Using of
System Authorization in Mobile Internet Apps aim to prevent and deal with the widely-existing issues in
personal information protection such as excessive collection of unnecessary personal information, com-
pulsory authorization or excessive requesting of authorization, and are references for App developers,
mobile internet application distribution platform operators and mobile intelligent terminal manufactur-
ers. (More)
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PBC Releases Implementation Measures for Protection of Financial Consumer
Rights and Interests Involving Protection of Consumer Financial Information

Recently, the People’s Bank of China (“PBC”) released the Implementation Measures for the Protec-
tion of Financial Consumer Rights and Interests (“Implementation Measures”), the Chapter three of
which concerns the protection of consumer financial information. According to the Implementation
Measures, when collecting and processing consumer financial information, banks and payment institu-
tions shall follow the principles of legitimacy, fairness and necessity, and obtain the explicit consent of
financial consumers or their guardians, unless the laws and regulations rule otherwise. Banks and pay-
ment institutions shall not collect consumer financial information unless necessary to the business. In-
formation cannot be collected in an improper or compulsory manner. The Implementation Measures al-
so stipulate that banks and payment institutions shall use consumer financial information in accordance
with the laws and regulations as well as the purposes agreed by both parties, and shall not use such in-
formation for unauthorized purpose. (More)
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https://www.tc260.org.cn/front/hydtList.html?start=0&length=10&postType=2
http://www.pbc.gov.cn/tiaofasi/144941/144957/4099060/index.html
http://www.pbc.gov.cn/tiaofasi/144941/144957/4099060/index.html
https://mp.weixin.qq.com/s/hLK2EziD8NSF3G1_0VR_Hg
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Task Force Against Apps Releases Report on Problems Identified in Collection and
Use of Personal Information by 81 Apps

ecently, the task force against Apps released the Report on Problems Identified in Collection and Use
of Personal Information by 81 Apps (“Netice”), including WiFiwnmm, LeSports, Sina Sports and 78
other Apps. The task force recommended the operators of the listed Apps to conduct internal compli-
ance evaluation, which are subject to re-evaluation 30 days later. Apps failing the re-evaluation will be
reported to the competent authorities and might face penalties as recommended by the task force.
(More)
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Finnish DPO Fine a Company for Sending Electronic Direct Marketing Messages
Without Prior Consent

On September 25, 2020, the European Data Protection Board reported that the Finnish Data Protection
Ombudsman (“Finnish DPO”) has imposed an administrative fine on Acc Consulting Varsinais-Suomi
(Independent Consulting Oy) (“Ace Consulting”) for sending electronic direct marketing messages
without prior consent and neglecting the rights of the data subject. Finnish DPO found that Acc Con-
sulting did not respond to or implement the requests concerning the rights of data subjects, and it was
not able to prove that it had processed personal data legally. (More)
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Spanish DPA Fines a Company for Infringing GDPR

On September 22, 2020, the Spanish Data Protection Authority (“Spanish DPA”) issued a penalty deci-
sion in which it fined GLP Instalaciones 86, SL (“GLP”’) EUR 60,000 for insufficient legal basis for
data processing in accordance with GDPR. Spanish DPA found that, in order to obtain assistance for the
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https://mp.weixin.qq.com/s/hLK2EziD8NSF3G1_0VR_Hg
https://edpb.europa.eu/news/national-news/2020/finnish-dpa-imposes-financial-sanction-company-due-carrying-out-electronic_en
https://edpb.europa.eu/news/national-news/2020/finnish-dpa-imposes-financial-sanction-company-due-carrying-out-electronic_en
https://edpb.europa.eu/news/national-news/2020/finnish-dpa-imposes-financial-sanction-company-due-carrying-out-electronic_en
https://www.enforcementtracker.com/
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installation of an air conditioning system, the data subject had contacted_Naturgy Energy Group S.A.
(“Naturgy”). Subsequently, the data subject was contacted by two different companies, one of which
as GLP, who pretended to be Naturgy employees. However, according to Naturgy, GLP is neither au-
thorized installers nor employees, resulting in GLP’s processing of personal data of the data subject,
including the name, surname, telephone number, bank details and e-mail, without a valid legal basis.
(More)
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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