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Twitter Under FTC Investigation for Alleged Misuse of User Data with Potential Fine of USD 250m
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MIIT Seeks Comments on the Draft Measures on the Management of Industrial In-
ternet Identification

On August 14, 2020, the Ministry of Industry and Information Technology of China (“MIIT”) pub-
lished the Measures on the Management of Industrial Internet Identification (Exposure Draft)
(“Measures”) for public comments. The Measures specifies the concepts of industrial Internet identifi-
cation, identification services and identification services organizations, etc. The Measures also specifies
the supervision responsibilities of the MIIT and provincial communications administrations on identifi-
cation services, and the obligations (such as obtaining relevant licenses, maintaining system integration,
compliance of network resources and users’ information) and legal liabilities of identification service
organizations, etc. The deadline for submitting comments is September 13, 2020. (More)
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MIIT Seeks Comments on the Draft Guidelines on Building Data Security Stand-
ards System in Telecommunication and Internet Industries

On August 11, 2020, the MIIT published the Guidelines on Building Data Security Standards System in
Telecommunications and Internet Industries (Exposure Draft) (“Guidelines”) for public comments. The
Guidelines specify the framework of data security standards system and the key standardization fields of
data security in the telecommunication and Internet industries. The Guidelines also sorts out the defini-
tions of certain terms as well as the data security-related standards that are released, under formulation
and to be formulated, and compiles the latter into the List of Data Security-related Standard Projects.
The deadline for submitting comments is September 10, 2020. (More)
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http://www.miit.gov.cn/n1278117/n1648113/c8054148/content.html
http://www.miit.gov.cn/n1278117/n1648113/c8054148/content.html
http://www.miit.gov.cn/n1278117/n1648113/c8050746/content.html
http://www.miit.gov.cn/n1278117/n1648113/c8050746/content.html
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CNCERT Publishes 2019 Report on China Internet Security

On August 11, 2020, The National Computer Network Emergency Response Technical Team of China
(“CNCERT”) published the 2019 Report on China Internet Security (“Report”). The Report mainly
includes the overview of cybersecurity situations in 2019, thematic analysis of cybersecurity, detailed
illustrations of cybersecurity cases, key focus of and potential counter measures for cybersecurity issues
and projects the hotspot issues of cybersecurity in 2020. The Report undertakes in-depth analysis on is-
sues such as the spread of malicious computers and mobile Internet programs and relevant conducts,
website security monitoring, DDoS attack monitoring, security vulnerability warning and handling, and
network security incidents’ reception and dispose. The Report aims to provide regulatory support for
government departments and to provided technical support on operation and management for Internet
companies. (More)
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TC260 Invites Comments on Two Draft National Standards for Critical Infor-
mation Infrastructure

On August 10, 2020, the National Information Security Standardization Technical Committee, also
known as the TC260, released the following two draft national standards for critical information infra-
structure: (i) Information security technology - The evaluation method for security protection capability
of critical information infrastructure (Exposure Draft). This standard mainly specifies the safety protec-
tion capability evaluation model and method of critical information infrastructure, appliable to evaluat-
ing the safety capability and promoting the safety management construction of the critical information
infrastructure operators; (i1) Information security technology - Method of boundary identification for
critical information infrastructure (Exposure Draft). This standard mainly specifies the basic principles,
models, methods, and processes for the identification of critical information infrastructure’s bowndary,
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http://www.cac.gov.cn/2020-08/11/c_1598702053181221.htm
http://www.cac.gov.cn/2020-08/11/c_1598702053181221.htm
https://www.tc260.org.cn/front/bzzqyjList.html?start=0&length=10
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which applies to the identification of critical information infrastructure’s boundary by critical infor-
mation infrastructure operators. The deadline for submitting comments is October 9, 2020. (More)
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Guidelines on Construction of Standardized Systems of National New Generation
Artificial Intelligence Released

On August 7, 2020, the Standardization Administration of China and the Cyberspace Administration of
China together with three other departments jointly issued the Guidelines on the Construction of Stand-
ardized Systems of National New Generation Artificial Intelligence (“Al”’) (“Guidelines”). According
to the Guidelines, the structure of Al standardized systems consists of eight parts, including: (i) basic
generality; (i1) supporting technology and product; (iii) fundamental software and hardware platform;
(iv) critical general technology; (v) critical area technology; (vi) product and service; (vii) industrial ap-
plication; and (viii) security/ethics. Among those standards, Al security and privacy protection stand-
ards cover six aspects, including: (1) basic security; (i1) data, algorithm and model security; (ii1) technol-
ogy and system security; (iv) security management and service; (v) security testing evaluation; and (vi)
product and application security. (More)
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MTC to Strengthen Infrastructure Cybersecurity Protection

On August 6, 2020, the Ministry of Transport of China (“MTC”) issued the Guiding Opinions on Pro-
moting the Construction of New Infrastructure in the Transportation Field (“Guiding Opinions”) to
promote the digital transformation and intelligent upgrading of transportation infrastructure. The Guid-
ing Opinions points out that, in terms of cybersecurity protection, it is necessary to (i) accelerate the de-
ployment of security facilities for the application of new technology in the transportation scenario,
strengthen the unified certification and data transmission protection, and strengthen the protection of
essential information infrastructure; (i1) effectively promote the application of commercial cryptography
and other technologies, actively promote trusted computing, and improve the active immunity of the
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https://www.tc260.org.cn/front/bzzqyjList.html?start=0&length=10
http://www.cac.gov.cn/2020-08/07/c_1598355503455877.htm
http://www.cac.gov.cn/2020-08/07/c_1598355503455877.htm
http://www.gov.cn/zhengce/zhengceku/2020-08/06/content_5532842.htm
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system; and (iii) reinforce data whole-life cycle management and data protection by different classifica-
tion and grading, and implement data recovery and backup measures in case of any disaster. (More)
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COMM and CMB Fined CNY 1m Respectively for Failure to Fulfill Obligations of
Protecting Customers’ Personal Information

On August 5, 2020, the Shanghai Bureau of the China Banking and Insurance Regulatory Commission
published two administrative punishment information disclosure forms in which it fined the Pacific
Credit Card Centre of Bank of Communications Co., Ltd. (“COMM”) and the Credit Card Centre of
China Merchants Bank Co., Ltd. (“CMB”) CNY Im respectively for failure to fulfill their obligations
of protecting the personal information of customers in accordance with Article 46 (5) of the Law of the
People’s Republic of China on Banking Regulation and Supervision. (More)
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MIIT Launches Special Rectification Actions Towards Infringement of Rights and
Interests of Users by Apps

On August 2, 2020, China’s Ministry of Industry and Information Technology (“MIIT”) issued the No-
tice on Launching the Deep Promotion of Special Rectification Action Against Infringement of Rights
and Interests of Users by Apps (“Notice”). According to the Notice, the targets of this action include
Apps service providers, software development kit (“SDK”) providers and application distribution plat-
forms. This rectification action targets at: (i) illegal collection, overrange collection and illegal use of
users’ personal information, and coercion to use the targeted push function by Apps and SDKs; (ii)
compulsory, frequent and excessive request for permissions, and frequent self-starting and associated
start-ups by Apps; (iii) deceit and misguidance that lead users to download Apps or provide personal
information; and (iv) application distribution platforms’ failure for notifying the content, purpose, meth-
od and scope of collection and use of personal information of users by Apps. (More)
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http://www.gov.cn/zhengce/zhengceku/2020-08/06/content_5532842.htm
http://www.cbirc.gov.cn/branch/shanghai/view/pages/common/ItemList.html?itemPId=996&itemId=1000&itemUrl=ItemListRightList.html&itemName=%E8%A1%8C%E6%94%BF%E5%A4%84%E7%BD%9A&itemsubPId=1000
http://www.cbirc.gov.cn/branch/shanghai/view/pages/common/ItemList.html?itemPId=996&itemId=1000&itemUrl=ItemListRightList.html&itemName=%E8%A1%8C%E6%94%BF%E5%A4%84%E7%BD%9A&itemsubPId=1000
http://www.gov.cn/zhengce/zhengceku/2020-08/02/content_5531975.htm
http://www.gov.cn/zhengce/zhengceku/2020-08/02/content_5531975.htm
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Germany Launches Cybersecurity Agency to Strengthen Digital Sovereignty

On August 11, 2020, Deutsche Welle reported that the German government had signed up to create a
federal agency to coordinate innovative research on cybersecurity and help turn it into practicable ap-
proaches to combat cyberthreats, aiming to strengthen Germany’s “digital sovereignty”. The agency,
which will receive initial funding of EUR 350m up to 2023, is to be headquartered at first in the eastern
city of Halle, before moving in the long term to the Leipzig/Halle airport. The creation of the agency is
deemed to be a milestone in the protection of Germany’s IT systems. (More)
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EDPS: Quantum Computing Could Undermine Data Security Protection and Con-
fidentiality of Communications

On August 7, 2020, the European Data Protection Supervisor (“EDPS”) published a TechDispatch re-
port which opined that quantum computing could undermine data protection in terms of data security
and confidentiality of communications. One reason is that quantum computing can break many of to-
day’s classical cryptography and as such harm severely IT security. The risk extends to the core internet
security protocols. Nearly all of today’s systems that demand security, privacy or trust, would be affect-
ed. (More)
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https://www.dw.com/en/germany-launches-cybersecurity-agency-to-strengthen-digital-sovereignty/a-54529134
https://www.dw.com/en/germany-launches-cybersecurity-agency-to-strengthen-digital-sovereignty/a-54529134
https://edps.europa.eu/data-protection/our-work/publications/techdispatch/techdispatch-22020-quantum-computing-and_en
https://edps.europa.eu/data-protection/our-work/publications/techdispatch/techdispatch-22020-quantum-computing-and_en
https://edpb.europa.eu/news/national-news/2020/national-credit-register-bkr-fined-personal-data-access-charges_en
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Netherlands National Credit Register Fined EUR 0.83m for Personal Data Access
Charges

n August 6, 2020, the Dutch Data Protection Authority (“Dutch DPA”) imposed a fine of EUR
0.83m on the Netherlands National Credit Register (“BKR”) for setting excessive obstacles for people
wishing to access their data. Dutch DPA found that, in May 2018, the BKR began charging a fee to da-
ta subjects for requesting access to their data in a digital format, and data subjects could obtain a paper
copy of their data for free only once a year, which was an infringement of privacy legislation. The BKR
has appealed the case in court. (More)
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Twitter Under FTC Investigation for Alleged Misuse of User Data with Potential
Fine of USD 250m

On August 3, 2020, Twitter disclosed in its cooperate filing submitted on that day to United States Se-
curity and Exchange Commission that it was under investigation by the Federal Trade Commission
(“FTC”) for potentially misusing personal information of users to serve ads and could face fines of
USD 150m to 250m. The FTC found that Twitter linked a database of users’ personal information for
security purposes with a system used by advertising partners, which may have violated a 2011 agree-
ment that Twitter signed with the FTC over consumer privacy. Under the agreement, Twitter was re-
stricted from misleading people about the measures it took to protect their security and privacy. (More)
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https://edpb.europa.eu/news/national-news/2020/national-credit-register-bkr-fined-personal-data-access-charges_en
https://www.sec.gov/ix?doc=/Archives/edgar/data/1418091/000141809120000158/twtr-20200630.htm
https://www.sec.gov/ix?doc=/Archives/edgar/data/1418091/000141809120000158/twtr-20200630.htm
https://www.sec.gov/ix?doc=/Archives/edgar/data/1418091/000141809120000158/twtr-20200630.htm
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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