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China’s Civil Code: Landmark Law to Protect Privacy Rights and Personal Infor-
mation

On 28 May 2020, the Civil Code of People’s Republic of China (“Civil Code’) was passed at the third
session of the 13th National People’s Congress. The Civil Code is consisted of 7 parts including the
general provisions and 6 parts on property, contracts, personality rights, marriage and family, inher-
itance, and tort liability, and contains 1260 articles. The Chapter 6 of the Part 4 is specifically on the
protection of privacy rights and personal information: (i) it defines the “privacy rights” and specifies
relevant strictly prohibited infringing acts; (ii) it defines the “personal information” and stipulates prin-
ciples and conditions that shall be followed when processing personal information; (iii) it constructs the

basic rights and obligations framework between natural person and information processor; (iv) it estab-

lishes state organs and their functionaries bear obligations to protect the privacy and personal infor-
mation of natural persons. In addition, the Civil Code also includes provisions on data protection and
cybersecurity. The Civil Code will take effect on 1 Jan 2021. (More)
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SPC: Strengthening Data Rights and Personal Information Security Protection

On 25 May 2020, the Supreme People’s Court (“SPC”) released the Work Report of 2020 (“Work Re-
port”). The Work Report underlined that the SPC had achieved great progress in strengthening the pro-
tection of data security and personal information protection, and in punishing the personal information
infringing crimes, etc. For example, the SPC had heard several cases regarding the unauthorized access
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of the address book by Apps and the abuse of personal credit information by online credit platforms. In
the cases the SPC has tried, it precisely followed the principle of “takedown notice” and required online
latforms where defamation was spread to delete relevant information as required by victims. Work Re-
port also proposed that the SPC will continually strengthen the protection of data rights and personal
information security, serving the healthy development of digital economy. (More)
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TC260 Releases Two Information Security Technology Standards

On 25 May 2020, the National Information Security Standardization Technical Committee (“TC2607)
released the exposure drafts of Information Security Technology--General Technical Requirements of
Smart Home Security and Testing and Evaluation Methods (“Smart Home Security Testing Methods™),
and Information Security Technology - Implementation Guides for the Construction of Information Se-
curity Protection in Industrial Control Systems (“Industrial Control Systems Implementation Guides™)
to solicit public opinions. Smart Home Security Testing Methods contains security design, test and man-
agement of smart home, including the security requirements of the terminal, gateway, trig, communica-
tion network and platform of smart home. Industrial Control Systems Implementation Guides will apply
to the information protection construction of industrial control system by the designers, constructors and
operators of industrial control system that does not involve state confidences. The deadline for submit-
ting opinions is 25 July 2020. (More)
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Irish DPC Submits Draft Decision on Inquiry into Twitter International’s Compli-
ance with GDPR

n 22 May 2020, the Irish Data Protection Commission (“DPC”) submitted a draft decision to concerned
Supervisory Authorities regarding an own-volition inquiry it has completed into Twitter International
Company (“Twitter International”), a data controller based in Ireland. This inquiry was commenced by
the DPC following receipt of a data breach notification from Twitter International and focused on whether
Twitter International has complied with Articles 33(1) and 33(5) of the GDPR. Recently, the DPC has also
completed the investigation phase of a complaint-based inquiry which focuses on Facebook Ireland’s obli-

gations to establish a lawful basis for personal data processing. This inquiry is now in the decision-making
phase at the DPC. (More)
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Finland Deputy Data Protection Ombudsman Fines Three Companies for Infringing
Data Protection Laws

On 22 May 2020, Finland Deputy Data Protection Ombudsman issued administrative fines against three
Finnish companies for their infringements of data protection laws. The infringements concerned insuffi-
cient fulfillment of data subjects rights (EUR 100,000), non-compliance with general data processing prin-
ciples (EUR 16,000) and insufficient legal basis for data processing (EUR 12,500). Those are the first ad-

ministrative fines issued in Finland since the GDPR became applicable. According to the relevant laws,
the companies may appeal against the decisions to an administrative court. (More)
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EasyJet Faces GBP 18b Class Action After Data Breach

Recently, UK budget airline EasyJet is facing a potential GBP 18b class-action lawsuit filed on behalf of
customers impacted by a recently-disclosed data breach. On the 19 May 2020, EasyJet announced that
sensitive personal data of 9 million customers may have been exposed in a cyberattack, including over
2,200 credit card records. The UK National Cyber Security Centre and the UK's Information Commission-
er's Office have been notified, and the latter has the power to impose heavy fines under GDPR if an inves-
tigation revealed that the carrier has not fulfilled its obligation in data protection and security. Till now,
EasylJet is still contacting impacted customers. (More)
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.

Subscribe to our WeChat community

FHREANRT “ALTERESFT o CEEEAR

x| b [ KX [ SN [ &I | =E

Beijing | Shanghai | Wuhan | Guangzhou | Shenzhen | Korea

ﬁ www.lifanglaw.com ’\\\ Tel: +8610 64096099
E= Email: info@lifanglaw.com = Fax: +8610 64096260/64096261

5/5



