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MIIT Releases Notification for Promoting the Development of Mobile Internet of Things
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SAMR Releases Personal Health Information Code National Standards
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SAMR and SAC Jointly Release 26 Standards on Cybersecurity
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MIIT, MPS and SAC Jointly Release the Construction Guidelines for National Internet of Vehicles Industry Standards
System (Vehicle Intelligent Management)
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Compliance and Enforcement Policy for the Consumer Data Right Released
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Dutch Supervisory Authority for Data Protection Fines 725,000 for Violating GDPR
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FTC Approves to Modify FTC’s 2012 Privacy Order
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AR, mEEREFYEFHEY, (Ba) RETSNERLES: (1D mREIWERF KL
B () WMBEBAMEBRNATERRATE; 3 EABIWERFALA EMEE; (4 #H
BEeREF L ZRER; (5) BIBeBmMHNZeREKRR. (Bm) #t—PEE, B
BEMB N Z eGP B ERY, GERINEZ2EENF, mEMZEEZ2 RN, I
RERF&ZeFNIPEAFPEE. PARBTMERRERFF. (EEESL)

MIIT Releases Notification for Promoting the Development of Mobile Internet of
Things

On 7 May 2020, the Office of China’s Ministry of Industry and Information Technology (“MIIT”) re-
leased the MIIT’s Notification on Deeply Promoting the Integrated Development of Mobile Internet of
Things (“Notification”), facilitating the construction and application of 5G, internet of things and other
new infrastructures, and accelerating the digital transformation of traditional industries. The Notifica-
tion highlighted 5 prominent missions: (i) accelerating the network construction of mobile internet of
things; (i1) strengthening the standards and technical research of mobile internet of things; (ii1) broaden-
ing the dimensions of the application of internet of things; (iv) constructing high quality industry devel-
opment system; (v) constructing the security system of mobile internet of things. The Notification fur-
ther pointed out that it was important to strengthen the protection of internet of things and relevant data,
including the construction of cybersecurity management system, the improvement of network facilities
security inspection, the security assessment of prominent production and the protection of users’ infor-
mation, privacy and important data. (More)

W RERRBEZA ANMABRREERDY R ERFAE

202054 FA29H, EXT7REETELR (“WHRERLR” ) FEZ) XAT ERTHEHRE
B, flEAEAT ANMABREEESE) RIBRTE. (MABERELHE) RIEBRTER
B AMAEEREL 2EHA) (GB/T 38961-2020) . (MAMER B #%EHERX) (GB/T
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SAMR Releases Personal Health Information Code National Standards

On 29 April 2020, China’s State Administration for Market Regulation (“SAMR”) (Standardization
Administration) stipulated and released Personal Health Information Code national standards through

national standard express procedure. Personal Health Information Code national standards contained
Personal Health Information Code-Reference Model (GB/T 38961-2020), Personal Health Information
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http://www.miit.gov.cn/n1146295/n1652858/n1652930/n3757020/c7901465/content.html?from=timeline#10006-weixin-1-52626-6b3bffd01fdde4900130bc5a2751b6d
http://www.miit.gov.cn/n1146295/n1652858/n1652930/n3757020/c7901465/content.html?from=timeline#10006-weixin-1-52626-6b3bffd01fdde4900130bc5a2751b6d
http://www.samr.gov.cn/xw/zj/202005/t20200501_314959.html
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Code-Data Format (GB/T 38962-2020) and Personal Health Information Code-Application Interface
(GB/T 38963-2020). After the implementation of this series of national standard, the unification of code
ystem, demonstration and data content of personal health information code can be achieved. The Per-
sonal Health Information Code national standards balanced the personal information protection and the
data sharing and utilization, which would provide a guideline for the design, development and system
integration of relevant information system of health code. (More)

THRER R, EREA TN E L2 ERITE

2020454 A28H, M RERRAMERNAEMEEZRS (“BRFRE” ) BAAAT (FEAK
E£REERFELE) (2020FF85) , HHAH T AFE (FEALAEA WELRL2ERRY
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i RGE R AR REFET S H B
GB/T20010-2005,
1| COTIVEL | framador BB AHAERBHRIE G e e | 20201101
GB/T 32917-2016
2 GB/;OZZZOZM' FRZEBAR MERL2ERERYP CRIEE GB/T 22240-2008 | 2020-11-01
3 63/1525566‘ BEEARA BERAFESXINERED GB/T 25066-2010 | 2020-11-01
4 | ©8/T25067- FEHAR Z28 R BRELL2TEMERZFTRMAENAE GB/T 25067-2016 | 2020-11-01
2020 k
5 GB/;OZZS;”' BB A ZAKA NEHF MRS (IDPS) # % | GB/T 284542012 | 2020-11-01
6 | BTN | pugaik BamEE RARRE F4%AHAER | GB/T302842013 | 20201101
7| ¥ Tzf)i%53'4' BEHKAR ZARAR BA XKL #4890 XTHRE 2020-11-01
g | OIS | ansth HOBEEARNER 2020-11-01
o | CBTIOI | Gamath EHRAREDARIHE 2020-12-01
10 | GB/T38628- | G RLXA2HAK AFHTRAAMNL L 24H 2020-11-01
11 GB/T 38629- SRERAR AR BLLEF S EBHANTE 2020-11-01
12 | GB/T38631- | {243 A A A GB/T22080 4k 47 fi A E & 2020-11-01
13 | GB/T38632- | FE%AHA HHENMRERENALLER 2020-11-01
14 | GB/T38635.1- | £ B %A A SMIKIL AL S £134: B 2020,11-01
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GB/T38635.2- | X B %A A SMOATIR AL #2445 & 2020-11-01
GB/T38636- | B ERAK A #H#H 2 FA I (TLCP) 2020-11-01
GB/T38638- | f & %XAB AR WEIHH TREITEKALEH 2020-11-01
18 | BSOS | framatk THIE THEENR S 2020-11.01
19 | GB/T38645- | B ZAHA WMEkRAEMN 2 H ALY 2020-11-01
20 | GB/T38646- | fz A&a{A #aha&s MEHARER 2020-11-01
21 | GB/T38647.1- | fz B3 A %A A BLAMFLL 134 B 2020-11-01
5, | GB/T38647.2- FRAHA ZAEA BELHFEL 280 RAHLN 20201101
2020 Gkl
23 | GB/T38648- | Za%ANA EF4AY 2020-11-01
24 | GB/238649- | ERZAHA FERTARGE LR 2RENE 2020-11-01
25 | GB/T38671- | fRZAHA BEARRA AZARFKAREK 2020-11-01
26 | GB/T38674- | FAZAHA MAKKZLERIEH 2020-11-01

SAMR and SAC Jointly Release 26 Standards on Cybersecurity

On April 6, 2020, SAMR and the Standardization Administration of China (“SAC”) jointly released the
National Standard Announcement (2020 No. 8) (“Announcement”), by which, 26 standards in connec-
tion with cybersecurity were released. Among the 26 standards, 6 are revised standards and 20 are new
ones. All standards will come into force on November 1, 2020. (More)

The 26 standards are listed as follows:

No. of Effective
No. Standards Name of Standards Replacement Date
GB/T 20010-2005,

Information security technology—Security technical re- GB/T 20281-2015,

I [ GB/T20281-2020 quirements and testing assessment approaches for firewall | GB/T 31505-2015, 2020-11-01

GB/T 32917-2016

> | GB/T 22240-2020 Informatlon security technology—_Class1ﬁcat1on guide for GB/T 22240-2008 | 2020-11-01
classified protection of cybersecurity

3 GB/T 25066-2020 Info.rmatlon security technology—Type and code of infor- GB/T 25066-2010 | 2020-11-01
mation security products
Information technology—Security techniques—

4 | GB/T 25067-2020 | Requirements for bodies providing audit and certification GB/T 25067-2016 | 2020-11-01
of information security management systems
Information technology — Security techniques — Selection,

5 | GB/T 28454-2020 | deployment and operation of intrusion detection and pre- GB/T 28454-2012 | 2020-11-01
vention systems(IDPS)

6 GB/T 30284-2020 Information security t.echniques— Security technical re- GB/T 30284-2013 2020-11-01
quirements for operating system on smart mobile terminal
Information technology—Security techniques—

7 S scckag Anonymous entity authentication—Part 4: Mechanisms 2020-11-01

2020

based on weak secrets

8 | GB/T 38625-2020 Information security technology—Security test require- 2020-11-01
ments for cryptographic modules

0 | GB/T 38626-2020 Infqrmatlop security technology—Qulde to password pro- 2020-11-01
tection for intelligent connected device

4/8



https://www.tc260.org.cn/front/postDetail.html?id=20200506161016

Z A LIFANG & PARTNERS 2020.05 NO.141
Sl z 5 2w E 5

GB/T 38628-2020 Information security technology—Cybersecurity guide for 2020-11-01
automotive electronics systems
GB/T 38629-2020 Ifnfor.matlon security tgchnology—Techmcal specifications 2020-11-01
or signature verification server
Information technology—Security techniques—Sector-
GB/T 38631-2020 specific application of GB/T 22080—Requirements 2020-11-01
GB/T 38632-2020 Informajuon' security teghnology.—Se.:curlty requirements 2020-11-01
for application of intelligent audio-video recording device
14 GB/T 38635.1- Information security technology—Identity-based crypto- 2020-11-01
2020 graphic algorithms SM9—Part 1: General o
15 GB/T 38635.2- Information security technology—Identity-based crypto- 2020-11-01
2020 graphic algorithms SM9—Part 2: Algorithms o
Information security technology—Transport layer cryptog-
16 | GB/T 386362020 Y & POt fayer elupiog 2020-11-01
raphy protocol (TLCP)
17 | GB/T 38638-2020 Informatlon security technology—Trusted computing— 2020-11-01
Architecture of trusted computing
18 | GB/T 38644-2020 Infor.mation security technology—Trusted computing— 2020-11-01
Testing method of trusted connect
19 | GB/T 38645-2020 Jnf(‘)rmatlon security techr_lology—Gulde for cybersecurity 2020-11-01
incident emergency exercises
20 | GB/T 38646-2020 Informa.ltior} security technology—Technical requirements 2020-11-01
of mobile signature service
21 GB/T 38647.1- Information technology—Security techniques— 2020-11-01
2020 Anonymous digital signatures—Part 1: General
Information technology—Security techniques—
22 GB/T233847’2_ Anonymous digital signatures—Part 2: Mechanisms using 2020-11-01
a group public key
23 | GB/T 38648-2020 lgg(:lrrri?;tion security technology—Guideline to Bluetooth 2020-11-01
24 | 6B/Z 38649-2020 Information security technology—Guide _of information 2020-11-01
security assurance framework for smart cities
25 | GB/T 38671-2020 Information security teghnology—Technical requirements 2020-11-01
for remote face recognition system
26 | GB/T 38674-2020 Infqrmatlon security technology—Guideline on secure 2020-11-01
coding of application software

THEH. ~E2H. EFZReHR (BRFRAFIARERREREH (FHE®
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20204F4 F24H, T3, AL, ERZHRAALANLT (BREBRN YA ERZE LT
(FWBRERE) (“(RBRIEE) 7). (BREF) S ERFNAETHERSREETE
FKR, EIHEFNRAERILEE., AN NEES R4, EBRETEERFREWRELE SRS+
FEATEUTHE, RALNZRBEEIBFRARANAELRE, RALEEFNRAFELER
WAF. (EREH) #RIETLEEX > A ERMFAE, GRERF. BF & 5R5.
B EEEL THy. (BEEES)

MIIT, MPS and SAC Jointly Release the Construction Guidelines for National In-
ternet of Vehicles Industry Standards System (Vehicle Intelligent Management)

On 24 April 2020, MIIT, the Ministry of Public Security (“MPS”) and SAC jointly released the Con-
struction Guidelines for National Internet of Vehicles Industry Standards System (Vehicle Intelligent
Management) (“Construction Guidelines™). In response to the requirement of vehicle intelligent man-
agement of internet of vehicle, the Construction Guidelines will guide the standardization in the areas of
the registration, authentication, roads management, the coordinated control, management and seggice of
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roads-vehicles, etc., improve the application and development of internet of vehicle in the area of public
ecurity transportation management and promote the intelligent internet of vehicle and intelligent trans-
rtation. The Construction Guidelines include several chapters such as intelligent internet of vehicle,
information communication, electronic product and service, vehicle intelligent management, etc. divid-
ed in terms of the nature of different industries. (More)

IS A Overseas News
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20204E5ASEH, MAA T EEMEHEEE RS (ACCC) SEAFALFEEE RAAZE (OAIC)
BALHT (CHEFHERF AN EHATER) “ (HKEY 7 ) . (HEE) B4 TACCC
5 OAIC W 8% Jo 18 <7 Fu 4L 3 1% RH % & BIEAUF| I EE R AT A B E AR A% . ACCCHOAICH &
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B. (EEE%)

Compliance and Enforcement Policy for the Consumer Data Right Released

On 5 May 2020, Competition and Consumer Commission (“ACCC”) and the Office of the Australian
Information Commissioner (“OAIC)”) jointly released the Compliance and Enforcement Policy for the
Consumer Data Right (“Policy”). The Policy outlines the approach that the ACCC and the OAIC have
adopted to encourage compliance with, and address breaches of, the Consumer Data Right regulatory
framework. The ACCC and OAIC will regularly review the Policy so that it continues to reflect best
practice regulation and evolves with the Consumer Data Right regime. (More)

FEZHERF ARE (BALZIERF A FHHT5H KT £

2020454 A30, M=HERPFAEEARE R GEAHEBERP L) F55MF95, FHTISTK
%, #RE, ZARERERIIABAUIEREHGENL. KW, 7ZHERY A LT,

Z A R B R R AT R B A B B T BRI EGDPR A Bl ANME LB E A, I H AR 4

RERBEMEEEALA IS ZAHELE, (EEEL)

Dutch Supervisory Authority for Data Protection Fines 725,000 for Violating GDPR

On 30 April 2020, Dutch Supervisory Authority for Data Protection fined an organization with EUR
725,000 for violating Article 5 and Article 9 of GDPR. It was found that the organization had required
its staff to have their fingerprints scanned to record attendance. However, the authority stated that the
organization could not rely on exceptions to the processing of this special category of personal data and
the company could also not provide any evidence that the employees had given their consent to this data
processing. (More)
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RATA AME BIRAL B 3 AL L 89 AT &, R 72012 FTCREAL6 4, #WFTCH B T 614 %M
5017 % 4 By 5T 2, 201948 B9 A0 f# Y1 % Facebook B\ 432 & #Am T BT B 2k A 89 PR %) 3 61 4 £ T
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FTC Approves to Modify FTC’s 2012 Privacy Order

Recently, the Federal Trade Commission (“FTC”) has formally approved amendments to its 2012 pri-
vacy order with Facebook to include the provisions that were incorporated in the settlement the Com-
mission announced in July 2019. The FTC in July 2019 announced a record-breaking $5 billion settle-
ment with Facebook related to allegations that the company violated its 2012 FTC privacy order by de-
ceiving users about their ability to control the privacy of their personal information. The 2019 settle-
ment includes unprecedented new restrictions on Facebook’s business operations and creates multiple
channels of compliance. The order requires Facebook to restructure its approach to privacy from the
corporate board-level down. The order further establishes strong new mechanisms to ensure that Face-
book executives are accountable for the decisions they make about privacy, and that those decisions are
subject to meaningful oversight. Pursuant to the 2019 settlement, the FTC could not amend its 2012 ad-
ministrative order with Facebook with the updated consumer protections until the federal court entered
its order. (More)
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https://www.ftc.gov/news-events/press-releases/2020/04/ftc-gives-final-approval-modify-ftcs-2012-privacy-order-facebook
https://www.ftc.gov/news-events/press-releases/2020/04/ftc-gives-final-approval-modify-ftcs-2012-privacy-order-facebook
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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