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12 Departments Jointly Release the Cybersecurity Review Measures

On April 27, 2020, 12 departments, including the Cyberspace Administration of China (“CAC”), the
National Development and Reform Commission (“NDRC”), the Ministry of Public Security, jointly re-
leased the Cybersecurity Review Measures (‘“Measures”), which will come into force on 1 June 2020.
The Measures on Security Examination for Online Products and Services (Trial Implementation) effec-
tive on 1 June 2017 shall be repealed simultaneously. Based on the State Security Law and the Cyberse-
curity Law, the Measures stipulates the security review mechanism for the critical information infra-
structure operator (“CIIO”) to purchase network products and services. Before purchasing, the CIIO
shall predict the possibility of national security risks when products and services are put into use. If they
affect or are likely to affect national security, the CIIO shall apply for the cybersecurity review in ad-
vance. The Measures specifies the subject of notification, the competent departments, the notification
materials required, the content and process of security review, as well as the consequences and responsi-
bilities of violations. (More)
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CNCERT Publishes the Overview of China’s Internet Cybersecurity State in 2019

On April 20, 2020, the National Computer Network Emergency Response Technical Team
(“CNCERT?”) published the Overview of China’s Internet Cybersecurity State in 2019 (“Overview”).
The Overview includes the aspects of typical cybersecurity incidents in 2019, new trends of cybersecuri-
ty and practices of handling daily cybersecurity emergencies, etc., which includes four parts: (i) the
summarization of China’s Internet cybersecurity state in 2019, which involves seven aspects, that is,
APT attack, security vulnerability, data security, mobile Internet security, Internet black & grey produc-
tion chains, etc.; (ii) the prediction of cybersecurity hotspots in 2020, which is believed that great atten-
tion will be caught on the national critical information infrastructure security, critical data, personal in-
formation protection, national cyber-confrontation, accurate cyber-blackmail, remote collaborative secu-
rity risks and new technologies like 5G in 2020; (ii1) some suggestions put forward by analyzing the
state of cybersecurity. The Overview puts forward suggestions for further improving China’s cybersecu-
rity work from five aspects: strengthening the protection of critical information infrastructure, accelerat-
ing the innovation and breakthrough of core technologies, improving data security management and per-
sonal information protection, and expanding domestic and foreign cybersecurity cooperation, etc.; (iv)
sorting out cybersecurity monitoring data. (More)
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NDRC First Defines the Scope of the New Infrastructure

On April 20, 2020, the NDRC held the April press conference, at which the scope of the new infrastruc-
ture was defined for the first time. The NDRC indicated that at present, the new infrastructure involves
three aspects: (i) the information infrastructure, which mainly refers to the infrastructure formed on the
basis of new information technology; (ii) the converged infrastructure, which is formed by the deep ap-
plication of Internet, big data, artificial intelligence and other technologies and the support of the trans-
formation and upgrading of traditional infrastructures; (iii) the innovation infrastructure, which mainly
refers to the public welfare infrastructure supporting scientific research, technological development and
product development. Next, the NDRC will work with relevant departments in four aspects: first, to
strengthen the top-level design; second, to optimize the policy environment; third, to work harder on
project constructions; fourth, to improve overall coordination. (More)
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CAC Releases the Results of Administrative Enforcement on Cyberspace in the
First Quarter

On April 16, 2020, the CAC released the results of administrative enforcement on cyberspace in’ the
first quarter. In the first quarter, the national cyberspace departments continued to strengthen the admin-
istrative enforcement. The cyberspace departments at all levels, together with relevant departments, res-
olutely investigated and punished illegal information and behaviors endangering national security,
closed a number of websites in violation of laws and regulations with severe social impact, and
strengthened law enforcement and supervision through interview, rectification, administrative punish-
ment and public exposure, etc. It was reported that there were 1,143 websites inquired, 848 websites
warned, 117 websites suspended from updating, 816 illegal websites cancelled or put on record by cy-
berspace departments together with competent telecommunication authorities, 3,520 clues of relevant
cases transferred to judicial organs, 33,000 illegal account groups closed by relevant website platforms.
(More)
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Twenty-third Plenary Session: EDPB Adopts Further COVID-19 Guidance

On April 21, 2020, the European Data Protection Board (“EDPB”’) announced that during its 23rd ple-
nary session, the EDPB adopted guidelines on the processing of health data for research purposes in the
context of the COVID-19 outbreak and guidelines on geolocation and other tracing tools in the context
of the COVID-19 outbreak. The guidelines on the processing of health data for research purposes in the
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context of the COVID-19 outbreak aim to shed light on the most urgent legal questions concerning the
use of health data, such as the legal basis of processing, further processing of health data for the purpose
f scientific research, the implementation of adequate safeguards and the exercise of data subject rights.
The guidelines on geolocation and other tracing tools in the context of the COVID-19 outbreak aim to
clarify the conditions and principles for the proportionate use of location data and contact tracing tools,
for two specific purposes: (i) using location data to support the response to the pandemic by modelling
the spread of the virus in order to assess the overall effectiveness of confinement measures; (ii) using
contact tracing, which aims to notify individuals who may have been in close proximity to someone
who is eventually confirmed as a carrier of the virus, in order to break the contamination chains as early
as possible. The guidelines emphasize that both the GDPR and the ePrivacy Directive contain specific
provisions allowing for the use of anonymous or personal data to support public authorities and other
actors at both national and EU level in their efforts to monitor and contain the spread of COVID-19. In
addition, the EDPB adopted a guide for contact tracing apps as an annex to the guidelines. (More)
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OPC Publishes Framework to Assess Privacy-Impactful Initiatives in Response to
COVID-19

On April 17, 2020, the Office of the Privacy Commissioner of Canada (“OPC”) published an assess-
ment framework intended to assist government institutions faced with responding to the COVID-19 cri-
sis. The policy document is designed to guide the development of privacy impactful initiatives that seek
to alleviate the effects of the pandemic. The framework sets out some key privacy principles, including:
(1) legal authority: the proposed measures must have a clear legal basis; (i1) the measures must be neces-
sary and proportionate, and, therefore, be science-based and necessary to achieve a specific identified
purpose; (iii) purpose limitation: personal information must be used to protect public health and for no
other purpose; (iv) use de-identified or aggregate data whenever possible; (v) exceptional measures
should be time-limited and data collected during this period should be destroyed when the crisis ends;
(vi) transparency and accountability: government should be clear about the basis and the terms applica-
ble to exceptional measures, and be accountable for them. The framework complements previously is-
sued guidance to help departments and organizations subject to federal privacy laws understand their
privacy-related obligations during the COVID-19 outbreak. (More)
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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