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MPS & CAC Take the Lead to Establish a Long-Term Mechanism to Combat Crimes Against Personal Information
and Data Security
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NDRC & CAC Jointly Publish the Implementation Plan for Promoting the Actions of “Cloud Services, Big Data and
Intellectualized Reconstruction” to Foster the Development of New Economy
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MPS Releases 10 Typical Cases in Infringements of Citizens’ Personal Information
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Twenty-First Plenary Session of the EDPB - Letter Concerning the European Commission’s Draft Guidance on Apps
Supporting the Fight Against the COVID-19 Pandemic
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20204 A 15H, NZHAMIEIN, AHEFTRATHE, ALZHEFRENEAEL, BT
TREARMAGEMEEZ T ENERENF, EEMBTVEE, PREEHFTIF,
WERFNARNMAGEMBELZ LWL LZEERR, IHARREMCEELZH. FRNE
I mEARER. REARRER. TYmEEAH. BXTHREEELRF. 20165 UL
R, 2ERXAZNREMRANZEITTHFMHELLARMAGEREAFLTT AR, MHFEETLA
HWAR300048 %, ZIAFER - AP R ed. HF. 26, RE. YAFELTLELEAR
BzeBERE, THT —#HEEXE, BEARMAGEH AT (BEEEZ)

MPS & CAC Take the Lead to Establish a Long-Term Mechanism to Combat
Crimes Against Personal Information and Data Security

On April 15, 2020, the Ministry of Public Security (“MPS”) announced that recently, with the approval
of the central leadership, the MPS and the Cyberspace Administration of China (“CAC”) took the lead
to establish a long-term mechanism to combat crimes against personal information and data security,
aiming to strengthen industry supervision, promote publicity and education, and build a comprehensive
social governance system to protect personal information and data security. Members of the mechanism
are the MPS, the CAC, the Supreme People’s Court, the Supreme People’s Procuratorate, the Ministry
of Industry and Information Technology, and the State Administration for Markets Regulation, etc.
Since 2016, the public security organs have detected more than 17000 cases infringing on personal in-
formation in the cybersecurity rectifications, having captured more than 3000 insiders in various indus-
tries, having found and reported a large number of loopholes in information systems and security super-
visions regarding finance, education, telecommunications, transportation, logistics and other important
industries, and have cracked down on a number of companies which illegally collected and sold person-
al information. (More)

ERXBREREZ. PRAGAREGHR (XTH#H#E “LZRERE” 737 BRH
BY R EEH T R

2020%4F 100, BRAXREEE. YAAGARSHL (XTH# “LAKRE” 77 &
EHEFLREMAE) (“AZHFE) ") s, (ZHHE) HHEHELEHF -
E P EHFA-FE BRI R - BT - R T - F LA SRR R, XH
EAEFHNTLFEA LV EERFASKE. ATER. ZHE. HFF L. 5G. HHAM
KRS H —RETHAMATEREF. ANEREFEF. KFHR. TIEF, XHH
TE ELME. TERER. ZBRFNER. 4L#HF. —SRAWA. 2FRT. TEFL.
“ERW EFLE. (BEES)
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https://www.mps.gov.cn/n2254098/n4904352/c7140709/content.html
https://www.mps.gov.cn/n2254098/n4904352/c7140709/content.html
https://www.ndrc.gov.cn/xwdt/ztzl/fkyqfgwzxdzt/fkgjdt/fgfc/202004/t20200410_1225542.html
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NDRC & CAC Jointly Publish the Implementation Plan for Promoting the Actions
of “Cloud Services, Big Data and Intellectualized Reconstruction” to Foster the De-

On April 10, 2020, the National Development and Reform Commission (“NDRC”’) and Cyberspace Ad-
ministration of China (“CAC?”) jointly published the Implementation Plan for Promoting the Actions of
“Cloud Services, Big Data and Intellectualized Reconstruction” to Foster the Development of New
Economy (“Implementation Plan”). The Implementation Plan points out that it is necessary to construct
a typical paradigm of equipment digitization - production line digitization - plant digitization - factory
digitization - enterprise digitization - industrial chain digitization - digital ecology. The authorities will
support qualified industries and enterprises to explore the application and integrated innovation of the
new generation of digital technologies such as big data, artificial intelligence, cloud computing, digital
twinning, 5G, Internet of things and blockchain, and will vigorously develop the sharing economy, digi-
tal trade, gig economy, supporting new retail, online consumption, contactless distribution, online
healthcare, online education, one-stop travel, shared employees, remote office, “home economy” and
other new business forms. (More)

NEHARTREPLARMAGCRRERE LB R

PH, NRHMRAT2019F UR X LN A AEHGIOREL AR MAGLEEELFRLEEF, &
B, AR RER ‘B HEMABEREARNMAGRER, SREGYREEEEH. RIT
AR T, WmAT., IEFEASAFARENARES LNEMNEEEZNAGR, UI2REN
BRENRMAGERHEEESE, (EFEEL)

MPS Releases 10 Typical Cases in Infringements of Citizens’ Personal Information

Recently, the MPS released 10 typical cases involving the infringements of citizens’ personal infor-
mation detected by public security organs since 2019. Among them, four cases were involved in the

selling personal information through “darknet”, three cases related to the selling and reselling of per-

sonal information through taking advantage of their positions by insiders of telecommunications opera-
tors, banks, logistics and securities companies, and the rest two cases infringed on personal information
in the context of the COVID-19 outbreak. (More)

AN S A Overseas News

EDPBE —+—%kaWha - XTREZRCENNREN AR FIHEWEE
202054 A 14H, N HEZ R am#E#Fi1EK, REAHE R Z 71 & (European Data Protection
Board, “EDPB”) RF X THKHZR L EUNFELFAEFHEENEE, X— K THERF
RAZHNIEFA R TAABH AT NKAZR AT HNARFHATHERABENEN, HAE
TEZLHAFERAT RS, WEFR A AT HIE R H & E. EDPBIN A B F 8T & 5
ZA— A B Ry AT, @ EAE R R I 1D BT R E 58 R Y FRORL SR DA R CBR A BR AL
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https://www.ndrc.gov.cn/xwdt/ztzl/fkyqfgwzxdzt/fkgjdt/fgfc/202004/t20200410_1225542.html
https://www.mps.gov.cn/n2254098/n4904352/c7140573/content.html
https://www.mps.gov.cn/n2254098/n4904352/c7140573/content.html
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Twenty-First Plenary Session of the EDPB - Letter Concerning the European Com-
mission’s Draft Guidance on Apps Supporting the Fight Against the COVID-19
Pandemic

On April 14, 2020, following a request for consultation from the European Commission, the European
Data Protection Board (“EDPB”) adopted a letter concerning the European Commission’s draft Guid-
ance on apps supporting the fight against the COVID-19 pandemic. This Guidance on data protection
and privacy implications complements the European Commission’s Recommendation on apps for con-
tact tracing, published on 8 April and setting out the process towards a common EU toolbox for the use
of technology and data to combat and exit from the COVID-19 crisis. The EDPB considered that the
development of the apps should be made in an accountable way, documenting with a data protection
impact assessment all the implemented privacy by design and privacy by default mechanisms. In addi-
tion, the source code should be made publicly available for the widest possible scrutiny by the scientific
community. The EDPB strongly supported the Commission’s proposal for a voluntary adoption of such
apps, a choice that should be made by individuals as a token of collective responsibility. (More)

FERFMBREBKRFARFTE IR T E R ERF BEEA

2020F4F10H, F¥RMARNAXGTERAN, ARLABABRFHE-TAE, ARAETEAF
BB ANMBEREEE, FERITEBLUAFPRAMZEATO, ZFAFY, ¥
AFAHEEE —EZeWMATERT LN ML R, ATaELARFRERED
(Application Programming Interfaces, “API”) F#ERFAEBHWE A. £ THEFRKEYT, Z
R FTETRI DAY EM, HeLmRai P RANREE AR, Bh, ARQ2EAKT S AKX
AAPL, it AET E#TEHAAppE L EMIOSEE Z B e LN EE, A TEIL BN
R B JE THEXLE TApp. BTk, ERRILMAN, FRMERCEREXETF & PHEX
g, EANE-—NE WETETRANEREERETYE., (EEES)

Apple and Google Partner on COVID-19 Contact Tracing Technology

On April 10, 2020, Apple and Google were announcing a joint effort to enable the use of Bluetooth
technology to help governments and health agencies reduce the spread of the virus, with user privacy
and security central to the design. Apple and Google will be launching a comprehensive solution that
includes application programming interfaces (“APIs”) and operating system-level technology to assist
in enabling contact tracing. Given the urgent need, the plan is to implement this solution in two steps
while maintaining strong protections around user privacy. First, in May, both companies will release
APIs that enable interoperability between Android and iOS devices using apps from public health au-
thorities. These official apps will be available for users to download via their respective app stores. Sec-
ond, in the coming months, Apple and Google will work to enable a broader Bluetooth-based contact
tracing platform by building this functionality into the underlying platforms. (More)
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https://edpb.europa.eu/news/news/2020/twenty-first-plenary-session-european-data-protection-board-letter-concerning_en
https://edpb.europa.eu/news/news/2020/twenty-first-plenary-session-european-data-protection-board-letter-concerning_en
https://www.apple.com/newsroom/2020/04/apple-and-google-partner-on-covid-19-contact-tracing-technology/
https://www.apple.com/newsroom/2020/04/apple-and-google-partner-on-covid-19-contact-tracing-technology/
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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