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MIIT Publishes the Guidelines on the Construction of Standardized System of Net-
work Data Security

On April 10, 2020, the Ministry of Industry and Information Technology of China (“MIIT”) published
the Guidelines on the Construction of Standardized System of Network Data Security (“Guidelines™), to
solicit opinions from the public. The Guidelines implements the Cybersecurity Law and other laws and
regulations, aiming at protecting network data security in the telecommunications and Internet indus-
tries and promoting the rational and orderly flow of network data. The Guidelines constructs the stand-
ardized system of network data security, including basic generic standards, critical technology stand-
ards, security management standards, and major area standards. Specifically, basic generic standards are
the basic, universal and guiding standards in the protection of network data security, including the defi-
nitions of terms and the standard for data grading and classification; critical technology standards are
security standards related to the processes of data acquisition, transmission, storage, processing, ex-
change, destruction, etc.; security management standards are mainly to guide the industry to implement
laws and regulations as well as the management requirements of the competent authorities, including
data security assessment standards, etc.; major area standards refer to the network data security stand-
ards in 5G, mobile Internet, Internet of vehicles, Internet of things, industrial Internet, cloud computing,
big data, artificial intelligence, blockchain, and other key areas. (More)
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China to Promote Market-Based Allocation of Production Factors

On April 9, 2020, the Communist Party of China and the State Council issued the Opinions on Improv-
ing the Market-Based Allocation Mechanism of Production Factors (“Opinions”). The Opinions indi-
cates that it is necessary to accelerate the establishment of data factors market, advance the open sharing
of government data, promote the value of society data, and strengthen the integration and security pro-
tection of data resource. The Opinions also emphasizes the necessity of supporting the construction of
standardized data development and utilization scenarios in the fields of agriculture, industry, transporta-
tion, education, security, urban management, public resource trading, etc., attaching great importance to
the role of industrial associations and chambers of commerce, and promoting the standardization of data
collection in the fields of artificial intelligence, wearable equipment, Internet of vehicles, Internet of
things, etc. In terms of data management and protection, China will establish a unified data management
system, develop data privacy protection and security review systems, promote the formulation of securi-
ty protection system via data grading and classification in the context of big data, and strengthen the
protection of government data, business secrets and personal information. (More)
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http://www.gov.cn/zhengce/2020-04/09/content_5500622.htm
http://www.gov.cn/zhengce/2020-04/09/content_5500622.htm
https://www.tc260.org.cn/front/postDetail.html?id=20200407134210/
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NISSTC Issues List of the First Batch of Recommended National Standards for Cy-
bersecurity in 2020

Recently, the Standardization Administration issued the first batch of recommended national standards
plans for 2020. On April 7, 2020, the National Information Security Standardization Technical Commit-
tee (“NISSTC”) then issued a total of 16 cybersecurity standard items, as shown in the following table.
(More)

Table 1: List of the First Batch of Recommended National Standards for Cybersecurity in 2020
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Plan No. Name of Standard
20201686- T-469 Information security technology—Security technical requirements
for network vulnerability scanners
) 20201687- T-469 Information security technology—Security technology guidelines
for web portal system of government
20201688- T-469 Information technology—Security techniques—IT network securi-
3 ty—Part 3: Reference network scenario—Risk, design techniques,
and control factors
20201689- T-469 Information technology—Security techniques—IT network securi-
4 ty—Part 4: Securing communications between networks using se-
curity gateways
5 20201690- T-469 Information security technology—Guidelines for information secu-
rity risk management
6 20201691- T-469 Information security technology—Information security service—
Category
7 20201692- T-469 Information security technology—Security capability requirements
of cloud computing services
8 20201693- T-469 Information security technology—Security guide of cloud compu-
ting services
20201694- T-469 Information technology—Security techniques—Practice guide for
9 PII (Personal Identifiable Information) processors to protect PII in
the public cloud
10 20201695- T-469 Information security techniques—Functionality and interface spec-
ification of cryptographic support platform for trusted computing
11 20201696- T-469 Information technology—Security Techniques—Modes of opera-
tion for a block cipher
12 20201697- T-469 Information technology—Security techniques—Non-repudiation—
Part 2: Mechanisms using symmetric techniques
13 20201698- T-469 Information security technology—Public Key Infrastructure—
Testing and evaluation guide on standard conformance
14 20201699- T-469 Information security technology—Technical requirements and test-
ing and evaluating approaches of website data recovery products
20201700- T-469 Information security technology—Technical requirements and test-
15 ing and evaluation approaches for network-based intrusion detec-
tion system
16 20201701- T-469 Information security technology—Technical requirements and test-
ing and evaluating method for data backup and recovery products
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Baidu App Inquired into Serious Violations and Suspends Some of its Channels

On April 7, 2020, the Cybersecurity Administration of China (“CAC”) instructed Beijing CAC to in-
quire Baidu’s relevant person-in-charge about the serious violations of several channels of Baidu App
and demand it to cease the violations. The relevant person in charge of Beijing CAC indicated that Bai-
du App was in violations of relevant Internet laws, regulations and management requirements, failing to
fulfill its main responsibilities and strictly review the registration and contents of public accounts,
spreading vulgar information and intensively publishing “clickbait™ articles, which led to chaotic com-
munication order, ecological problems and caused bad social impact. Baidu App’s relevant channels
were required to be suspended from 9:00 a.m. on April 8 to clean up the illegal contents and carry out in
-depth rectification. (More)
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Twentieth Plenary Session of the EDPB - Scope of Upcoming Guidance on Data
Processing in the Fight Against COVID-19

On April 7, 2020, the European Data Protection Board (“EDPB”) announced that during its 20th plena-
ry session, it assigned concrete mandates to its expert subgroups to develop guidance on several aspects
of data processing in the fight against COVID-19. The two topics were as follows:

1. geolocation and other tracing tools in the context of the COVID-19 outbreak — a mandate was given
to the technology expert subgroup for leading this work;

2. processing of health data for research purposes in the context of the COVID-19 outbreak — a mandate
was given to the compliance, e-government and health expert subgroup for leading this work.

Considering the high priority of these 2 topics, the EDPB decided to postpone the guidance work on tel-
eworking tools and practices in the context of the COVID-19 outbreak, for the time being. (More)
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Canadian Maker of Smart Locks Settles FTC Allegations That It Deceived Consum-
ers about its Security Practices

On April 6, 2020, the Federal Trade Commission (“FTC”) announced that a Canadian company Tap-
plock, Inc. (“Tapplock™) had settled FTC allegations that it deceived consumers by falsely claiming
that its Internet-connected smart locks were designed to be “unbreakable” and that it took reasonable
steps to secure the data it collected from users. The FTC alleged that the company’s locks were not se-
cure and that Tapplock failed to take reasonable precautions or follow industry best practices to protect
the consumer data it collected. The FTC also alleged that Tapplock failed to implement a security pro-
gram or take other steps that might have helped the company discover electronic vulnerabilities with its
locks. The settlement required Tapplock to implement a comprehensive security program and obtain
independent biennial assessments of the program. In addition to the security program provision, the pro-
posed settlement prohibited Tapplock from misrepresenting its privacy and security practices. Tapplock
also was required to obtain third-party assessments of its information security program every two years.
In addition, the FTC had authority to approve the assessor for each two-year assessment period. (More)
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Zoom is Leaking Peoples’ Email Addresses and Photos to Strangers

On April 1, 2020, the Vice reported that popular video-conferencing Zoom was leaking personal infor-
mation of at least thousands of users, including their email address and photo, and giving strangers the
ability to attempt to start a video call with them through Zoom. The issue lied in Zoom’s “Company Di-
rectory” setting, which automatically added other people to a user’s lists of contacts if they signed up
with an email address that shared the same domain. This can make it easier to find a specific colleague
to call when the domain belongs to an individual company. But multiple Zoom users said they signed up
with personal email addresses, and Zoom pooled them together with thousands of other people as if they
all worked for the same company, exposing their personal information to one another. Last week, Zoom
updated the 10S version of its app. On March 30, a user filed a class action lawsuit against Zoom for the
data transfer. (More)
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https://www.ftc.gov/news-events/press-releases/2020/04/canadian-maker-smart-locks-settles-ftc-allegations-it-deceived
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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