O

= 1!/ NEWSLETTER

"] Eﬂi LIFANG & PARTNERS NRE0Ed _ e

EIESEYAS
No. 129

2020.03

MG REReERFEARAR

Weekly Cybersecurity and Data Protection Review

E W E E Domestic News

TE#AA (KT #5156t & &y 8 %)

MIIT Publishes the Notice on Promoting the Development of 5G

TfZ 3 W %% &% 2 R 387 IR GUFApp £ 48 it 5 5] BT JR (7] 1 29 3¢

MIIT Cybersecurity Administration Inquires into Data Leakage by Sina Weibo App
JTREREEEFEL—#EMApp

Guangdong Communications Administration Investigates Illegal Apps

5302 Overseas News

RIMBKE R Z R RA (FTEMREFETREANALIENZH)

EDPB Issues the Statement on the Processing of Personal Data in the Context of the COVID-19 Outbreak
FTCE J& & IR %12 B B T&M3E A oK IR AL R 47 B9 48 42 35l A 11X

FTC Gives Final Approval to Settlement with Background Services Provider over Allegations Related to Privacy
Shield

OAICEICO# M AR 5 AL AT A 1E 4 = F

OAIC and ICO Sign Memorandum of Understanding on Personal Information Protection
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MIIT Publishes the Notice on Promoting the Development of 5G

On March 24, 2020, the Ministry of Industry and Information Technology (“MIIT”) published the No-
tice of MIIT on Promoting the Development of 5G (“Notice”). The Notice covers the promotion of the
deployment of 5G network construction, the enrichment of 5G technology application scenario, the pro-
motion of 5G research, the construction and the implementation of 5G security system. The Notice re-
quires relevant entities to strengthen 5G network data protection and to improve the data security man-
agement rules and standard specifications. The Notice also requires the reasonable division of responsi-
bilities of data security and user’s personal information protection among network operators, industry
service suppliers and other parties, and requires that the assessment and certification of data security
compliance be promoted, the technical support system be built, and the security and protection level of
5@ data be effectively improved. In addition, relevant entities are required to foster the 5G network se-
curity ecology, strengthen research and development of core 5G technologies and the transformation of
technological achievements, and enhance the ability of cybersecurity services. (More)
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MIIT Cybersecurity Administration Inquires into Data Leakage by Sina Weibo App

On March 24, 2020, the MIIT announced that in response to media reports that malicious invocation of
the user query interface led to APP data leakage by Sina Weibo, the Cybersecurity Administration of
the MIIT inquired Sina’s relevant person-in-charge. Sina was required to take further effective measures
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http://www.miit.gov.cn/n1146290/n1146402/n1146440/c7832353/content.html
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and eliminate data security risks in accordance with the Cybersecurity Law, Provisions on Protecting
the Personal Information of Telecommunications and Internet Users and the Method for Identifying the
llegal Collection and Use of Personal Information by Apps. These measures included: (1) improving
privacy policies as soon as possible to regulate the collection and use of users’ personal information; (2)
strengthening security protection strategies, such as the protection of users’ information via data classi-
fication and the risk control of user query interface; (3) strengthening internal data security manage-
ment, carrying out self-assessment of data security compliance regularly or before launching new busi-
ness to prevent data security risks timely; (4) informing users and report to the competent authorities
timely in the event of data security incident. (More)
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Guangdong Communications Administration Investigates Illegal Apps

Recently, the Guangdong Communications Administration (“GDCA”) carried out the special action of
rectification on App privacy compliance and cybersecurity. The GDCA issued rectification notices to
the operators of 21 illegal Apps, simultaneously informing the App stores to take them off the shelves,
and imposed warnings and fines to the operators of 5 Apps with severe problems. These illegal conducts
mainly involved the following two aspects: (1) the violation of personal information protection provi-
sions, including the lack of privacy policy in Apps or the lack of rules regarding the collection and use
of personal information in existing privacy policy, and the violation of the principle of necessity, re-
questing or automatically turning on the rights that could collect users’ personal sensitive information
which was irrelevant to the current service, etc.; (2) the existence of potential security risks of App data
leakage, including the risks of source files and security policies, etc. (More)
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EDPB Issues the Statement on the Processing of Personal Data in the Context of the
COVID-19 Outbreak

On March 19, 2020, the European Data Protection Board (“EDPB”) issued the Statement on the Pro-
cessing of Personal Data in the Context of the COVID-19 Outbreak (“Statement”). The Statement indi-
cated that the General Data Protection Regulation (“GDPR”) is a broad piece of legislation and pro-
vides for rules that also apply to the processing of personal data in a context such as the one relating to
COVID-19. The GDPR allows competent public health authorities and employers to process personal
data in the context of an epidemic, in accordance with national law and within the conditions set therein.
The Statement also regulated that public authorities should first seek to process location data in an anon-
ymous way, which could enable generating reports on the concentration of mobile devices at a certain
location. When it is not possible to only process anonymous data, the ePrivacy Directive enables Mem-
ber States to introduce legislative measures to safeguard public security (Art. 15). If measures allowing
for the processing of non-anonymised location data are introduced, a Member State is obliged to put in
place adequate safeguards, such as providing individuals of electronic communication services the right
to a judicial remedy. As to employment, the employer should only require health information to the ex-
tent that national law allows it. Employers should inform staff about COVID-19 cases and take protec-
tive measures. In cases where it is necessary to reveal the name of the employee(s) who contracted the
virus and the national law allows it, the concerned employees shall be informed in advance and their
dignity and integrity shall be protected. (More)
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FTC Gives Final Approval to Settlement with Background Services Provider over

Allegations Related to Privacy Shield

On March 23, 2020, the Federal Trade Commission (“FTC”’) announced that it had given final approval
to a settlement with T&M Protection Resources, LLC (“T&M”) over allegations it misrepre its
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https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_statement_2020_processingpersonaldataandcovid-19_en.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_statement_2020_processingpersonaldataandcovid-19_en.pdf
https://www.ftc.gov/news-events/press-releases/2020/03/ftc-gives-final-approval-settlement-background-services-provider
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participation in and compliance with the EU-U.S. Privacy Shield Framework, which enables companies
to transfer consumer data legally from European Union countries to the United States. The FTC alleged
hat T&M continued to claim participation in the EU-U.S. Privacy Shield after its certification lapsed. In
addition, the company failed to verify annually that statements about its Privacy Shield practices were
accurate and failed to affirm that it would continue to apply Privacy Shield protections to personal infor-
mation collected while participating in the program. As part of the settlement, T&M was prohibited
from misrepresenting its participation in the EU-U.S. Privacy Shield framework, any other privacy or
data security program sponsored by the government, or any self-regulatory or standard-setting organiza-
tion. In addition, T&M was required either to continue to apply the Privacy Shield protections to per-
sonal information it collected while participating in the program or to return or delete the information.
(More)
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OAIC and ICO Sign Memorandum of Understanding on Personal Information Pro-
tection

On March 20, 2020, the Office of the Australian Information Commissioner (“OAIC”) and its counter-
part in the United Kingdom, the Information Commissioner’s Office (“ICQO”), have signed a Memoran-
dum of Understanding (“MoU”) to assist each other in policy development and the enforcement of laws
protecting personal information.

The MoU reflects the common mission of the OAIC and ICO to uphold information rights. Both organi-
zations will work together to protect personal data through: sharing experience, expertise and ways of
working, cooperating on specific projects and investigations, including joint research and changing in-
formation and intelligence to support each other’s work. The MoU identifies the regulation of children’s
privacy being a potential area for co-operation. The ICO recently published its Code of Practice to pro-
tect children’s privacy online. (More)
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.

Subscribe to our WeChat community

FHREANRT “ALTERESFT o CEEEAR

x| b [ KX [ N | & | wE

Beijing | Shanghai | Wuhan | Guangzhou | Shenzhen | Korea

ﬁ www.lifanglaw.com ’\\\ Tel: +8610 64096099
B Email: info@lifanglaw.com $= Fax: +8610 64096260/64096261

6/6



