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NISSTC Releases the Practice Guidelines for Cybersecurity Standards—Self-assessment Guidelines for Collecting
Personal Information in Mobile Internet Applications (Exposure Draft)
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A District Procuratorate in Shanghai Institutes Public Interest Litigation for Infringing on Personal Information
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EDPB Issues the Statement on the Processing of Personal Data in the Context of the COVID-19 Outbreak
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NISSTC Releases the Practice Guidelines for Cybersecurity Standards—Self-
assessment Guidelines for Collecting Personal Information in Mobile Internet Appli-
cations (Exposure Draft)

On March 19, 2020, the National Information Security Standardization Technical Committee
(“NISSTC”) released the Practice Guidelines for Cybersecurity Standards—Self-assessment Guidelines
for Collecting Personal Information in Mobile Internet Applications (Exposure Draft) (“Guidelines™) to
solicit opinions from the public. Based on increasing practical experience and in accordance with the
requirements of laws and regulations such as the Guide to the Self-Assessment of Illlegal Collection and
Use of Personal Information by Apps, the Cybersecurity Law of the People’s Republic of China, and the
Method for Identifying the Illegal Collection and Use of Personal Information by Apps and other nation-
al standards, the Guidelines provides six aspects to be assessed in collecting personal information in
APPs: (1) whether to publicly disclose rules regarding the collection and use of personal information;
(2)whether to clearly indicate the purposes, methods and scopes of the collection; (3) whether to obtain
the consents of users before collection; (4) whether to comply with the principle of necessity only to
collect personal information related to the services provided; (5) whether to provide personal infor-
mation to others without consent; (6) whether to provide the function of deleting or correcting personal
information in accordance with laws or to publish the channels for complaints and whistleblowing re-
ports. (More)
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https://www.tc260.org.cn/front/postDetail.html?id=20200319113609
https://www.tc260.org.cn/front/postDetail.html?id=20200319113609
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MIIT Publishes the Special Action Plan for Digital Empowerment of SMEs

On March 19, 2020, the Ministry of Industry and Information Technology of China (“MIIT”’) published
the Special Action Plan for Digital Empowerment of Small and Medium Enterprises (“SMEs”) (“Plan)
to enhance the digital capabilities of SMEs to cope with COVID-19 preventions, resume production and
maintain business growth. To strengthen cybersecurity and data protection of SMEs is one of the main
tasks under the Plan. The Plan proposes that SMEs shall implement the requirements under the Cyber-
security law and other laws, regulations and technical standards. It further points out that it is important
to build public service platform providing support services of cybersecurity and data protection for
SMEs, encourage security service providers to develop innovative security service model and improve
security service supply capacity, and finally provide customized and comprehensive security solutions
for SMEs. (More)
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Tianjin CAC Issues the First Report on the Rectification of COVID-19 Prevention
APPs

On March 16, 2020, the Cyberspace Administration of Tianjin (“Tianjin CAC”) issued the first Report
on the Rectification of COVID-19 Prevention APPs. Since March 9, when the special campaign of rec-
tification was carried out, the Tianjin CAC has evaluated and tested the COVID-19 prevention APPs
(including applets, web tools, etc.) reported by netizens. After evaluation, it was found that 7 apps con-
ducted illegal collection and use of personal information. The issues mainly include the lack of privacy
policy in Apps, the failure to notify users of the purpose, methods and scope of collection and use of
personal information, and the failure to provide the function of deleting or correcting personal infor-
mation in accordance with laws, or the failure to publish the channels for complaints and whistleblow-
ing reports. (More)
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http://www.miit.gov.cn/n1146295/n1652858/n1652930/n3757016/c7826486/content.html
http://www.miit.gov.cn/n1146295/n1652858/n1652930/n3757016/c7826486/content.html
https://www.tjcac.gov.cn/index.php?m=content&c=index&a=show&catid=90&id=3784
https://www.tjcac.gov.cn/index.php?m=content&c=index&a=show&catid=90&id=3784
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A District Procuratorate in Shanghai Institutes Public Interest Litigation for In-
fringing on Personal Information

On March 12, 2020, the People’s Procuratorate of Hongkou District of Shanghai filed a merger of ac-
tion in criminal prosecution, also a public interest suit, against the accused, three employees of educa-
tion and training organizations for the crime of infringing upon citizens’ personal information. The
Hongkou District People’s Court heard the case and pronounced judgment in court. More than 500,000
students’ personal information was resold and exchanged in Beijing and Shanghai in this case. The final
judgment supported all claims, including civil compensation liability, brought by the procuratorate as a
public interest litigation prosecutor. In addition to assuming corresponding criminal responsibility, the
three defendants were also required to make a public apology on national news media and paying com-
pensation for damages.

This was also one of a series of public interest litigations instituted by Shanghai procuratorate to
strengthen citizens’ information protection. (More)
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KMEERFZEREXARTHF AN REE TRENAKENEHA

2020F3 A 16 H, BRiMZk4E R4 Z R 2 (European Data Protection Board, “EDPB”) * /% Andrea
Jelinek X & 7 (AT EF T KB EHEAENALEHNFH) (“(FHY 7)) . (FH)
EHEE (ERAKERTEHF)  (General Data Protection Regulation, “GDPR”) 1& & BR 2 %%
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B, GDPRABEANFT A TEMITREEZIEHETFEAEFKEZTRRERZNELTAE
MBERETETERERE, REATREEZE T AT ATBHW AL EE &, RIPFEAF
#i (GDPRFE <4 . FNF) HEFHEMEENFHEIL.

BEFEAHE (WFACEHE) LEEA, (BFRAEASD (ePrivacy Directive) #E R
FEEAXRBIEREBEZREENELT, ZEFT G EALEHE. PENHEUE 4
URABEHZEN TR ERATE - HELHREEFERE.

LHELEATELUAROEAT, (BTRAEL) BT TREXREARFER AL ZLMERLEN.
WRABUMEE®, KAETXHFRRE LN RESLE, WRTPATERFN. (EEES)
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https://mp.weixin.qq.com/s/uI82jwKxj1nczb6VEyqBRQ
https://mp.weixin.qq.com/s/uI82jwKxj1nczb6VEyqBRQ
https://edpb.europa.eu/news/news/2020/statement-edpb-chair-processing-personal-data-context-covid-19-outbreak_en
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EDPB Issues the Statement on the Processing of Personal Data in the Context of the
COVID-19 Outbreak

On March 16, 2020, Andrea Jelinek, Chair of the European Data Protection Board (“EDPB”) issued the
Statement on the Processing of Personal Data in the Context of the COVID-19 Outbreak (“Statement’).
He said that data protection rules (such as General Data Protection Regulation (“GDPR”)) did not hin-
der measures taken in the fight against the coronavirus pandemic. Even in these exceptional times, a
number of considerations should be taken into account to guarantee the lawful processing of personal
data.

The GDPR provides for the legal grounds to enable the employers and the competent public health au-
thorities to process personal data in the context of epidemics, without the need to obtain the consent of
the data subject. This applies for instance when the processing of personal data is necessary for the em-
ployers for reasons of public interest in the area of public health or to protect vital interests (Art. 6 and 9
of the GDPR) or to comply with another legal obligation.

For the processing of electronic communication data, such as mobile location data, additional rules ap-
ply. The national laws implementing the ePrivacy Directive provide for the principle that the location
data can only be used by the operator when they are made anonymous, or with the consent of the indi-
viduals. The public authorities should first aim for the processing of location data in an anonymous way.
This could enable to generate reports on the concentration of mobile devices at a certain location.

When it is not possible to only process anonymous data, Art. 15 of the ePrivacy Directive enables the
member states to introduce legislative measures pursuing national security and public security. If such
measures are introduced, a Member State is obliged to put in place adequate safeguards, such as grant-
ing individuals the right to judicial remedy. (More)
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https://edpb.europa.eu/news/news/2020/statement-edpb-chair-processing-personal-data-context-covid-19-outbreak_en
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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