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NISSTC Publishes the Priorities for 2020
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Tianjin CAC Launches Special Action against Illegal Information Collection by COVID-19 Prevention APPs
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Commissioner Launches Federal Court Action against Facebook
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NISSTC Releases the Practice Guidelines for Cybersecurity Standards—
Telecommuting Security Protection

On March 13, 2020, the National Information Security Standardization Technical Committee
(“NISSTC”) released the Practice Guidelines for Cybersecurity Standards—Telecommuting Security
Protection (“Practice Guidelines™), aiming to provide standardized practice guidelines on cybersecuri-
ty, information protection standards and other issues related to telecommuting. The Practice Guidelines
analyzes main security risks in typical telecommuting scenarios, such as online meeting, instant messag-
ing and online document collaboration. It also provides specific security measures for users, the organi-
zations and their employees, of the telecommuting system from the aspects of managerial and opera-
tional security. In terms of the protection of personal information, organizations should protect personal
information in accordance with the Information Security Technology—Personal Information Security
Specification. The Practice Guidelines further requires organizations to ensure data security by classify-
ing data, designing data leakage prevention strategies and data destruction schemes, and restricting the
transmission of organizations’ sensitive data to users’ personal devices. (More)
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NISSTC Publishes the Priorities for 2020

On March 10, 2020, the NISSTC published the National Information Security Standardization Tech-
nical Committee’s Priorities for 2020 (“Priorities for 2020 ). In 2020, there are six priorities for cyber-
security standardization work, including: (1) improving the national standard system of cybersecurity,
including release of the National Standard System of Cybersecurity (2020); (2) promoting the formula-
tion of key urgent standards, including data classification, data security of network platforms, and per-
sonal information security of apps, and releasing at least 25 national standards for cybersecurity; (3) tak-
ing effective measures to strengthen the publicity and implementation of standards; (4) adapting the in-
ternational standardization, and conducting research on the applicability of international standards in the
fields of privacy protection, electronic forensics, and biometric identification, and localize them prompt-
ly; (5) improving the mechanism for standardization formulation; (6) promoting innovative vision, and
actively explore new mechanism of talent training and integrated development. (More)
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Tianjin CAC Launches Special Action against Illegal Information Collection by
COVID-19 Prevention APPs

On March 9, 2020, the Cyberspace Administration of Tianjin (“Tianjin CAC”) published the Nofifica-
tion on Rectification of the Illegal Gathering and Using of Private Information by COVID-19 Preven-
tion APPs (“Notification”) in which it mentioned that Tianjin CAC will rectify nine types of illegal per-
sonal information gathering and using behaviors by COVID-19 prevention APPs. The Notfification re-
quires the operators of such APPs to fulfill its responsibilities of protecting personal information, to fill
the personal information protection form online and to conduct cybersecurity check by themselves. At
the meanwhile, the Tianjin CAC will coordinate with relevant government departments to assess the
information protection measures taken by different APPs and instruct operators to rectify their wrong-
doings within limited time period. For those do not rectify within the limited time or whose illegal con-
duct is serious, operators will be summoned, and APPs will be delisted from the app store and the ad-
ministrative punishment will also be imposed upon. If the operator is suspected of committing a crime,
it will be transferred to the public security organ for investigation of criminal liability. (More)
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The Swedish Data Protection Authority Imposes EUR 7m Fine upon Google

On March 11, 2020, the Swedish Data Protection Authority (“DPA”) announced that it imposed a fine
of EUR 7m on Google for failure to adequately comply with its obligations regarding the right of data
subjects to have search results removed from the results list. The DPA had already completed a review
in 2017 of the way in which Google dealt with the right of individuals to have search results removed
from Google’s search engine and that the DPA had instructed Google to remove a number of search re-
sults. The DPA stated that it had initiated a further review of Google’s practices in 2018 after it received
indications that several of the results that should have been removed still appeared in search results. The
DPA also objected to Google’s current practice of informing web site owners about which results
Google was removing from search results, specifically which link had been removed and who was be-
hind the request for removal from the list, as this was without legal basis. (More)
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Commissioner Launches Federal Court Action against Facebook

On March 9, 2020, the Office of the Australian Information Commissioner (“OAIC”) announced that it
had lodged proceedings against Facebook in the Federal Court, alleging that the social media platform
had committed serious and/or repeated interferences with privacy in contravention of the Australian
Privacy Principles. 1t was found that the personal data of around 311,127 Australian Facebook users
were exposed and sold to This Is Your Digital Life, and such information was exposed to the risk of be-
ing disclosed to Cambridge Analytica and used for political profiling purposes. The statement of claim
also alleged that Facebook did not take reasonable steps during this period to protect its users’ personal
information from unauthorized disclosure. (More)
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A
1| LiFANG & PARTNERS
B = » # m = 5

NI
=

IHERESRRE (LAWY WENRAFBEF AT Ry EERRESFNRFASMLRE, L7
AAGRTNEERERIESFNEERNREERE, LRNERESH,

This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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