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China's First Approved Security Assessment for Outbound Data Transfers Case Issued in Beijing
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General Office of the State Council Forwarded Several Measures on Further Encouraging Foreign
Investment in the Establishment of Research and Development Centers issued by the Ministry of Com-
merce and the Ministry of Science and Technology
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Release of Administrative Regulations of the Tibet Autonomous Region on Network Information Se-
curity
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Release of Shanghai Metaverse Application Scene Require ments
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Hainan Cyberspace Administration Publicizes17 Online Game Apps That Violate Users' Privacy
WEANemE AR FBTEEATH, BEITRATHTT647 T

Xiamen Bank Was Fined RMB 7.64 Million for 23 Illegal Acts Including Violation of Personal Finan-
cial Information Protection
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Russian Tech Giant Yandex Leaked Source Code
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CNIPA Issues the Guidelines for Marks Prohibited from Being Used as Trademarks
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CNIPA Issues an Announcement on the Full Implementation of Electronic Patent Certificates
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SPC Clarifies How to Judge whether Two Patented Technical Solutions Constitute the Same Invention
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"Kailai" and other Three Trademarks were Hitchhiked and Protected by Court
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Setting the Combination of "Dark Horse" and "Programmer" as Search Keyword Constitutes Infringe-
ment
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Judgment of the Henan High People’s Court on Works of Fine Art under the Copyright Law
FETBUETAERA mRIFER R T REL, RE60007% T

Chinese Manufacturers Sues International LCD Giants for Patent Infringement, Claiming Damages of
RMB 60 Million
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USPTO Announced the Launch of a New Intellectual Property Identifier Tool
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China's First Approved Security Assessment for Outbound Data Transfers Case Is-
sued in Beijing

On 18 January 2023, according to the Beijing Cyberspace Administration (“BCA”), China's first ap-
proved security assessment for outbound data transfers case has been issued in Beijing. It is reported
that since the implementation of the Security Assessment Measures for Outbound Data Transfers on 1
September 2022, BCA has answered more than 700 telephone inquiries, served more than 270 entities
with outbound data transfers demand, organized and guided 16 entities in Beijing's key fields such as
social media, medical care, finance, automobile, and civil aviation to submit official applications, of
which10 entities have passed the completeness inspection of their application materials, and 2 entities
have passed the security assessment for outbound data transfers. Among them, the cooperative research
project between Beijing Friendship Hospital, Capital Medical University and the University of Amster-
dam Medical Center has become the first case of data compliance case for outbound data transfer in
China. The approval of the project marks the first implementation of the national security assessment
for outbound data transfers system in Beijing, providing practical guidance for strengthening the securi-
ty management of outbound medical and health data and promoting international medical research co-
operation. Recently, the Air China Limited project processed by BCA has also been successfully ap-
proved, which is the second successful application across China. (More)
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General Office of the State Council Forwarded Several Measures on Further En-
couraging Foreign Investment in the Establishment of Research and Development
Centers issued by the Ministry of Commerce and the Ministry of Science and Tech-
nology

On 11 January 2023, the General Office of the State Council forwarded Several Measures to Further
Encourage Foreign Investment in the Establishment of Research and Development Centers issued by
the Ministry of Commerce and the Ministry of Science and Technology. In particular, it is stipulated
that efforts will be made to support the cross-border flow of research and development data in accord-
ance with the law, implement the requirements of the Cybersecurity Law, the Data Security Law, the
Personal Information Protection Law and other relevant laws and regulations, strengthen the cross-
border data security management, safeguard national security and social public interests, and protect
personal information rights and interests. security assessment of outbound transfer of important data and
personal nformation shall be efficiently carried out, and the safe and orderly and free flow of research
and development data shall be promoted. (More)

TREEXNEERRZLETELARS

2023F1A20H, ARMNER 2 EREMARNASNE XA HEEN, 2022F12A9H T E 836
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8, &, EANMAGEE, NLYEFEAK, EY, SENEN, AFkE. FHAAN, HAFX
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%o (&P1) B202352A1HR®IT. (EEES)

Release of Administrative Regulations of the Tibet Autonomous Region on Network
Information Security

On 20 January 2023, the Office of the Tibet Leading Group for Cyberspace Security and Informatiza-
tion announced that the 43rd session of the Standing Committee of the 11th People's Congress of the
Tibet Autonomous Region has adopted the Administrative Regulations of the Tibet Autonomous Re-
gion on Network Information Security (the "Regulations") on 9 December 2022. The Regulations shall
apply to such activities as producing, reproducing, promulgating and disseminating information by
means of computer network and the supervision and related administration work within the administra-
tive region of the Autonomous Region. The Regulations stipulate that network operators shall protect
the personal information of users in accordance with the law, and collection and use of personal infor-
mation shall follow the principle of lawfulness, rightfulness and necessity, publicize rules for infor-
mation collection and use, explicitly express purposes, methods and scope of information collection and
use, and obtain the consent of the persons whose personal information is collected. The Regulations
have been effective implemented from 1 February 2023. (More)
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Release of Shanghai Metaverse Application Scene Requirements

On 17 January 2023, according to a news release by the Shanghai municipal government, Shanghai
officially released the first list of demands for major metaverse application scenarios, which covers 20
scenarios in seven areas: business operation, classroom education, tourism and sightseeing, branded
entertainment, intelligent manufacturing, healthcare and digital city. The digital city scenarios include,
among others, Zhangjiang Digital Twin Future City, "Yuan" Upper Suzhou Creek, Huamu Street
Community metaverse. In the field of business operation, the River Mall, Nanjing Road Pedestrian

Street, etc., launched "retail metaverse", "digital currency", "cultural and creative derivatives" and oth-
er scenes. (More)

W W & W2 A BRITK R A A BRFL B B 4536 3% K App

2023F1A18H, BEEALHMAEEALE (TH “BENEA” ) XA HER, HEHE N
RAFPEAR. SRAEBENHRNE LN ARFUREEAMAGEREERLIEATT ARN, R
HERIT CBAKRANT “RUBBE” LTS EY” F1TRAppF A T FEAE K E kALK
EEANMAGRNTAN. WRFIAAE, BERIA KR, KRFIARKE S RAETEHKEN
ANRBEEFETA, WREX (BHEHRARLHAEFEEMRFEENZ) . BENELETH
HEBRETHRAMAZELARAER. (EEESL)

Hainan Cyberspace Administration Publicizes 17 Online Game Apps That Violate
Users' Privacy

On 18 January 2023, the Hainan Cyberspace Administration announced that it had conducted a tech-
nical test on the collection and use of personal information by various applications with a large number
of users and closely related to people's life in Hainan Province. The test results show that 17 apps, such
as "matchmaker", "I cut very badly" and "robot arena", have been involved in different degrees of ille-
gal collection and use of personal information. The problems involved include the compulsory request
for user authorisations, failure to specify the purpose of request for authorisations and the collection of
personal privacy information beyond the scope, which result in violation of the Administrative Provi-
sions on Mobile Internet Applications Information Services. The Hainan Cyberspace Administration
has publicly issued the warning and ordered the relevant operating units to rectify within a time limit.
(More)
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https://www.shanghai.gov.cn/nw4411/20230117/4ec2246afe5a4ea0ae948c22ca6def85.html
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Xiamen Bank Was Fined RMB 7.64 Million for 23 Illegal Acts Including Violation
of Personal Financial Information Protection

On 30 January 2023, according to the administrative penalty information publicity form published by
the People's Bank of China Fuzhou Central Sub-branch, Xiamen Bank was warned by the People's
Bank of China Fuzhou Central Sub-branch, confiscated the illegal income of RMB 767.17, and fined
RMB 7.64 million for 23 illegal acts including violation of personal financial information protection
regulations, violation of financial consumer protection internal control and other administrative regula-
tions.(More)

X ENISTA A ATERAREEFTER

202341 A20H, xEBFHTREERTE SR AT AR (NIST) 24 T (ATH NG EHE
E%1.0) (AIRMFLO) . AIRMFLOAR BRMEM, HHEHTHEATHERARNALEEL
TEE. BRORNL, AEHRFIARL. EATEGRBRNYL UL LEFAENE DT EH K
2oL ENEE, Al RMFLOR X T £ EBUFKE# fAwE LA AMAIR %, FEBE
MBEFIHENBEABEHERFTERN. (EEES)

U.S. NIST Publishes AI Risk Management Framework 1.0

On 26 January 2023, US NIST published Al Risk Management Framework 1.0. The framework is vol-
untary but will help organizations deploying Al systems to enhance their trustworthiness and reduce
biases, while protecting individuals' privacy. This framework is the latest example of world govern-
ments attempting to promote responsible and useful Al systems, while mitigating the potential ne gative
impacts of machine learning algorithms, as the technology is poised to revolutionize all aspects of soci-
oeconomic life.(More)

XEMKRBEERAREN “AAE” ATERWN

202341 A27H, xEBRFERMNIKEZ R2EW LRI, mEFBEMATEEADE KL,
TERE. MR, SEDNA e R EFORH A a1, —4& % EBFE RAEXKEN LK
WIFE FBEEAILE, KEFKZAEA “RME” AT, K7 Rl & T 1% — GO 71X
RIRT 4 29Uk, wRAMARBRFF, ERE, ADRBERZZA L MIEF I Hix, Bitx
BENL W EFEEBAR, FHRSGEFEHEMR FRE. LMBFE RET, A&/
MARHFLMER DN, (EEES)
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https://news.cnstock.com/news,bwkx-202301-5010826.htm
https://news.cnstock.com/news,bwkx-202301-5010826.htm
https://iapp.org/news/a/us-nist-publishes-ai-risk-management-framework-1-0/
https://iapp.org/news/a/us-nist-publishes-ai-risk-management-framework-1-0/
https://www.reuters.com/technology/white-house-european-commission-launch-first-of-its-kind-ai-agreement-2023-01-27/
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U.S. and EU Announced First-of-its-kind AI Agreement

On 27 January 2023, The United States and European Unionannounced an agreement to speed up and
enhance the use of artificial intelligence to improve agriculture, healthcare, emergency response, cli-
mate forecasting and the electric grid. A senior U.S. administration official, discussing the mitiative
shortly before the official announcement, called it the first sweeping Al agreement between the United
States and Europe. Previously, agreements on the issue had been limited to specific areas such as en-
hancing privacy. Al modeling, which refers to machine -learning algorithms that use data to make logi-
cal decisions, could be used to improve the speed and efficiency of government operations and ser-
vices. The senior administration official said other countries will be invited to join in the coming
months.(More)

. Z A B 3k Yandex A IR A MR

202341 F128 H, #%& Bleeping Computeri &, — %7l /& R % MAHK Z AT /A 7 Yandex /R K
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I IRCEE AL S BT R RS, B, R E WA B A Yandex & P #E, H T4
*Yandex Fl P R L a2 RABENR, W2 FEETHFEANR. (BEES)

Russian Tech Giant Yandex Leaked Source Code

On 28 January 2023, a Yandex source code base stolen by a former employee of a Russian technology
company has been leaked as a torrent on a popular hacking forum, according to Bleeping Computer.
Leakers posted a magnetic link to what they claim are “Yandex git sources”, including 44.7GB of files
stolen from the company in July 2022. The code base allegedly contains all of the company's source
code except for its anti-spam rules. It is reported that this leak does not contain any customer data, so it
does not pose a direct risk to the privacy or security of Yandex users, nor does it directly threaten the
leakage of patented technology.(More)
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E R AR R R KA (R TN BEREAFSHET]D

HH, BRMRFREA G SR T ERER T FEMSERLE FEE W EEHRN,
HRRET (KT M’Eﬁ?ﬁﬂ%ﬁ?ﬁ I AEEY (TR (831 ), XTI EhEF1(E
Ho (F851) BB RELE LENTAERARE, SMEM FiFsEEAERRER EAE
Wk BT, él%FﬁiﬁifﬁffﬂiiE@%%ﬁﬁ‘?mE:ﬂﬂ%@i)"ﬂ iR, (5 METERATE,
FI%T “UxELET RENE KB URER “ExiE L TENEEERENA,

RiR: EZ AR AR

7/15
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CNIPA Issues the Guidelines for Marks Prohibited from Being Used as Trademarks

ecently, the China National Intellectual Property A dministration (CNIPA) organized and prepared the
Guidelines for Marks Prohibited from Being Used as Trademarks (the Guidelines) to guide relevant
market entities to follow the principle of good faith in the process of trademark registration and use.
The Guidelines aim to guide market to establish the correct awareness in the application for registration,
and use of trademarks by sorting out marks which are prohibited from being used as trademarks and
analyzing the legal liability to be borne in the registration application or use of relevant marks. The
Guidelines provide for the scope of application, enumerating the common types of marks of the
"absolute prohibition", the legal consequences arising from the use of such marks and other contents.

Source: CNIPA
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CNIPA Issues an Announcement on the Full Implementation of Electronic Patent
Certificates

Recently, in order to continuously improve the informatization and facilitation level of patent examina-
tion services, CNIPA will fully implement the electronic patent certificates as of February 7, 2023
(inclusive). Where a party concerned applies for and obtains the authorization of a patent in electronic
form, the party shall download the electronic patent certificate via the patent service handling system or
download the electronic patent certificate in the way as stated in the Notice of Collecting the Electronic
Patent Certificate.

Source: CNIPA
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RiE: wEARER

SPC Clarifies How to Judge whether Two Patented Technical Solutions Constitute
the Same Invention

Recently, the Supreme People's Court (SPC) made a second trial judgment on the case of infringement
of the patent right of invention, ruling that the defendant shall stop infringing the plaintiff's patented
products and pay the damages of RMB 120,000.

The court held that to determine whether the two patent solutions involve the same invention, the object
of comparison must be specified. A comparison shall be made between the invention and the utility
model filed on the same date. If the protection scopes of the claims are corresponding to each other and
the technical solutions protected by the claims are the same, the invention and the utility model filed on
the same date shall be the same invention. That is, to determine whether the two constitute the same
patent, the method to determine whether the protection scope of the claims is the same shall be adopted.
In this case, the same applicant applied for the patent involved and the utility model on the same day,
but there was only one claim corresponding to one technical solution for the patent involved, while
there were 14 claims corresponding to 14 technical solutions for the utility model on the same day, nei-
ther of the two patents had the same protection scope. Therefore, the patent concerned and the utility
model of the same date are not "the same invention ". The original judgment was wrong in determining
that the patent and the utility patent of the same date are "the same mvention".

Source: SPC
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R AT AR A B
"Kailai" and other Three Trademarks were Hitchhiked and Protected by Courts

Beijing Intellectual Property Court (Beijing IP Court) made the second-instance judgment in the
trademark right infringement case between the Management (Beijing) Co., Ltd., Kailai International
Restaurant (Kailai Company) and Kaidi Hotel (Kaidi Hotel) and Beijing ELong Information Technol-
ogy Co., Ltd., which upheld the original judgment. The court of first instance held that Kaidi Hotel's
acts infringed the exclusive right to use the registered trademark of Kailai Company, and shall stop
the infringement and pay the damages for Kailai Company.

The court ruled that the use of a trademark as referred to in the Trademark Law shall mean the use of
a trademark on products, packages or containers of products and products transaction documents, or
the use of a trademark in advertisements, exhibitions and other business activities for the purpose of
identifying the source of the products. The service provided by Kaidi Hotel was similar to the service
of residence, restaurant and hotel reservation as approved for use of the four trademarks involved by
Kailai Company. During the operation of the Kaidi hotel, the prominent use of the words and logo of
" Gloria " on the roof of the hotel, on the roof of the canopy, on the background wall of the reception
desk in the lobby, on the brochure, on the signboard, on the hotel's daily necessities, and on the hotel's
reserved webpage, which indicates the source of service and constitutes trademark use. Upon compar-
ison, the prominent use of the characters and logo of " Gloria " by Kaidi Hotel during its operation by
the said characters and logo were similar to the four trademarks of Kailai Company, which would eas-
ily cause confusion or misidentification of the relevant public with respect to the service source.
Therefore, the act involved by Kaidi Hotel infringed upon Kailai Company's exclusive right to use the
registered trademarks.

Source: Beijing IP Court

R “RE” 5 “BRFER” WASRIDR AR RABIAHREX
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Setting the Combination of "Dark Horse" and "Programmer" as Search Key-
word Constitutes Infringement

Recently, Beijing Intellectual Property Court (Beijing IP Court) made the second-instance judgment
in the trademark infringement and unfair competition dispute case, affirming that the alleged acts of
defendant constituted trademark infringement.

The court held that the defendant set the search keyword "Dark Horse Programmer" in Baidu Search
and 360 search, and used the words "Dark Horse Program Member" and "Dark Horse Training" in the
titles and descriptions of the search links of the websites involved, which could serve the purpose of
identifying the source of services, and shall be deemed as trademark use. The words "Dark Horse Pro-
grammer", "Dark Horse Program Member" and "Dark Horse Training" used by the defendant are
identical or similar to the words "Dark Horse Programmer" i the plaintiff's trademark involved in
this case in terms of word composition, pronunciation, meaning and other aspects and have constitut-
ed identical or similar trademarks. The search links provided by the defendant were all education and
training contents, and the service promoted by the defendant's websites was basically the same as the
"training" service used by the plaintiff upon verification of the trademark involved I in terms of ser-
vice content, purpose, subject, method and other aspects; therefore, they belonged to the same service.
The defendant's acts made it easy for the relevant public to visit the defendant's website by browsing
the title and description of the search link when searching for "Dark Horse Programmer", thus causing
the relevant public to misunderstand that they had visited a website related to "Dark Horse Program-
mer".

Source: Beijing [P Court
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Judgment of the Henan High People’s Court on Works of Fine Art under the Copy-
right Law

The Henan High People’s Court has made the judgment of second instance and upheld the original
judgment on a copyright ownership and infringement dispute. The court of original instance ordered the
defendant to stop manufacturing, sale and offering to sell the copyright of the plaintiff and pay the dam-
ages of RMB300 ,000.

The court held that the determination of works of art protected by the copyright law needs to consider
whether they have the originality and aesthetic significance as works of art. As a work of art, a work of
applied art has both practicality and artistry, but its practical function is not protected by the copyright
law. As a work of applied art, it is only protected by its artistry, that is, to protect the original artistic
forms or patterns on the work of applied art. As a work of applied art protected by the copyright law, its
practicality and artistry can be separated from each other. If it cannot be separated, it cannot become a
work of art protected by copyright law.

In this case, in terms of the wine bottles and packaging cases involved, although they embody certain
design in terms of composition, text, color, etc., their overall artistry has not yet reached the originality
and aesthetic significance required by the art works. The wine bottle and the packaging box are more
practical as a whole, and cannot be separated from the landscape painting patterns and characters that
embody the artistry. Therefore, the wine bottle and the packaging box are not art works protected by
copyright law. However, the appearance of the "cloud and ice chrysanthemum" wine bottle and the
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packaging box combined the characteristics of painting and writing. According to the evidence in the
case, the landscape painting patterns printed on the wine bottle body and the packaging box were cre-
ted by the plaintiff, with certain originality and aesthetic significance. The plaintiff has the copyright
of the landscape painting art works, which shall be protected according to law.

Source: Henan High People’s Court
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Chinese Manufacturers Sues International LCD Giants for Patent Infringement,
Claiming Damages of RMB 60 Million

Recently, a high-value patent lawsuit occurred i the field of LCD. Jiangsu Hecheng Display Technol-
ogy Co., Ltd. (Hecheng Display) sued two subsidiaries of Japan DIC Co., Ltd. in China for patent in-
fringement, with a claim amount of up to RMB 60 million. It is reported that Hecheng Display, found-
ed in 2002, is a Chinese high-tech enterprise focusing on the research and development and industriali-
zation of display-related materials. DIC Co., Ltd. is a comprehensive chemical enterprise focusing on
printing ink, pigment, synthetic resin and other fine chemicals. Its two subsidiaries involved in the law-
suit are engaged in the research, development, production and sales of liquid crystal materials. Previ-
ously, Hecheng Display filed a request for invalidation of the patent for "liquid crystal display ele-
ment" held by DIC Co., Ltd. The China National Intellectual Property Administration considered that
claims 1-7 of the invention patent were not creative and declared all invalid. Hecheng Display said re-
cently that the case had been filed in the Nanjing Intermediate People's Court.

Source: Jiwei
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USPTO Announced the Launch of a New Intellectual Property Identifier Tool

Recently, the United States Patent and Trademark Office (USPTO) announced the launch of a new in-
tellectual property (IP) identifier tool. This user-friendly virtual resource is designed for people who are
not familiar with intellectual property, so that users can understand the intellectual property they own
and the intellectual property protection required to support and promote their business, invention or
brand. USPTO encourages individuals who are considering starting a business or trying to develop a
business to use this tool. Currently, IP identifier consists of two modules: basic IP identifier and ad-
vanced IP identifier; The third module "Managing IP assets" is currently under development.

Source: CASIP
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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