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Official Release and Implementation of the Initial National Standards in the Field of Industrial Internet
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Shenzhen DRC Seeks Public Comments on the Measures of Shenzhen for Promoting the High-quality
Development of Intelligent & Connected Vehicle Industry (Draft for Comments)
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Zhejiang Provincial Department of Finance Seeks Public Comments on the Guidelines for Data Asset
Confirmation (Draft for Comment)
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Texas Sues Google for Compiling Texans’ Biometric Data
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Microsoft Data Breach Reportedly Exposed 2.4 TB Sensitive Information

1/13



Db

= 1!/ NEWSLETTER

"] Eﬂi LIFANG & PARTNERS NRE0Ed _ i

EIESEYAS
N0.3 2 1

2022.11

% B A7 A/ 8] Clearview Al # K GDPR# 5720004 ¥ 7T

American Facial Recognition Company Clearview Al Was Fined 20 Million Euros for Breach of
GDPR
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OECD Published Cross-border Data Flows Report
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Trademark Office Opens the Portal for Reporting Clues to the Leakage of Trademark Information
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A Company Was Fined Nearly RMB 1 million for Slandering Competing Products in the Live Broad-
cast
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The Case of Copyright Infringement of Copycat Version of "Dahua Xiyou" Online Game Was Sen-
tenced
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"Magpie Nest" trademark is invalid because it is similar to the "Nestle" trademark
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Chinese pharmaceutical enterprise Sunshine Lake successfully challenged a drug patent in the U.S.
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Apple asks Federal Circuit to overturn USD 300 million judgment

xE&BE LI FE LM « JRRE 5Prince H G\ # TR M 4 =

US Supreme Court Hears Andy Warhol vs. Prince Portrait Photographer's Copyright Dispute
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Official Release and Implementation of the Initial National Standards in the Field
of Industrial Internet Platforms

On 14 October 2022, the State Administration for Market Regulation (Standardization Administration)
issued the Announcement on National Standards of the People's Republic of China(No.13 of 2020), ap-
proving the official promulgation of two national standards, namely, Industrial Internet Platform - As-
sessment on Application Level and Performance of Enterprises (GB/T 41870 -2022) and Industrial In-
ternet Platform - Application and Implementation Guide-Part 1: General Principles (GB/T 23031.1-
2022) . This represents the first batch of national standards released in the field of industrial Internet
platforms in China, which is of great significance to the standardization construction of industrial Inter-
net platforms in China. The two standards have been applied and verified in over 30,000 enterprises in
over 80 subdivided industries in more than 300 cities in 31 provinces and municipalities.(More)
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14 National Standards for Network Security Have been Approved and Released

On 14 October 2022, the State Administration for Market Regulation and the Standardization Admin-
istration of the People's Republic of China jointly issued the Announcement on the National Standards
of the People's Republic of China(No.13 of 2022), and 14 national standards under the administration of
the National Information Security Standardization Technical Committee were officially issued. The
aforesaid standards will take effect on May 1, 2023. All 14 national standards released in this batch are
technical standards for information security, covering fields such as biometric data (gait, gene, voice,
and face), personal information security engineering, automobile data, instant messaging, express logis-
tics, online shopping, online payment, online audio and video, and online ride-hailing services.(More)
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SPC to Promote the Improvement of Intellectual Property Protection Rules in Big
Data, Gene Technology and Other Fields

The Supreme People's Court (the "SPC") will promote the improvement of the rules for the protection
of intellectual property rights in big data, artificial intelligence, genetic technology and other fields, said
He Rong, Deputy Secretary of the Party Leadership Group of SPC, Vice President in charge of daily
work and Grand Justice of First Grade, said in Beijing on 19 October 2022. 19. At the same time, she
stressed that it is necessary to strengthen administrative of justice in anti-monopoly and anti-unfair com-
petition, strengthen the link between administrative law enforcement and judicial mechanisms, and reg-
ulate and guide the healthy development of capital according to law. She mentioned that the courts
heard cases on e-commerce platforms’ big data discriminatory pricing practices according to law, con-
stantly strengthened the protection of the legitimate rights and interests of workers and consumers in
new forms of employment, and promoted the standardized and healthy development of the digital econ-
omy and platform economy.(More)
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Shenzhen DRC Seeks Public Comments on the Measures of Shenzhen for Promoting

the High-quality Development of Intelligent & Connected Vehicle Industry (Draft for
Comments)

On 11 October 2022, the Development and Reform Commission of Shenzhen Municipality ("Shenzhen
DRC") has drafted the Measures of Shenzhen for Promoting the High-quality Development of Intelligent

& Connected Vehicle Industry (Draft for Comments) (the “Draft ), seeking public comments by 10

November, 2022. The Draft proposes to introduce 16 measures in 4 aspects to promote the development
of intelligent & connected vehicle industry, including enhancing independent technological innovation
capacity, promoting industrial collaborative and agglomeration development, expanding the comprehen-
sive application of diverse scenarios, and optimizing the supporting environment for industrial develop-
ment.(More)
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Zhejiang Provincial Department of Finance Seeks Public Comments on the Guide-
lines for Data Asset Confirmation (Draft for Comment)

On 25 October 2022, the Zhejiang Provincial Department of Finance released the Guidelines for Data

Asset Confirmation (Draft for Comment) (the “Draft”), and is seeking public comments by 10 Novem-

ber, 2022. It is reportedly the first recommended local standard for the confirmation of data assets in
China. The Draft sets out the terminology and definitions of the data asset confirmation, and the guide-
lines apply to the initial recognition, subsequent recognition and de-recognition of data assets. In addi-
tion, the Draft clarifies the "access control technical methods" and the "data asset valuation methods"
in the appendices, so as to provide guidelines for effectively controlling and reliably measuring data
resources.(More)

tETERGEERETFHRMF LB R ITETARE 2N
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SHCA Held a Dispatching Meeting on the Real Name Registration of Vehicle
Online Cards

On 21 October 2022, it is reported that the Shanghai Communications Administration (the "SHCA"),
in conjunction with the Shanghai Municipal Commission of Economy and Informatization, (the
"SHEITC"), called up the relevant officials of 6 major vehicle companies, including SAIC GM, SAIC
Datong, SAIC Passenger Vehicles, Volvo, Geely and Jaguar Land Rover (including Chery Jaguar
Land Rover) to attend a special scheduling meeting on the real name registration of vehicle online
cards. At the meeting, the SHCA briefed on the overall progress of the promotion of the real name reg-
istration work for vehicle online cards, with focus on the results of the real name work of 8 vehicle
companies whose real name registration rate for the sold vehicles carrying online cards has reached
90% or more. As the next step, under the leadership of the Ministry of Industry and Information Tech-
nology, the SHCAB will jointly with the SHEITC, further promote the administration work of real
name registration of vehicle online cards, so as to effectively protect the rights and interests of users
and maintain cyber security with practical actions.(More)
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Texas Sues Google for Compiling Texans’ Biometric Data

On 20 October 2022, according to Texas Tribune, Texas Attorney General has filed a lawsuit against
Google, claiming the internet giant is violating state law by amassing facial and voice recognition data
on Texans without their knowledge or consent. The lawsuit claims Google apps and devices indefinitely
store data on facial geometry and voiceprints from anyone they capture, whether they are Google users
or not. The company does not expressly inform people or receive their consent, violating the Texas
Capture or Use of Biometric Information Act, the lawsuit claims. The lawsuit claims that Google is us-
ing Texans’ stored biometric data to further its commercial goals.(More)

W AR E 2.4TB X P B REE
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Microsoft Data Breach Reportedly Exposed 2.4 TB Sensitive Information

On 20 October 2022, according to Digital Trends, according to the information disclosed by a security
research company, approximately 2.4TB sensitive information of some Microsoft customers may be
exposed due to misconfiguration of Microsoft servers, involving more than 65,000 entities from 111
countries. According to Microsoft, the exposed information includes names, phone numbers, email ad-
dresses, company names, and attached files containing proprietary company information, such as proof
of concept documents, sales data, product orders, among other information. Microsoft released a state-
ment saying it had secured the comprised endpoint, which is “now only accessible with required au-
thentication,” and that an investigation “found no indication customer accounts or systems were com-
promised.” The company also stated that it has directly contacted customers that were affected by the
breach.(More)
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American Facial Recognition Company Clearview Al Was Fined 20 Million Euros
for Breach of GDPR

On 17 October 2022, France’s data protection authority ("CNIL") has fined Clearview Al with 20 mil-
lion Euros for illegal collection and processing of biometric data. Clearview Al has collected over 20
billion images from websites and social media platforms without consent, which images are being used
to feed a biometric database. Customers of the company may use a search engine to search a person
using a photograph. The company offers this service to law enforcement authorities in order to identify
perpetrators or victims of crime. According to CNIL, as of May 2020, the CNIL received complaints
from individuals about Clearview Al's facial recognition software and opened an investigation. In May
2021, the association Privacy International also warned the CNIL about this practice. The investiga-
tions carried out by the CNIL revealed several breaches of the GDPR, such as unlawful processing of
personal data and the collection and use of biometric data are carried out without a legal basis. On 26
November 2021, the CNIL decided to give Clearview Al formal notice to: cease the collection and use
of data of persons on French territory in the absence of a legal basis; facilitate the exercise of individu-
als' rights and to comply with requests for erasure.(More)

ZEBRRAEHAKERARE

2022410 128, &% 415X REL (“OECD”, UTHHKELHL) A4 T AT HEEHA
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OECD Published Cross-border Data Flows Report

On 12 October 2022, Organization for Economic Co-operation and Development (the "OECD") has
published Cross-border Data Flows - Taking Stock of Key Policies and Initiatives, a background report
on the digital and technology trajectories of the G7. Data and its cross-border flows are critical in ful-
filling the potential of digital technologies for the digital economy and society, and in promoting inno-
vation in business models. In this context, maintaining a high level of confidence in cross-border data
flows is key to achieving digital transformation while maintaining high standards of data protection. In
this regard, the OECD has published this report summarizing G7 agreements and initiatives to promote
trusted cross-border data flows, including unilateral policies and regulations, intergovernmental pro-
cesses and key efforts at technical and organizational levels.(More)
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Trademark Office Opens the Portal for Reporting Clues to the Leakage of Trade-
mark Information

Recently, the Trademark Office of CNIPA continued to strengthen the supervision of the leakage of
trademark information. First of all, it held a research symposium on trademark business to listen to the
opinions and suggestions of enterprises, agencies and industry associations on trademark work. The
representative put forward suggestions on strengthening the governance of the collusion between the
trial and agency in the trademark field and the information leakage. After that, the Trademark Office
Opened the Portal for Reporting Clues to the Leakage of Trademark Information. This measure has ef-
fectively prevented the risk of trademark information leakage and promoted the effective settlement of
trademark information leakage issues. The public may submit relevant clues or opinions on the feed-
back page (http://sbj.cnipa.gov.cn/sbj/xsfy/), and if there are clues in other forms, such as pictures and
audio recordings, they may also send the same to the E-mail of the Trademark Office for collection of
clues to trademark information leakage issues.

Source: Trademark Office
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A Company Was Fined Nearly RMB 1 million for Slandering Competing Products
in the Live Broadcast

Recently, a company was fined RMB980,000 because its live streaming host slandered similar prod-

ucts offered by competitors during live broadcasts. According to the punishment decision published by
the Shanghai Municipal Market Supervision Administration, the live streaming host of the company
once slandered similar competing cosmetic products in the live studio, which seriously damaged its
competitors' business reputation and commodity reputation. Subsequently, the live streaming host pro-
moted other products with highly misleading content and false advertising. In response to the above
acts, the Administration determined that the company fabricated and disseminated misleading infor-
mation, and made false publicity about the functions of the products, which seriously damaged the
rights and interests of competitors, imposed a fine of RMB 980,000 and ordered the company to stop
the illegal acts.

Source: Shanghai Municipal Market Supervision Administration
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The Case of Copyright Infringement of Copycat Version of '""Dahua Xiyou" Online
Game Was Sentenced

Recently, The People's Court of Suqgian City, Sucheng District, Jiangsu Province publicly sentenced the
copycat version of "Dahua Xiyou" copyright infringement case. In 2015, NetEase (Hangzhou) Network
Co., Ltd. obtained the copyright of the "Dahua Xiyou" computer software and registered it with the Na-
tional Copyright Administration. In 2018, for the purpose of making profits, the defendants jointly
funded the material resources of Dahua Xiyou from the Internet, developed it and named it as "Zhetian
Xiyou" . In 2019, the defendant started to operate the game without the authorization of NetEase. From
February 2019 to June 2020, the accumulative illegal business turnover of this game amounted to over
RMBI15.749 million. The court held that the defendants, for the purpose of making profits, reproduced
and distributed the works of others, disseminated and operated the copycat game to the public through
the information network .All the acts constituted a crime of copyright infringement, and the defendants
were sentenced to fixed-term imprisonment and a fine.

Source: China Court Journal
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"Magpie Nest" trademark is invalid because it is similar to the '""Nestle" trade-
mark

Beijing High People's Court made a judgment on the administrative dispute case concerning the re-
quest for invalidation of trademark rights, and held that the trademark in dispute "Magpie Nest" con-
stituted a similar trademark in the same or similar services with the cited trademark "Nestle" in all
services approved for use. The registration of the trademark in dispute "Magpie Nest" violated the
provisions of Article 30 of the Trademark Law and should be declared invalid.

The court held that the disputed trademark and the cited trademark are similar in terms of text compo-
sition, call, meaning, overall appearance, etc. If they are used together on the same or similar services,
the relevant public, when observing with general attention isolation, is likely to believe that the ser-
vices using the above trademarks come from the same subject or there is a specific connection be-
tween them, thus causing confusion.

Source: Beijing High People's Court
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Chinese pharmaceutical enterprise Sunshine Lake successfully challenged a drug
patent in the U.S.

On October 18, 2022, the U.S. court ruled that the '405 patent was invalid, and Fingolimod Capsules
has been available in the market. So far, Sunshine Lake Pharma Co., Ltd. (Sunshine Lake) is the first
Chinese local company that successfully challenged an innovator drug patent in the United States.
Fingolimod is the world's first drug for the treatment of adult multiple sclerosis. The global market for
multiple sclerosis drugs is about USD23 billion. Sunshine Lake filed the ANDA first imitation appli-
cation with US FDA in September 2014 with the PIV Patent Claims. Sunshine Lake subsequently is-
sued a letter of challenge to Novartis, challenging the validity of two of the OB Patents (US 5604229
Patent and US 8324283 Patent). n July 2018, the multilateral result upheld the validity of the patent,
the other companies settled and exited from the litigation but Sunshine Lake persisted in the litigation
and eventually became the sole manufacturer to challenge the patent of Fingolimod and prevail.

Source: Sunshine Lake
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FIE: LAW360

Apple asks Federal Circuit to overturn USD 300 million judgment

Apple asked the U.S. Court of Appeals for the Federal Circuit to reverse a judgment involving SEPs
infringement in 4G wireless technology, claiming the judge mishandled the lawsuit and Apple has
requested a rehearing. Previously, the U.S. District Court for the Eastern District of Texas ruled that
Apple was required to pay Optis USD300 million in damages for infringement of the plaintiff's pa-
tents. In 2019, Optis initiated a lawsuit against Apple, claiming that Apple's smartphones, smart-
watches and tablets based on LTE cellular standards infringe seven of its relevant SEPs relating to
LTE cellular technology. In August 2020, a Texas jury found that Apple had willfully infringed five
of the seven patents, and ordered Apple to pay Optis USD506 million in licensing fees for sales of
Apple's infringing devices. In August 2021, a Texas jury upheld the infringement verdict in a second
trial, but commuted the USD506 million award to USD300 million because the parties had not agreed
on a FRAND royalty rate. Apple appealed the verdict for a third retrial, but its request was denied in
May of this year. On October 14, Apple appealed again in the Federal Circuit Court of Appeals, argu-
ing that the USD300 million in damages should be set aside.

Source: LAW360
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% JE: ARTFORUM

US Supreme Court Hears Andy Warhol vs. Prince Portrait Photographer's Copy-
right Dispute

The U.S. Supreme Court heard arguments for nearly two hours on October 12 on whether Andy War-
hol's use of Lynn Goldsmith's photograph of Prince in his own work constituted fair use. Goldsmith
filed a lawsuit against the Andy Warhol Foundation for the Visual Arts in New York state five years
ago, claiming that Warhol, a former contributor to Vanity Fair magazine, used Goldsmith's 1981 photo-
graph of Prince without permission for his 1984 "Prince series," a series of 16 silkscreens. Goldsmith
says Warhol never asked her permission, signed her name or offered to pay her for the work. The court
debated whether Warhol's work constituted fair use. A decision in the case, which is being closely
watched, is expected within months.

Source: ARTFORUM
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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