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A Guizhou Online Car-Hailing License Company Fined Approximately CNY 1.84 Million for Abusing
Market Dominant Position

AT A EERREY R E R~ AW RR A MK

Henan AMR Conducts a Self-Inspection and Cleans up Regulations and Practices Hindering the Con-
struction of a Unified National Market

AT R Frsm AR 20T ioE THE
Hunan AMR: Continues to Strengthen Anti-Monopoly Law Enforcement
ek XFULHF e ERMESEF- &HETEANZOTEELK

SPC: Supports to Use Sales of All Products Instead of the Sales of the Products Involved as the Calcu-
lation Basis of Fines

o vk BB R SRR 2 BT E AR R

SPC Rejects Meituan-Grocery’s Jurisdiction Reconsideration Application in the Anti-Monopoly Law-
suit

J N R PR AR ok T A 2 BT T DR 1 S T ok R EIAR

Guangzhou IP Court Explains the Determination of Horizontal and Vertical Relationship of Monopoly
Agreement

#E CMA X T EZE® ViaSat {1 Inmarsat & FFH &
UK CMA Probes Satellite Operator ViaSat’s Acquisition of Inmarsat
WK s A5 8] Telstra £F &, DUEHR X T5GH % 41k

Telstra Undertakes to Address 5G Competition Concerns
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W 4% %2 2 5 ¥ $#E A #H Cybersecurity and Data Protection
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MOT Issues the Guidance on Self-driving Vehicle Transportation Safety Service (Trial) (Draft for
Comments)

EXMEAATEHRNELRSFHEEERERNE

CAC Issues Announcement on the Filing Information of Internet Information Service Algorithm
W 2 — A A VB A AL B A E A

SPP Issues a Typical Case of Data Compliance of Enterprise

Bl X P15 70 B 6 — M R R A\ B 15 W48 B 2 A £ 451

CAC Exposes a Batch of Typical Cases of Telecommunication Network Fraud Involving Minors
B R W14 P EEY EIRTYELL

CAC Focuses on Rectifying Chaos Involving Virtual Currency Speculations
BRESTRREMAGENGEZ TTEE T

CBIRC Launches Special Rectification Work Against the Violation of Personal Information Rights and
Interests

B R E T 202245 5 — 0P 4 %2 & 18 4 1 B K AT E T X

NISSTC Issues the Second Batch of Recommended National Standards Plan for Cyber Security in
2022

bET AR RELTTR02F TR EMKELL EERETH
Shanghai PSB Organizes the Supervision and Inspection of Cyber and Data Security in 2022
LT R B Z 21T, #EZ ALV HEZLRE

Jiangsu Launches Cyber Security Actions to Investigate Data Security Risks of Three Types of enter-
prises
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A Woman in Jiangshan, Zhejiang Sentenced to Prison and Bear Public Interest Compensation for Sell-
ing Personal Information
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FTC Explores Rules Cracking Down on Commercial Surveillance and Lax Data Security Practices
AR TR PR SRR AL B B 5T 3600077 7T

Google Fined AUD 60 Million for Misleading Users to Provide Private Information

Robinhood Crypto H M % % 4 3 HL T & & 5 &

Robinhood Crypto Faces a Fine for Cyber Security Violations

Twitter# 1A 540 7 Ik & %08 itk &

Twitter Confirms the Data Leak of 5.4 Million Accounts

R =X Intellectual Property
B K E R J o FT RE R R BAPR 5] AT A

SPC: Identification of patent exclusive license and patent protection period
HIE30077 7o REF A EERELELTA, VL2V 5% 60 2 B 280
SEP patentee was awarded damages for RMB3,000,000 for twice the royalty fee
% PR AR e R AU A I 19.677

CNKI enlisting articles of competitor for paid reading and downloading was recognized as copyright
infringement

HIFERRBARERRNF, FMEATELTF

Reckless Complaints against infringement are deemed as unfair competition

Pl REEHEREER “/N K7 W BT R B EFHRER

Highlight the use of "Xiaomi" well-known trademark and false publicity constitutes infringement
KERERTERATAFEN R ENEE

Long-term laissez-faire of existing infringement acts also constitute malice

1610 %4 A £: IBMEEBMC210077

USD100 million trade secret case: IBM pays BMC another USD 21 million
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OPPO faces mobile phone lock-up order in Germany
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202248A12H, BEXmHREERELR (“THRERR” ) AA TR MNETHREEER
C“BRMNLETRRE” ) SHEMEAZTAMRARAT (“UBEA” ) WA T B EME TS
THATAES, BRE, YFEAEFRMNEAXXTHROEZRIEERSTHFTEFT T X
Boi L. 20194F12F 220218 A 8], YF AR BHIER, RAFELHEE, REXNTHE
WAL AN LABEBL N ERA RS BEEFHE LR FHil, FMNETRARERRL S
HHTR, FFALL20204F E B AA% M T 2, EitA184T . (BEEES)

A Guizhou Online Car-Hailing License Company Fined Approximately CNY 1.84
Million for Abusing Market Dominant Position

On August 12, 2022, the State Administration for Market Regulation (“SAMR”) issued the administra-
tive penalty decision made by Guizhou Provincial Administration for Market Regulation (“Guizhou
AMR”) on the case of Guizhou Zhoufucheng Logistics Co., Ltd. (“the party”) abusing market domi-
nance. According to the investigation, the party had a dominant market position in the online car-hailing
license service market in Xingyi City, Guizhou Province. From December 2019 to August 2021, with-
out justifiable reason, the party limited the online car-hailing drivers of Didi in Xingyi City to buy com-
mercial vehicle insurance only from the party’s relevant personnel. Therefore, Guizhou AMR decided
to confiscate its illegal income and impose a fine of 4% of the annual sales in 2020, totaling about CNY
1.84 million. (More)

AHATHEREEFREGREER - ATIRRWHE i

20224 8A8H, HHAME, Hal, AHEATHREEERR (“HHEETER” ) e md
REREZRANZEm, ELEREANTNGReER - ATHREROAZMEETREEE
BFEITE. FEREHCE: AR TR, TH2F. BEXZFURR—THMLFEEW
BRAE ;. BN T Ao s SEAT MU R AP AL R Ak s 48R R ik P A AR
WAL Ak BRRXEFABER LT HRRENARA R E. (BEEES)

Henan AMR Conducts a Self-Inspection and Cleans up Regulations and Practices
Hindering the Construction of a Unified National Market

On August 8, 2022, it is reported that, recently, the Henan Provincial Administration for Market Regu-
lation (“Henan AMR”), in conjunction with the Henan Provincial Development and Reform Commis-
sion, issued a notice to carry out a province-wide self-inspection and cleanup campaign on regulations
and practices that hinder the construction of a unified national market. The scope includes: policies and
measures that hinder the unified market and fair competition, such as local protection, market segmenta-
tion and designated transactions; regulations and practices that discriminate against foreign-funded en-
terprises and nonlocal enterprises and implement local protection; regulations and practices that hinder
equal access and exit according to law; regulations and practices that hinder the unified market con-
struction in bidding field. (More)
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Hunan AMR: Continues to Strengthen Anti-Monopoly Law Enforcement

On August 5, 2022, the Hunan Provincial Administration for Market Regulation (“Hunan AMR”) is-
sued a news release, claiming that Hunan is strengthening anti-monopoly law enforcement and deeply
promoting the implementation of the fair competition review system. So far this year, SAMR has noti-
fied 23 administrative monopoly cases, among which Hunan accounts for 7; in the special campaign to
rectify administrative monopoly, so far 28 administrative monopoly cases have been investigated and
punished, among which Hunan accounts for 7. In the future, Hunan AMR will continue to adopt a high-
pressure attitude in anti-monopoly law enforcement. (More)

Sk SR DL i B BT R R o B BN T AOT B K

2022468 F5H, FEZAXHMNAG T ZBARER ( “XBE” ) (FHNEFLA T REE
2R (“BEEvhERE” ) SEHBEERZRRMARAG (“BEAT” D REZWATRAT A
DomHRE AT LYEANEZHATATNTER N A2 HETLRYET R HETFE
W, BLIFERSE. REEEH, SEXXEE, TEENfLTEY EN, 2T HE
W g & ff'cﬁig%dt RS AL A AT, AN REFENSG & A UUH R
Go HAt, smERLHARIFULH B ETENMZTEESR. (EEEL)
SPC: Supports to Use Sales of All Products Instead of the Sales of the Products In-
volved as the Calculation Basis of Fines

On August 5, 2022, China Judgments Online published the second-instance judgment of the Supreme
People’s Court (“SPC”) on the anti-monopoly administrative penalty dispute between Hainan Provin-
cial Administration for Market Regulation (“Hainan AMR”) and Hainan Shenghua Construction Co.,
Ltd. (“Shenghua”). There was a dispute between the two parties on whether the calculation basis of
fines should be the sales of all products or the sales of the products involved, and later they appealed to
the SPC. The SPC points out that, considering the semantic interpretation, legislative intent and the
principle of appropriate penalty, the monopolistic conducts usually cause great harm to market econo-
my, so more severe penalties should be imposed, and the amount of fine should be determined compre-
hensively in combination with individual cases. Therefore, the SPC finally supported to use the sales of
all products as the calculation basis of fines. (More)

ok BB SR E KRR 2R B R AR X

i H, PERAXBERAA T REEFEALE ZRELBERARALT (“ZRELR” ) .
FZRBEARAE (“ZRBE” ) FMEREFEA Fﬁ%i@ﬂﬂﬁﬂﬂl%}&?M%iﬁ&%%ﬁm
., REY, XAXXAPPEER —HhALAREFEREERMECRZ TR T AN EFRLE R
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http://amr.hunan.gov.cn/amr/xxx/mtzsx/202208/t20220805_27575406.html
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SPC Rejects Meituan-Grocery’s Jurisdiction Reconsideration Application in the
Anti-Monopoly Lawsuit

Recently, China Judgments Online published the ruling of the SPC on the civil jurisdiction appeal of
Beijing Sankuai Online Technology Co., Ltd. (“Sankuai Online”), Beijing Sankuai Technology Co.,
Ltd. (“Sankuai Technology’) and Mr. Zhu. In the first instance, Sankuai Online, the operator of Mei-
tuan-Grocery APP, applied for a reconsideration regarding the jurisdiction of the first-instance court
and whether the case was a monopoly dispute, and later appealed to the SPC. The SPC held that it was
proper for the court of first instance to hold this case as a monopoly dispute involving abuse of market
dominance, and the jurisdictional provisions applicable to the case should be tort disputes rather than
contract disputes. According to relevant regulations, Beijing Intellectual Property Court has jurisdic-
tion over this case, and the jurisdiction reconsideration application filed by Sankuai Online should be
rejected. (More)

F M R = AR e A R 2 T U AR | 5 R R R

WH, MR AR N A TR IR 5 M B T 5 R B A 2
VAR RARLRE., ERED, T UEAMTHE RIS BT 0208 23,
PN AR P AR A Rk A s RORIE T DL R BT 1 L T B4k A 4 B — 2 ok HOPR  k
RAVEEWIUR TR BB R 2 A m i, Fat, %8 E— w9 £ A5 A ELRTHEAE
R, U R T R BB ERAET SRR BRI NS L FLED, WA
B EXH T, FESERNFTRINENAXREEBARR, (EEES)

Guangzhou IP Court Explains the Determination of Horizontal and Vertical Rela-
tionship of Monopoly Agreement

Recently, Guangzhou Intellectual Property Court (“Guangzhou IP Court”) concluded the case of hor-
izontal monopoly agreement dispute and contract dispute between Guangzhou Zhenxiong Decoration
Engineering Co., Ltd. and Guangzhou Gaosi Trading Co., Ltd. In the case, there was a dispute between
the parties as to whether the agreement in question was a horizontal monopoly agreement. The Guang-
zhou IP Court opined that whether an agreement is a horizontal agreement or a vertical agreement
should be decided according to whether the agreement subjects are located at the same level or link in
the commercial chain. At the same time, considering the relativity of the level or link where a market
subject is located, determining the nature of an agreement cannot only be depended on whether the
agreement subjects have once engaged in commercial activities at a certain level or link, but should
also examine whether the relationship between the agreement subjects is vertical or horizontal in the
specific transactions. (More)

3 E CMA *t T E 5 & % ViaSat ¥ Inmarsat & T H &

202248F9H, REZELATHETEE ( “CMA”) 54, EF4LM£ET EZER ViaSat ¥
g% & Inmarsat BT BE, UHEERGATESH “REET—NH LN NTHHNTEFLAR
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https://wenshu.court.gov.cn/website/wenshu/181107ANFZ0BXSK4/index.html?docId=12b0f7d5f9e24c22ae6aaee5006c2798
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B o 202111 A, sk ki, ViaSat #F L7312 % T W Inmarsat, ¥ X A 8 &K, Z6
FRTEE - FALENeRBEQUHCY, HFEXEXFRA22D2FFF TR, BEEX—KZ
FIRTmEFER, 2ARFRENHTRRALETAE, (EEFES)

UK CMA Probes Satellite Operator ViaSat’s Acquisition of Inmarsat

On August 9, 2022, the UK Competition and Markets Authority (“CMA”) announced that it is begin-
ning its own review into US satellite operator ViaSat’s Acquisition of Inmarsat UK, seeking to ascertain
if the deal represents “a substantial lessening of competition within any market or markets in the UK”.
Back in November 2021, ViaSat struck a deal to acquire Inmarsat for USD 7.3 billion. The companies
said that the tie-up would create a leading global communications innovator and they hoped the deal
would close in mid-2022. But the deal has raised competition concerns, which could be investigated by
several competition regulators. (More)

BAF| LA T Telstra fE A, UBRXTSGHTESFHER

202248 A3H, BMAF x4 FfE%FFEZ R4 (Australian Competition and Consumer Commis-
sion, “ACCC”) #% 7 M AR L s 15 /0 5 Telstra {EH# A&, LUERA XSGEEEM. £H
%, ACCC ik Telstra EAM T # AT & EE NI A, X —1THEFEE Optus HEH 5G W
BUBRSEZERNT IR FNEREENRBED T, XEFENEMENBEAN T AL
FREZOCHNEBEZULSGHIHBEME EXAET R, HMAX —HIL, Telstra 7&K i 49 2 i At 0
900 MHz M X Fr A Rl m3b . XK H BT Optus £ ZMIEREHE 5G WL, HHFHERHBET L
B REtE., (EEES)

Telstra Undertakes to Address SG Competition Concerns

On August 3, 2022, the Australian Competition and Consumer Commission (“ACCC”) has accepted an
undertaking from Telstra to address competition concerns about 5G network competition. After investi-
gation, ACCC was concerned that Telstra registered a number of radio communication stations, which
is crucial to providing core network coverage for mobile services and the rollout of 5G, and this behav-
ior had the substantial purpose or likely effect of preventing or hindering Optus from deployment of its
5G network and from engaging in competitive conduct in the retail mobile market. To solve this con-
cern, Telstra promised to deregister all remaining radiocommunications sites it registered in the 900
MHz spectrum. This will facilitate Optus’ ability to roll out its 5G network more broadly, giving con-
sumers more choice over mobile services. (More)

W& e SHE LN Cybersecurity and Data Protection

RBEWBLA (BAZRRFERLZLMETEE RT) ) EXELR

202248HA8H, XBIEMIANT (A EBERAFEHEZL2MFET (RT) ) (EKRKENL
By, MHenFaEREN. ERENGHAT ZEEWEFALE. £REN. xEZH, &
HTEHERREZZRAELEER, EWMEKRK, AREX, I TX4ALEFEE, HEAHF
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o ARKAERE N RARE L B A2022589A7H., (EEES)

MOT Issues the Guidance on Self-driving Vehicle Transportation Safety Service
(Trial) (Draft for Comments)

On 8 August 2022, the Ministry of Transport (“MOT”) issued the Guidance on Self-driving Vehicle
Transportation Safety Service (Trial) (draft for comments), and publicly to solicit comments from the
public. The draft defines the scope of application, basic principles and development orientation of the
guidance, puts forward the requirements for operators, vehicles and personnel of self-driving vehicles,
and stipulates safety requirements such as safety production management, transportation safety, dy-
namic vehicle monitoring, operating condition information management, emergency response, as well
as supervision and management requirements, etc. The deadline for soliciting comments is 7 Septem-
ber 2022. (More)

EXRREARTEHERERRSFEELRERAE

2022%8A12H, EXEHNEREALAE (“BEXMEAR” ) AT EAHATEALKRNELRS
HiEfR. EREASFEMERXNEAFEHTRRe A0 (ARG ERSHiEEREEMN
Y, BERMEREHBERFREZRTEETSLE, aHBULTNERER . RRQTH
HEZERI30E, ARNECER LN, HiEERA, LK. MAFR, ZE2MAR, £8
Re%k, 2h, BXPMEIRER —TEREEHFA L4 REE, (EEES)

CAC Issues Announcement on the Filing Information of Internet Information Ser-
vice Algorithm

On 12 August 2022, the Cybersecurity Administration of China (“CAC”) issued the announcement on
the filing information of domestic Internet information service algorithm. At the beginning of this year,
four departments including the CAC jointly issued the Regulations on the Administration of Internet
Information Service Algorithm Recommendation, which required the relevant algorithm recommenda-
tion service providers to perform the filing procedures. This represents the first batch of published fil-
ing information since then. There are a total of 30 pieces of filing information published this time, the
categories of which information includes algorithm name, algorithm category, subject name, applica-
tion product, main purpose, filing number, etc. After that, the CAC will continuously update the algo-
rithm filing list on the same web page. (More)

mE A A —RYELVHELALE ZH

202248 A 10H, ERE, R ARRER (“GREk” ) THUHAAE=-—Hy RSV A8
WEF, A —RYRLEVEEGN. EREF, 20194 220204, Z0 5 ERERK M
HELT, B REEFFERREAFZENIZFEHKE, ERELFFRNATE AT L
MENEEF P EEHEERR, REXAAE N, EELFNRITRT. FETZAERMEX
AFRAFEINT ., RRBEFAREER, RERELTRIFAL. W, RERNZAEHTT
BEANFE, THEEEHATERTE. (EEES)
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https://xxgk.mot.gov.cn/2020/jigou/ysfws/202208/t20220808_3662374.html
https://xxgk.mot.gov.cn/2020/jigou/ysfws/202208/t20220808_3662374.html
http://www.cac.gov.cn/2022-08/12/c_1661927474338504.htm
http://www.cac.gov.cn/2022-08/12/c_1661927474338504.htm
https://www.spp.gov.cn/spp/xwfbh/wsfbt/202208/t20220810_570413.shtml#2
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SPP Issues a Typical Case of Data Compliance of Enterprise

On 10 August 2022, it was reported that the Supreme People’s Procuratorate of the PRC (“PRC SPP”)
recently issued the third batch of typical cases of enterprise compliance, one of which involved corpo-
rate data compliance. In this case, from 2019 to 2020, company Z illegally obtained data on the take-out
platform operated by company E through a crawler program without due authorization and permission,
resulting in the illegal acquisition of massive merchant information with great commercial value stored
by company E, increased traffic cost and direct economic loss of more than RMB 40,000. After compa-
ny Z and related personnel pleaded guilty, took a positive attitude on compensation and obtained for-
giveness, the PRC SPP decided not to prosecute. In addition, the PRC SPP conducted a data compliance
review on company Z and supervised its rectification and improvement. (More)

EXMEARE—HRIRRFARE RS FRLEDEH

2022%8A8H, EXNEABELT — P RRFARECHEFRALAZES. N ANEAEEY
BAESFUmN “HER2QQAE” | FHWREXRLLEFHEE, BT RRFAHATHEIKR
R, BEAKFAERMEFTAN. BXNELERE, EMHERKFE. AUAFEEEELER
WEEBEER, BITEKT TEMENN, BEKTEZLBICHE, FLTEFRNA, xF
AARF . b5, EAHTZLTEFER, (BEEESL)

CAC Exposes a Batch of Typical Cases of Telecommunication Network Fraud In-
volving Minors

On 8 August 2022, the CAC exposed a batch of typical cases of telecommunication network fraud in-
volving minors. The published cases mainly involve criminals who use joining the “QQ group of star
fans” and giving away free game equipment as bait to induce minors to transfer money or pay bills, so
as to defraud minors’ money. The CAC emphasized that all kinds of social platforms and short video
platforms should implement the information content management requirements, establish and improve
the early warning mechanism for accounts, implement the real-name registration system for accounts,
establish and improve the reporting mechanism, and conduct safety assessment and rectification of ex-
isting applications, businesses and technologies. (More)

EXNEAEFEBYEURTDELK

20224F8A9H, #EHE, SFUKR, EXFEAFELET —HEEVFEEMNR T BEEEHN
FR. kMM, BEXNEATRESETEMNSFEELELIARTE, FFFEURTH
REGRAZMKZHITELEEN; WBRESRE, HEEKSRETUXA,; £#IFHTHE
WITHRFEZLE T, 2FEXBITRETUXRAZENSEFE, T—%, BEXFEHH4%
ZoFMAIMIT, WESENKTEAXFLZLBEINITEAE, RERFARFAMZZ
b, (BEE%)

CAC Focuses on Rectifying Chaos Involving Virtual Currency Speculations

On 9 August 2022, it was reported that since the beginning of this year, the CAC had cleaned up and
disposed of a batch of illegal information, accounts and websites that promote and hype virtual curren-
cies. The CAC urged and guided the main website platforms to effectively implement their respective
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https://www.spp.gov.cn/spp/xwfbh/wsfbt/202208/t20220810_570413.shtml
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responsibilities, and to conduct self-examination and self-correction on information content and ac-
counts involving inducing virtual currency investment; strengthened supervision and inspection, and

closed illegal accounts according to law; guided local cybersecurity departments to summon illegal
business entities for meetings; closed the illegal website platforms in conjunction with relevant depart-
ments according to law. In the next step, the CAC will continue to work with relevant departments to
strengthen the crackdown on illegal financial activities related to virtual currency and protect the pub-
lic’s property safety according to law. (More)

FRESTREEMAGCRARBEL LTI ER LA

202248 A 100, #EMHE, RARREEEEZ R (“RRE2” ) AHmERERE. RIT
RENHETE AXTHERTRENWEEEMACENAEZETEE TFWEL) , X
2EREMFERTVRE LV AENSAE SR FES FARE, RABBEEHEREEEN
HELER, BRBEATRRNMELE2HEFE AR BERF TENFF. RKETTEIETHEUR
TRENMMEEAE, KEMTENTFRBEMESR, BA2022F8A KEZ12A. (EEE
%)

CBIRC Launches Special Rectification Work Against the Violation of Personal In-
formation Rights and Interests

On 10 August 2022, it was reported that the China Banking and Insurance Regulatory Commission
(“CBIRC”) recently issued the Notice on Launching Special Rectification Work Against the Violation of
Personal Information Rights and Interests by Banking and Insurance Institutions to all banking and in-
surance regulatory bureaus and banking and insurance institutions, requiring to comprehensively sort
out and check the problems and loopholes in personal information protection of the banking and insur-
ance industry, rectify in-depth the chaos of infringement of consumer information rights and interests,
urging banking and insurance institutions to establish and improve the working mechanism of consum-
er personal information protection. This special rectification work will focus on self-examination of
banking and insurance institutions, and the regulatory authorities will conduct random inspections and
supervision from time to time. This special rectification work will last from August to December 2022.
(More)

BERZETR2022F % —H M B2 o RFEEZFEIR

2022%8A8H, 2HERLANEMBEAZ RS (“BEHFE” ) THT202FF —#MEZ
AEFEERATEITX, AEMRGF AR TIOTEHTOMARETE, XEARETE Y RE ]
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NISSTC Issues the Second Batch of Recommended National Standards Plan for
Cyber Security in 2022

On 8 August 2022, the National Information Security Standardization Technical Committee
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(“NISSTC”) issued the second batch of recommended national standards plan for cyber security in
2022, and published nine standard items under its jurisdiction in the annex. These standard projects
involve cyber security technology of intelligent door lock, cyber security information submission, key
information infrastructure, identification of security technology entities, cyber security public testing
service, security of pre-installed APP on smart phones, management of personal information pro-
cessing activities of mobile Internet APPs of mobile intelligent terminals, normative audit and man-
agement of personal information processing of mobile Internet APPs in APP stores, classification and
grading of network data, etc.(More)
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Shanghai PSB Organizes the Supervision and Inspection of Cyber and Data Secu-
rity in 2022

On 12 August 2022, Shanghai Public Security Bureau (“Shanghai PSB”) issued the Notice on Organ-
izing the Supervision and Inspection of Cyber and Data Security in 2022 (“Notice”). The Notice indi-
cates that the supervision and inspection work will be carried out by the Shanghai PSB in conjunction
with the relevant departments of the Office of Shanghai Cyberspace Affairs Commission. The scope
of the inspection covers important information systems related to the national economy and people’s
livelihood and the safe operation of the city, the core business and support system of China Interna-
tional Import Expo, nucleic acid detection system, health code system, etc. The inspection contents
include the implementation of key information infrastructure security protection responsibilities and
protective measures, grading and filing of grade-based cyber security protection and related evalua-
tion and rectification, as well as networked units filing according to law, implementation of data clas-
sification and grading management system, status of security protection of important data, supervi-
sion cross-border flow of important data , log retention for more than 6 months, and cyber security
emergency response. (More)
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Jiangsu Launches Cyber Security Actions to Investigate Data Security Risks of
Three Types of enterprises

On 11 August 2022, Jiangsu launched the “Cast Shield 2022” special inspection on cyber and data
security of information and communication industry. In this action, 40 teams and 106 inspectors from
inside and outside the province will spend about 10 days to focus on the detection of vulnerability
risks for a total of 67,000 networked assets of 4 basic telecommunications enterprises, 100 Internet
enterprises and 200 industrial Internet enterprises in the province. This comprehensive “physical ex-
amination” will help enterprises to plug loopholes and eliminate hidden dangers in time, continue to
strengthen their security awareness, and build a defense line of cyber and data security. (More)

HVLIT L — S F B & A RAMAE BHAR AL 35 B2

202248 A11H, #HK#E, #H, IHTLTARERFTFE T —RELLARMAGEREW
WRENALFWEN. EAEF, REAFKXUMARFER, FEZAE - pH bk T
HRASHLVEEEREULN, £RFEBINY, TENTAMKRT BELRNMAELEE,
Flet, ZEILTAENMANEERE, PTERELARMAGELZSE, MEH LKA,
M, ERARFZAERMNETFEUR LA TZRERE. (EEES)

A Woman in Jiangshan, Zhejiang Sentenced to Prison and Bear Public Interest
Compensation for Selling Personal Information

On 11 August 2022, it was reported that Jiangshan City People’s Court recently concluded a case of
criminal infringement of citizens’ personal information with collateral public interest civil litigation.
In the case, the defendant Li, at the request of a friend, sold for a profit personal information obtained
when she worked in a real estate company. After the trial, the court held that Li’s behavior constituted
the crime of infringing citizens’ personal information. At the same time, it also violated the legitimate
rights and interests of a large number of citizens, seriously infringing citizens’ personal information
security and damaging the public interests. Therefore, the court ruled that Li should bear criminal re-
sponsibility and compensation for damage to public interests. (More)
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FTC Explores Rules Cracking Down on Commercial Surveillance and Lax Data
Security Practices

On 11 August 2022, the US Federal Trade Commission (“FTC”) held a press conference, announcing
that it was exploring rules to crack down on commercial surveillance and lax data security. Commer-
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cial surveillance is the business of collecting, analyzing, and profiting from information about people.
Mass surveillance has heightened the risks and stakes of data breaches, deception, manipulation, and
ther abuses. The FTC found that enforcement of the F'7C Act alone may not be enough to protect con-
sumers. By contrast, rules that establish clear privacy and data security requirements across the board
and provide the FTC the authority to seek financial penalties for first-time violations could incentivize
all companies to invest more consistently in compliant practices. A few days ago, FTC issued the Ad-
vance Notice of Proposed Rulemaking, seeking public comment on the harms stemming from commer-
cial surveillance and whether new rules are needed to protect people’s privacy and information. (More)
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Google Fined AUD 60 Million for Misleading Users to Provide Private Information

On 12 August 2022, the Australian Competition and Consumer Commission (“ACCC”) said that the
Federal Court had ordered Google to pay AUD 60 million in penalties for making misleading represen-
tations to consumers about the collection and use of their personal location data on Android phones be-
tween January 2017 and December 2018. According to the investigation, Google represented to some
Android users that the setting titled “Location Histor” was the only Google account setting that affected
whether Google collected, kept and used personally identifiable data about their location. In fact, how-
ever another Google account setting titled “Web & App Activity” also involves this right, and it was
turned on by default. The court found Google’s behavior breached the Australian Consumer Law and
fined it according to law. (More)
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Robinhood Crypto Faces a Fine for Cyber Security Violations

On 8 August 2022, it was reported that the New York State Department of Financial Services
(“NYDFS”) had fined the cryptocurrency trading unit of online brokerage Robinhood USD 30 million
for alleged violations of anti-money laundering and cybersecurity regulations. It was the New York
State financial regulator’s first crypto enforcement action. According to NYDFS’s investigation, Robin-
hood Crypto failed to maintain and certify compliant anti-money-laundering and cybersecurity pro-
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grams, and there were shortcomings in the company’s management and oversight of its compliance
programs, including failures to maintain a culture of compliance or allocate resources to the programs,
specially as the company grew quickly. In addition, NYDFS also asked Robinhood to retain an inde-
pendent consultant to evaluate its compliance. (More)
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Twitter Confirms the Data Leak of 5.4 Million Accounts

On 8 August 2022, Twitter confirmed that its security vulnerability led to the leakage of users’ data.
The vulnerability, which was the result of a June 2021 platform code update, went unnoticed until ear-
ly this year. Twitter fixed the problem in January after receiving a report through its bug bounty pro-
gram. This gave hackers several months to exploit the flaw. A few days ago, the US technology media
Bleeping Computer published that someone managed to exploit the vulnerability before Twitter was
notified of it, for a database of more than 5.4 million accounts was sold on a hacking forum for USD
30,000. After analyzing the data posted on the forum, Twitter confirmed that user data was compro-
mised. (More)
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SPC: Identification of patent exclusive license and patent protection period

The Supreme People’s Court (SPC) made a second-instance judgment on the dispute over infringement
of utility model patent, upheld the first instance judgement by ordering the defendant to compensate the
plaintiff for RMB260,000, and revoked the judgment that ordered the defendant to stop producing and
selling infringing products.

SPC held that the licensee could obtain the exclusive license for the patent according to the Patent Ex-
clusive License Agreement(the agreement). The patentee's confirmation of the contents of the agree-
ment does not require that the patent is still within the protection period. However, the plaintiff’s re-
quest to stop infringing the patent that has expired can not be supported according to law. To sum up,
the plaintiff, as the exclusive licensee of the patent, has the right to file a lawsuit for damages.

Source: SPC
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SEP patentee was awarded damages for RMB3,000,000 for twice the royalty fee

Recently, SPC made a second-instance judgment on the case of infringement of the patent right of in-
vention, ruling the defendant to stop the infringement and compensate the losses totaling RMB
3,000,000.

The court held that, among the three compensation methods advocated by the plaintiff, the product cost
and profit rate involved in the infringement profit and the plaintiff’s loss were all accounted for by it-
self, and the profit rate advocated by the defendant was also accounted for by itself. The authenticity of
the above data was difficult to confirm, and shall not be accepted. As for the royalty, the plaintiff pro-
vided several patent licensing contracts, which is convincing. Therefore, the multiple of royalty was
used to determine the amount of infringement compensation. With regard to the determination of the
multiple of royalty, the defendant knew that the patent involved was a standard and essential patent,
instead of actively seeking the patent license, it implemented the patent without permission again and
refused to pay, which was at fault. When applying the multiple of royalty to determine the amount of
compensation, the above circumstances should be given special consideration. To sum up, the court de-
termined the compensation amount by twice the license fee.

Source: SPC
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CNKI enlisting articles of competitor for paid reading and downloading was recog-
nized as copyright infringement

On August 4th, a series of case judgments disclosed by Beijing Court Trial Information Network
showed that due to related copyright ownership and infringement disputes, Beijing Century Superstar
Information Technology Co., Ltd (Superstar) sued China Academic Journals (CD Edition) Electronic
Publishing House (CNKI).

Superstar claimed that it had the exclusive right to use the articles involved, and the defendant CNKI
provided the paid online reading and downloading services of the articles involved without permission,
infringing the plaintiff's rights. The court held that the defendant's inclusion and commercial use in-
volved in the case are not the reprinting or excerpting between journals which can constitute non-
infringement acts. Therefore, the defendant's acts constituted copyright infringement. There were 13
related lawsuits, and Superstar was awarded total damages of RMB 196,000.

Source: Beijing Court Trial Information Network
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Reckless Complaints against infringement are deemed as unfair competition

Recently, the People's Court of Yiwu City, Zhejiang Province made a judgment over the dispute of non-
infringement of copyright and unfair competition, which ordered the defendant to compensate the plain-
tiff for its economic losses and reasonable expenses.
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The court held that the defendant actually does not have the copyright on which it filed complaint
against plaintiff. However, when the plaintiff provided the real right holder of the relevant works, the
efendant not only failed to examine his right base more carefully, but also failed to withdraw his com-
plaint from the e-commerce platform, resulting in the plaintiff's economic loss. Therefore, this behav-
ior should be regarded as a malicious complaint constituting unfair competition. The first-instance
judgment of the case has come into effect.

Source: Yiwu People's Court, Zhejiang Province
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Highlight the use of '"Xiaomi'" well-known trademark and false publicity consti-
tutes infringement

Recently, the Shanghai Intellectual Property Court made a first-instance judgment on the case of trade-
mark infringement and unfair competition dispute, and ruled that the defendant compensated for RMB
500,000.

The court held that the trademark "Xiaomi" of the plaintiffs has been used continuously since it was
registered. The plaintiffs have invested a lot of money to publicize Xiaomi brand and won many hon-
ors. It can be concluded that the trademark has been widely known by the relevant public in China in
2020 and is a well-known trademark. When the defendant sells four kinds of alleged infringing goods,
the logos such as Xiaomi, Xiaomi's Heater are prominently used in many places. Such use of Xiaomi
trademark, constituted copying and imitating the plaintiff's well-known trademarks on different or sim-
ilar goods. They improperly use the market reputation of Xiaomi well-known trademark, mislead the
public and damage the interests of the right holder, thus constituting trademark infringement.

Source: Shanghai Intellectual Property Court
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Long-term laissez-faire of existing infringement acts also constitute malice

The Intermediate People's Court of Wuxi City, Jiangsu Province made a second-instance judgment on
the case of unfair competition dispute, which upheld the first instance judgment by ordering the defend-
ant to stop the infringement, apologizing and compensating for the losses.

The court held that the following aspects should be considered in determining the amount of compensa-
tion: 1. The defendant's acts constitutes malicious repeated infringement. 2. defendants acts constitute
joint infringement. The defendant claimed that he took the initiative to fulfill the content of the previous
case judgment and obtained the plaintiff's approval. Its alleged infringement was only negligence and
omission. However, judging from the situation that the plaintiff applied for the court to execute the pre-
vious case judgment and the litigation, it took more than one year from the effective judgment of the
previous case to the notarization and preservation of the first instance. The defendant did not clear the
infringing video by quickly breaking the link and deleting it as a whole, but let it continue to exist. Un-
til the second trial of this case, its APP download was still provided in WeChat official account, and the
way of infringement was more concealed, the number of infringing subjects increased, and the subjec-
tive malice of the perpetrator was obvious. Therefore, the court of first instance fully supported the
plaintiff's claim for compensation.

Source: Wuxi Intermediate People's Court, Jiangsu Province
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USD100 million trade secret case: IBM pays BMC another USD 21 million

On August 8th, the U.S. Federal District Court for the Southern District of Texas (S.D. Tex.) ordered
IBM Corp to pay BMC Software, Inc, an enterprise management software company, another $21 mil-
lion in attorney fees and other legal fees. In May, the district court ruled that IBM had to pay $1.6 bil-
lion in compensation to BMC for breach of contract and deceptive inducement.
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OPPO faces mobile phone lock-up order in Germany

On August 5th, the First District Court of Munich ruled that Nokia won two patent ban lawsuits against
OPPO.

According to Nokia's official statement, "the court decided that Nokia's behavior was fair". OPPO has
removed all smartphones from the sales page of German website. However OPPO will continue to op-
erate in Germany. It is reported that Nokia's lawsuits against OPPO are also conducted in France,
Spain, the United Kingdom, the Netherlands, Finland and Sweden.

Source: EPO
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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